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Rif. Prescrizione n.22 del Parere Istruttorio Conclusivo (PIC).

Con riferimento alla prescrizione n.22 del PIC dell’lAIA DEC MIN 383/2021,
riguardante I'implementazione, per i sistemi di monitoraggio in continuo delle emissioni,
di “un sistema di mirroring a doppia password dei dati grezzi trasmessi al software di
elaborazione dei dati”, si premette che, a giudizio della scrivente, dall’analisi della stessa
possono configurarsi differenti chiavi interpretative, in quanto la sua formulazione,
nonché la terminologia adottata, non trova immediato riscontro negli standard dei
sistemi di elaborazione dati, sia nello specifico campo applicativo dei monitoraggi delle
emissioni, sia nei sistemi adottati in altri ambienti industriali.

Cido premesso, si precisa che, in merito alla trasmissione dei dati grezzi, i
software di elaborazione dei dati delle emissioni della raffineria utilizzano modalita di
comunicazione su rete ethernet TCP/IP con protocolli Modbus e OPC specificamente
approvati per lI'ambito del monitoraggio emissioni ai sensi della norma VDI 4201.
Entrambi i protocolli prevedono pacchetti dati protetti da piu codici di ridondanza ciclica
atte ad assicurare la sicurezza e l'integrita della trasmissione dei dati grezzi.
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In relazione al “sistema di mirroring”, invece, si rileva che tale definizione viene
di norma utilizzata per indicare i sistemi di archiviazione dati costituiti da unita di
memorizzazione con doppia unita disco (ovvero RAID 1 o mirroring) oppure, in altre
circostanze, viene utilizzata per denotare la pratica di duplicazione delle informazioni
prodotte da un elaboratore su un secondo sistema remoto in modo da garantire la
disponibilita dei dati anche in presenza di un guasto dell’elaboratore o dell’'ambiente
circostante. Nel primo caso, si rappresenta che tutti i sistemi di elaborazione dati della
raffineria di Gela sono dotati di unita disco in mirroring ed inoltre, per le emissioni degli
impianti CO Boiler e Locat, I'archiviazione & eseguita su due elaboratori in configurazione
in ridondanza, assicurando quindi una quadrupla copia delle registrazioni. Nel secondo
caso, invece, si evidenzia che presso la raffineria di Gela il server centrale SME, allocato
presso il CED, garantisce il mirroring dei dati prodotti dagli elaboratori SME installati
nella sala controllo Isola 7.

Infine, qualora la prescrizione in esame intenda definire un criterio di sicurezza
relativamente alle funzioni degli operatori e delle protezioni degli archivi dei dati
emissivi, si fornisce in allegato la dichiarazione di conformita alla norma FDA CFR 21
Part 11 del sistema di elaborazione dati - basato sul sistema SCADA Control Maestro -
delle emissioni di RaGe. Tale norma assicura il valore legale delle registrazioni
elettroniche definendo i criteri inerenti alla corretta identificazione delle utenze, della
tracciabilita delle operazioni, della protezione e codifica degli archivi. Lo standard
adottato € obbligatorio nei processi industriali afferenti alla salute umana (farmaceutico,
alimentare, etc.) dovendo assicurare, in ogni sede, il valore legale degli archivi e degli
elaborati associati alla specifica lavorazione.

In conclusione, si ritiene, con la presente comunicazione, di avere ottemperato
alla prescrizione n.22 del PIC dell’AIA DEC MIN 383/2021.

Disponibili per eventuali chiarimenti, inviamo distinti saluti.

All. c.s.
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1 Purpose

This document describes the ControlMaestro 2013 compliance with the US Food and Drugs
Administration's Code of Federal Regulations, chapter 21, part 11 (aka FDA 21 CFR Part
11).

All text in jtalics is excerpted from the official FDA documentation.

ControlMaestro is a software suite providing a full set of tools to develop and deploy
applications for Web-based Supervision, Control and Data Acquisition (SCADA) functionality
as well as PC-Based Control operations. The design and development of the application and
its compliance with the initial requirements or any sort of regulations remains the
responsibility of the application developer and does not transfer to ELUTIONS.

FDA compliance embraces complete systems including hardware, software, documentation,
file & user management, user rules of conduct, company security standards, etc. Given that
ControlMaestro is only one element in this system, ELUTIONS (or any other SCADA
software provider for that matter) cannot solely guarantee compliance; this is dependent
upon the environment and methodology with which it is deployed.

However, ELUTIONS guarantees that, providing the application is developed, deployed and
used according to these written guidelines, it will not in itself create any breaches of FDA
compliance.

A =L LUTioNsS
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2 Documents of Reference

From: www.gpoaccess.gov/cfr/index.html

TITLE 21
FOOD AND DRUGS
CHAPTER I

FOOD AND DRUG ADMINISTRATION,
DEPARTMENT OF HEALTH AND HUMAN SERVICES

PART 11

GENERAL PROVISION
ELECTRONIC RECORDS
ELECTRONIC SIGNATURES

Contents:
Subpart A: General Provisions

11.1 Scope.
11.2 Implementation.
11.3 Definitions.

Subpart B: Electronic Records

11.10 Controls for closed systems.
11.30 Controls for open systems.
11.50 Signature manifestations.
11.70 Signature/record linking.

Subpart C: Electronic Signatures

11.100 General requirements.
11.200 Electronic signature components and controls.
11.300 Controls for identification codes/passwords.
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3 ControlMaestro 2013 position

The following is the detailed list describing ControlMaestro 2013 compliance with each point
of the regulations.

3.1 Introduction to ControlMaestro's User Management concept

As required by FDA21 CFR11.200.1, ControlMaestro employs two distinct identification
components such as a unique combination of password and login.

Group Properties: Operators

é General g Users & Teams | ¥4 ) Heslvictions|
é Ceerbrpperties Operaton] 'User Properties: Operator1 ]X‘
¥ —
Group name: [0 -0 L_&Egge' “ g'_"f‘”"‘a“"“ “ é" ‘ & Messenger “ % Information “ ¥4 Restictions |
General [ -
Description: || - [ & General é’ Fioups
g u = . List Al Groups: Member OF.
ser name lu peratort = T
é Admini * Operators
e ‘ é' Operators &J
escription [ELUTIONS
Shift grou 5
Password ‘
] Alert groug
Minimum pas Corfim |
Layout l
0K
_ [] Allow user to change general informatio)
[] Allow web access
Password never expires
[T] User must define password h g @
[7] Allow user to change password
[ Use biometric authentication
Enrall
£opliay [ ok ][ annuer | [ aepiquer | [ aiee |
A =L LTINS
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ControlMaestro:

Users must be created by an administrator

Users can be requested to enter their own password upon first login.

Users can be forced to change their password after a specific amount of time

Rules on the content (a combination of letters, numbers and special symbols) and
length of passwords can be applied.

Users can be disallowed from using again their old passwords once their current
password has expired.

Upon 3 consecutive failed login attempts, an alarm is sent to all ELUTIONS on the
network, thereby warning other users of potential security breaches. Actions to take
upon such an alarm can to be configured.

A system of shift management can be used to control the times during which a user is
allowed to login to the system

% ControlMaestro 2008 [user] Gestion des horaires des équipes

Fichier Edition Affichage Propriétés ?

IEHBIH«NT\” lcl\a\|II\IQ=IIUI|\6INFI\WIT1 N

& Groupe / Equipe
& shiftGroup
W Firstshift
W NightShift
@ secondShift

Ce mois | ‘ “ ‘Lﬂendner par defaut |

’7upp.op” X
\

& Messenger ” 5 Information H m Restrictions

General #, Groups

Username | 1)qcai01 ‘

Desciption [ELLITIONS ‘

Passward [ |

Confirm | ‘

[econashit o Laed | “

[] Allow user to change general information
[] Allow web access

Password never expires

[[] User must define password

[ Allow user to change password

[]Use biometric authentication

psef #hiﬂ(iroup N

Enroll

A =L LTIONS
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User Management properties
FPazzword Management

Pazsword valid far [30..90: days
Pazsword expiration reminder [3..14]: days

System keeps up to [0.5]: EI old passwords
[¥] Check password format

Biometric Authentication

[ Use 1-tor auth, Use reader:

| Crosshatch LSCAN v

Shif.t M anagement

Shift overlap time [0..60]; minutes

[ ok

][ Cancel ][

Help

Users can have access to only some stations on the network.

-

User Properties: Operator1 |§|

| Q?ﬁ General " !d"ﬂ Groups
| & Mezsenger " ﬁ Information | ¥4} Restrictions
List Al Statiors: Permitted Stations:
Metwark stations Allowed stations
FS JELUTIONS FSJELUTIONS
Add All 3>
<< Remove Al
Add Station
L oK i [ Annuler ] Appliust

ControlMaestro2013_FDA21CFR11compliance_EN.doc - 26 novembre 2014
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e Active Directory support:

- Users and groups can be imported from Active Directory 2000 and Active
Directory 2003 using standard communication protocol LDAP 3.0.

- User authentication is delegated to Active Directory.

- User credentials sent over the network are encrypted using NTLM.

OEHRATRRR Y| F

All Containers
=@ demo r‘ﬂ
Properties
Import from Active Directory

-2 Web Application

mea'\Name

ly-ga-ad.elutionseu.pri
Server Name

ly-ga-001.ly-ga-ad.elutionseu.pri

User Name

Password

Lo J[ conel |

//I =T IONS
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ElUws

-
-1} Schema Admins

-/ 1) Enterprise Admins

{71 Group Policy Creator Owners
-- bbin

- newgroup

i 18 toto

=T 8 28 (£ _ca)_~su_!
=18 gp3
-8 toto
- _ vmware__
-[] & TEe_zZXCvqOPoiK
Ig yIsdpVKXBOErP

v ij’wwnqu{wa

[ o J[ concel |

e Strong authentication:

Users can be requested to log in using strong authentication factors as a combination
of the following:

- What | know (password)
- What | have (smartcard, token...)
- What | am (fingerprint, ...)

//I =T IONS
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=>» Smart Card Authentication

e Using Aladdin PKCS#11 to access token information
e Out of the box support of Microsoft PKI
- Use of Microsoft standard servers (Active Directory, Certificate Authority).
e Using internet standards
- Extended use of LDAP 3.0 protocol.
- Secured communication using LDAP over TLS (RFC 4346).
- Strong authentication using TLS handshake over SASL (RFC 4513 and 4422
appendix A).

=> Biometry

Biometry is used to certify user identity.

- The user must enter his login/password.
« The user must confirm his identity using biometry

Biometric Authentication

Please put your finger on the fingerprint
reader. Your finger must be placed so that
the cross is inside the target drcle. A green
screen indicate that yourfingerprint has
been correctly scanned.

Lol ][ ke |

A =L LITIONS
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3.2 Implementation of the Access Rights in a project

Access control to all alarms, tags, objects in images and menu items can be controlled via
options available when defining the application. It is the responsibility of the application
designer to ensure that the correct options are selected.

Access rights of a project can be defined for both Users and/or Groups of Users as described
in the topics listed below.

3.21 Access Rights for Tags

It is possible for each Tag to define Users and/or Groups of Users that are allowed to access
this Tag. Below is an example of such a configuration where ONLY Administrators and
Operator1 have the right to access this Tag.

FDA - Application Studio

Fils Wiew Deslon Network. Took Help

OHRAVRLRYD HPMOLA R @

All Containers

= @ Fon
= 8 Usor Mnagonent
Users
85 G
= (D web agpliton
-
i PDA Applications
'fz Events Smmary Profles
1 rens profies
E Audt Trail Profiles
9 HIWL Templates
=g Fies
a Images
: Events Summries
A charts
ﬁ History Viswer
& Recipe Models
] Lavous
Q Reports
5 {3 batabase

@0 Wlrns Jocohost)

Lisk of Tags
e Description Sorce | Fomat o
Entrez e texte It ] Errez e tete e ] ezl te, . ] 0

{5 BA_TEMPERATURE
" Tag Definition: B4_TEWPERATURE

Temperaturs Buiding 4+

Dummy  Unsigned-16

Lock a Hlams

Mulistate W CMsoRFLE ‘

Gened | g Recon | attup value u B8 ooe ik ‘

Tag Name:

B4_TEMFERATURE

Temperature Buiding 4

S dniishators
& Operaore
&5 shitinup
8 operson
Tag Type: [4nabg o| | 8w
Format: | Unsigned-16 -

Tag scale

Lows Limi

+[F
High Limit

Set Default

&a

[ &l groups and users have access permission

Access Members
Group/Llser name

Admiristrators

8 Ot

Addd 4 3>

o

” =LUITIONS
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3.2.2 Access Rights for Alarms

It is possible for each defined Alarm to define Users and/or Groups of Users that are
allowed to acknowledge this Alarm. Below is an example of such a configuration

nnnnn

where ONLY Administrators and Operator1 have the right to acknowledge this Alarm.

> FDA - Application Studio

File View Design Network Tools Help
— 33
SHRAURLRY EROMA L 0
r R Cia Lt List of Alarms
Alarm Expression Text Family Zone
=} a FDA -
Entrez fe texte ici zl Ent ﬁ Entrez... ﬂ Entrez |
= &) user Management X @B4_TEMPERATURE <5 Temper... 0
& Users -
4 Alarm Defipition:
é’ Groups
= € web appication £y Geners ’ {2 Action On Alam|
g :;:'LA s Jam Condiion: |@B4_TEMPERATURE < 5
pplications
% Fosnis Sikwmaty Promlos Alarm . | Temperature Building 4 LoLo limit reached
% Trends Profiles d
g Audit Trail Profiles istall GroupstUsers | Access Members:
9 HTML Templates Zone: |0 Groupdlser Group/User name
o iy Fes & R i
: 4 I Add >> i
a Images Severity: |0 # Opersions g Operator!
ﬁ Events Summaries *’ - << Remove
M Charts Sizeks +
= Operator1
a History Viewer Inl'\ibmon' g
By Tag: 8, v AddAll>>
b Recipe Models
s
yo [ Immediate
Q Reports Targets
= Batdhase [[] Default printer
@ Events Summary
& |5 T CPopup
& ‘;1'1 Blarms (localhosti> [] Popup buzz é &
[JUser class:
m 5 R ] &Ml groups and users have access permission
[ ok J[ cancel | [ Hep |
L S I O I N L Y A

3.2.3 Access Rights for Menus and Modules

ControlMaestro allows an extensive Access Rights configuration of the different

modules and menu items. Below is an example of such a configuration where ONLY

Administrators and Operator1 have the right to elaborate a Layer in an Image.

ControlMaestro2013_FDA21CFR11compliance_EN.doc - 26 novembre 2014
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FDA - Application Studio

= @~ oA
2 84 User Management
g Users.
é Groups
=] o ‘Web Application
€ v
\@ PDA Applications
Events Summary Profiles
& Trends Profiles
B, Aude Tl Profies
9 HTML Templates
=iy Fles
ﬁ Images
‘D Events Summaries
“ Charts
a History Viewer
b Recipe Models
E Layouts
Q Reports
2§y Database
& ﬁ Tags

=] m Alarms (localhost)

CHRAERRRD HEQOMA RS 0
(e " [List of Alarms

Menu Authorization

| Text Family Zone  Severityl
et sl ez, S Entrszlet,.. 7] Entrez]
Temper... 0 0

Quick Access Bar >
Image

File >
—=Edit>
View >
Layers

———#ctive Layer
Definition
Override Show
———0veriide Hide
L——Move Dbiects to Active Lay
Clusters >
t———~0ptions >
Modes >

<l List all GroupstUsers ~ +
Set Al Group/User name

Access Members:

Group/User name

Reset All é’

A
#) Operators

é’ Addrmic
Addz> s Operatorl

&%
a Operator1
g user

&a

Add All >>

[ &l groups and users have access permission

[ ok ][ cancel | [ Heb

D) Tag related slarms
&:mlov;r E ObE ts |
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3.24 Access Rights for Objects in Images

Any object in an image can be defined to be accessible by specific Users and/or Groups of
Users ONLY.

In order to set up such an environment, ControlMaestro provides access-right limited Layers
on which the objects are placed. The default layer on an image is "BASE".

Below is an example where a new Layer "ADMIN_LAYER" is created and its access limited
to Operator1 and Administrators ONLY.

ions  Modes  Helo

biee “0B (=

Access Permission Manager

FromScale 1

ToScdle 1

I~ &l groups and users have accessipermissio

Dfinition [Scale ; 64 [Layer: BASE Y

% IMG - Untitled0

File Edb View Layers Ciusters Options Modes
QY ROV AR ([@8LH (He6 0B =
e Group/User name
8 Adriistialors o
& Operators
> ShiftGroup
{_save [ cancel | [ Hep |
s4d Al
ferno: il
[7] All groups and users havehaccess pamission
ok D[ cencel |[ Hep |
Definition Scale : 64 Layer : BASE

To link an object to a specific layer, the layer must be first activated and the object then sent
to this active layer.

Below is an example of a Valve sent to the previously created "ADMIN_LAYER"

/I/ =T IONS
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@R Clusters Options Modes  Help

B 2| m (" e bHegliam|E

Select Active Layer

Definition. ..
Override Show, ..
Owerride Hide...

Move Objecks to Active Laysr

[0k b Goncel | Hep

File Edit Yigw

Clusters  Options  Modes  Help

B2 EY

Elaborate On

Active Laver...

Guerride Shaw...

Move Objects to / Scale 64

ILayer : ADMIN_LAYER> A

Active Layer Scale s 64 |Layer TeADMIN_LAV % |

Any logged operator who is either member of the "Administrators" Group or who is
"Operator1" will see the previously configured layer and all of its objects.

Any logged operator that is not member of the "Administrators" Group nor is "Operator1" will
not have access to the previously configured layer and will thus not see the objects on this

layer.

ControlMaestro2013_FDA21CFR11compliance_EN.doc - 26 novembre 2014
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3.3 Implementation of the Access Rights on Microsoft and Web level

ControlMaestro's internal user management system can be linked to directly interact with the
Windows security system, thereby controlling the level of access for a user to the actual PC.
This allows, for instance, a user to have access only to ControlMaestro and no other
programs that may be installed on the system.

The use of the above feature is optional, general access limitation can also be achieved
using Microsoft's integrated User Management. If it is decided to implement the standard
Microsoft user management mechanism for general access limitation, it remains the sole
responsibility of the Sl or customer's IT department of the System Integrator or End user to
configure, manage and maintain these settings.

Please note that access to ControlMaestro is available via the intranet or internet using a
standard web browser such as Internet Explorer. The same system of User Management as
defined in ControlMaestro applies to any operator connecting thru a Web Client.

ELUTIONS is not responsible for any security breach associated with the Operating System
or with the browser itself.

Implementation of adequate Firewalls, Antivirus and Networks are under the responsibility of
the System Integrator or End user.

A =L LTioONS
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FDA 21 CFR 11 - Subpart A - General Provisions

Sec. 11.1 Scope

(a) The regulations in this part set forth the criteria under which the agency considers
electronic records, electronic signatures, and handwritten signatures executed to
electronic records to be trustworthy, reliable, and generally equivalent to paper records
and handwritten signatures executed on paper.

(b) This part applies to records in electronic form that are created, modified, maintained,
archived, retrieved, or transmitted, under any records requirements set forth in agency
regulations. This part also applies to electronic records submitted to the agency under
requirements of the Federal Food, Drug, and Cosmetic Act and the Public Health Service
Act, even if such records are not specifically identified in agency regulations. However,
this part does not apply to paper records that are, or have been, tfransmitted by electronic
means.

(c) Where electronic signatures and their associated electronic records meet the
requirements of this part, the agency will consider the electronic signatures to be
equivalent to full handwritten signatures, initials, and other general signings as required
by agency regulations, unless specifically excepted by regulation(s) effective on or after
August 20, 1997.

(d) Electronic records that meet the requirements of this part may be used in lieu of paper
records, in accordance with Sec. 11.2, unless paper records are specifically required.

(e) Computer systems (including hardware and software), controls, and attendant
documentation maintained under this part shall be readily available for, and subject to,
FDA inspection.

(f) This part does not apply to records required to be established or maintained by Sec.
1.326 through 1.368 of this chapter. Records that satisfy the requirements of part 1,
subpart J of this chapter, but that also are required under other applicable statutory
provisions or regulations, remain subject to this part.
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4.2 Sec. 11.2 Implementation

(a.) For records required to be maintained but not submitted to the agency, persons may
use electronic records in lieu of paper records or electronic signatures in lieu of

traditional signatures, in whole or in part, provided that the requirements of this part
are met.

(b.) For records submitted to the agency, persons may use electronic records in lieu of
paper records or electronic signatures in lieu of traditional signatures, in whole or in
part, provided that:

(1.) The requirements of this part are met; and

(2.) The document or parts of a document to be submitted have been identified in
public docket No. 92S-0251 as being the type of submission the agency accepts
in electronic form. This docket will identify specifically what types of documents or
parts of documents are acceptable for submission in electronic form without paper
records and the agency receiving unit(s) (e.g., specific center, office, division,
branch) to which such submissions may be made. Documents to agency
receiving unit(s) not specified in the public docket will not be considered as official
if they are submitted in electronic form; paper forms of such documents will be
considered as official and must accompany any electronic records. Persons are
expected to consult with the intended agency receiving unit for details on how
(e.g., method of transmission, media, file formats, and technical protocols) and
whether to proceed with the electronic submission.
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4.3 Sec. 11.3 Definitions

(a.) The definitions and interpretations of terms contained in section 201 of the act apply

to those terms when used in this part.

(b.) The following definitions of terms also apply to this part:

(1.) Act means the Federal Food, Drug, and Cosmetic Act (secs. 201-903 (21 U.S.C.
321-393)).

(2.) Agency means the Food and Drug Administration.

(3.) Biometrics means a method of verifying an individual's identity based on
measurement of the individual's physical feature(s) or repeatable action(s) where
those features and/or actions are both unique to that individual and measurable.

(4.) Closed system means an environment in which system access is controlled by
persons who are responsible for the content of electronic records that are on the
system.

(5.) Digital signature means an electronic signature based upon cryptographic
methods of originator authentication, computed by using a set of rules and a set
of parameters such that the identity of the signer and the integrity of the data can
be verified.

(6.) Electronic record means any combination of text, graphics, data, audio, pictorial,
or other information representation in digital form that is created, modified,
maintained, archived, retrieved, or distributed by a computer system.

(7.) Electronic signature means a computer data compilation of any symbol or series
of symbols executed, adopted, or authorized by an individual to be the legally
binding equivalent of the individual's handwritten signature.

(8.) Handwritten signature means the scripted name or legal mark of an individual
handwritten by that individual and executed or adopted with the present intention
to authenticate a writing in a permanent form. The act of signing with a writing or
marking instrument such as a pen or stylus is preserved. The scripted name or
legal mark, while conventionally applied to paper, may also be applied to other
devices that capture the nhame or mark.

(9.) Open system means an environment in which system access is not controlled by
persons who are responsible for the content of electronic records that are on the
system.
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5 FDA 21 CFR 11 - Subpart B - Electronic Records

5.1 Sec. 11.10 Controls for closed systems

Persons who use closed systems to create, modify, maintain, or transmit electronic records
shall employ procedures and controls designed to ensure the authenticity, integrity, and,
when appropriate, the confidentiality of electronic records, and to ensure that the signer
cannot readily repudiate the signed record as not genuine. Such procedures and controls
shall include the following:

(a.) Validation of systems to ensure accuracy, reliability, consistent intended
performance, and the ability to discern invalid or altered records.

ELUTIONS’ compliance: ELUTIONS provides all tools for generation,
development and maintenance of HMI (Human Machine Interface) projects. The
design and construction of any project by use of ELUTIONS’ products as well as
the verification of it's compliance with the FDA requirements and its final validation
remain the sole responsibility of the project designer, systems integrator and of
the customer.

(b.) The ability to generate accurate and complete copies of records in both human
readable and electronic form suitable for inspection, review, and copying by the
agency. Persons should contact the agency if there are any questions regarding the
ability of the agency to perform such review and copying of the electronic records.

ELUTIONS’ compliance: ControlMaestro provides historical data points and
historical alarm records in "standard database" format as well as in proprietary
binary format.

- As "standard database", any ODBC compliant relational Database is supported.
- Alarm History data is stored in ALddmmyy.CDX (index) and ALddmmyy.CDX
*.DBF (daily records) files.

- Tag History is stored in GTddmmyy.IDT (index), GTddmmyy.DAT (analog and
digital daily records) and GTddmmyy.STR (string daily records) files.

These records can be viewed through standard viewers included in ELUTIONS’
HMI or through specific viewers via SQLRequests to the ODBC compliant
relational Database.

Printing capabilities to provide human readable outputs are also included in
ELUTIONS’ HMI.
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(c.) Protection of records to enable their accurate and ready retrieval throughout the
records retention period.

ELUTIONS’ compliance: ControlMaestro historical data are stored in proprietary
format to avoid alteration and falsification.
However it remains the sole responsibility of the user to protect those files from
being deleted, moved, and renamed or from any other actions which could harm
the stored data.
ELUTIONS recommends taking advantage of Microsoft's integrated User
Management to limit access rights to these files.

Data Protection

- The content of the database that stores tag and alarm definitions is protected
so that it can only be modified from within ControlMaestro. This is done via a
hash code.

- This code is generated at start-up of the application, and updated during
runtime and during shutdown. If, at start-up, ControlMaestro detects that the
code has changed, a system alarm is generated.(Note that this protection will
not be available for the centralised user management database.)

(d.) Limiting system access to authorized individuals.
ELUTIONS’ compliance: ControlMaestro provides an advanced user
management defining access rights to the project as described in the Chapter 1 of
this document.
As required by FDA21 CFR11.200.1, ControlMaestro employs two distinct
identification components such as a unique combination of password and login.
Regarding general access limitation to the Operating System, ControlMaestro
also provides an advanced user management which directly interacts with
Microsoft Windows security mechanism thus enabling the use of the HMI project
ONLY. The use of the above feature is optional, general access limitation can
also be achieved using Microsoft's integrated User Management. If it is decided
to implement the standard Microsoft user management mechanism for general
access limitation it remains the sole responsibility of the customer's IT department
to configure, manage and maintain these settings.

(e.) Use of secure, computer-generated, time-stamped audit trails to independently record
the date and time of operator entries and actions that create, modify, or delete
electronic records. Record changes shall not obscure previously recorded
information. Such audit trail documentation shall be retained for a period at least as
long as that required for the subject electronic records and shall be available for
agency review and copying.

ELUTIONS' compliance: When using ControlMaestro’s proprietary coded
format, there is no way to alter, falsify or delete a record of the historical data
while ControlMaestro is running. However, it remains the responsibility of the
customer to protect those files from being corrupted, damaged, deleted, moved or
renamed, or from any other actions which could harm the stored data.
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In case of using, in parallel with the proprietary files generated by ControlMaestro;
an external ODBC compliant relational Database it is the sole responsibility of the
customer's IT department to manage this Database. In case of MSSQL and
records not being encrypted for this type of database, ELUTIONS recommends
activating the MSSQL Audit Trail feature in order to trace any manual changes to
the records.

All user operations in the HMI such as changing a value via trigger, locking the
value of a tag, going to a zone in the image, running a macro or logging in or out,
are tracked by ControlMaestro's audit trail. All operations performed on alarms
are also stored within the alarm historical file, with the user identification in term of
action (acknowledgement, force end...).

Audit Trail Profile

& General " @ Display % Action Filker | 9 Tag Filters|

Actions to be displaved in audit trail -

User Actions:

Run Macro action
Go To Zone action Time Swnch action
User Login action User Logout ackion
Tag Lock action Tag Unlack action
Tag Lock Assign

Uset Management Actions:

Creake User Delete User

Must Enter Password Password Never Expire
Change Password hange Web Rights
Change User Desc hange Comment
Change User Full Name hange Fin Code
Change Info hange Back Up
Change Address hange User Layout
Change Pwd Rights

Group Management Actions:

Create Group Delete Group

hange Group Description hange Min Password length
Change Group Administrator hange Shift Group

Remowve User from Group Change Alert Group

Add User to Group

L ok ][ Annuler J[ dide

(f.) Use of operational system checks to enforce permitted sequencing of steps and
events, as appropriate.
ELUTIONS' compliance: Enforcing permitted sequencing of steps and events,
as appropriate, can be achieved by implementing sequential macros, actions on
events and by designing steps as Image jumps. It remains the sole responsibility
of the customer using these various methods to design its application in order to
provide the appropriate operational systems checks.
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(g.) Use of authority checks to ensure that only authorized individuals can use the
system, electronically sign a record, access the operation or computer system input
or output device, alter a record, or perform the operation at hand.

ELUTIONS' compliance: ControlMaestro provides an advanced user
management as described in the Chapter 1 of this document, defining access
rights to the project modules (History viewers, menus, images, actions, Alarms...).
As required by FDA21 CFR11.200.1, ControlMaestro employs two distinct
identification components such as a unique combination of password and login.

(h.) Use of device (e.g., terminal) checks to determine, as appropriate, the validity of the
source of data input or operational instruction.

ELUTIONS’ compliance: In addition to the "normal" user login and password
required, some installations require specific limitations for terminal. In practice,
there can be a limitation when using a Web Client in terms of terminals that are
allowed to access the system.
The simplest way to implement this limitation is to use a firewall listing the IP or
MAC addresses of the allowed terminals and their actions. It remains the sole
responsibility of the customer to chose, configure, manage and maintain these
firewalls.

(i.) Determination that persons who develop, maintain, or use electronic record/electronic
signature systems have the education, training, and experience to perform their
assigned tasks.

ELUTIONS' compliance: ControlMaestro's embedded user management
consists of Users that are assigned to User Groups as described in the Chapter 1
of this document. Generally, access rights in projects are defined at a User
Group level.

It remains the sole responsibility of the customer to verify that the users
configured as being member of a User Group will have the education, training,
and experience that corresponds to the tasks assigned to this User Group.

(j.) The establishment of, and adherence to, written policies that hold individuals
accountable and responsible for actions initiated under their electronic signatures, in
order to deter record and signature falsification.

ELUTIONS' compliance: It is the sole responsibility of the customer to establish
and maintain the adherence to such written policies.

(k.) Use of appropriate controls over systems documentation including:

(1.) Adequate controls over the distribution of, access to, and use of documentation
for system operation and maintenance.

(2.) Revision and change control procedures to maintain an audit trail that documents
time-sequenced development and modification of systems documentation.
ELUTIONS' compliance: The customer/systems integrator who has developed
an application using ControlMaestro is responsible for writing its own
documentation and maintaining it.
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5.2 Sec. 11.30 Controls for open systems

Persons who use open systems to create, modify, maintain, or transmit electronic
records shall employ procedures and controls designed to ensure the authenticity,
integrity, and, as appropriate, the confidentiality of electronic records from the point of
their creation to the point of their receipt. Such procedures and controls shall include
those identified in Sec. 11.10, as appropriate and additional measures such as
document encryption and use of appropriate digital signature standards to ensure, as
necessary under the circumstances, record authenticity, integrity, and confidentiality.

ELUTIONS’ compliance: ControlMaestro is designed for CREATION and
VIEWING of electronic records only.

MODIFICATION, MAINTENANCE and TRANSMISSION of such records are not
part of the scope of ControlMaestro.

The establishment of written procedures and controls to ensure the authenticity,
integrity and, as appropriate, the confidentiality of electronic records from the
point of their creation to the point of their receipt remains the sole responsibility of
the customer.

"Operator driven electrical records" such as reports will be generated by
ControlMaestro including the signature of the Operator liable for the document.

/I/ =T IONS
ControlMaestro2013_FDA21CFR11compliance_EN.doc - 26 novembre 2014 Page 25



Enterprise SOlUTiONS adapted
to meet your Needs

S

Control

Maestro

5.3 Sec. 11.50 Signature manifestations

(a.) Signed electronic records shall contain information associated with the signing that
clearly indicates all of the following:

(1.) The printed name of the signer;
(2.) The date and time when the signature was executed, and

(3.) The meaning (such as review, approval, responsibility, or authorship) associated
with the signature.
ELUTIONS’ compliance: Signed electronic records such as events and alarms
recorded in archives files by ControlMaestro are written with the name of the user
who has acknowledged the event or alarm with the date and time stamp of the
acknowledgment. In addition, ControlMaestro is providing an audit trail to record
the time stamped actions performed by the operator.
To include a meaning or any other comment related to this action, a WizPLC
program can be implemented to force the operator to enter his signature along
with a comment before being able to perform the action.
Below is an example of such a WizPLC program:

Make the objectto change visible for 125ecs

[fthe Comment changes (hotermptd | S0 the nperatar can enter a new value

\Send WERIF'as the name of the macra to be executed \ | Allowe the operator to enter his password for 128ecs |

If during these 125ecs 3 valid password
was entered (WERIFOK=1)
ChangeValue_,

[Execute the macra VERIF. Returns 0 when done |

JerifPassworddLogin

»

EnterPassword —

(2]

ObjectvisibleFarChanging™§

OperatorCommentBeforeChange

[ =]

[ T#i2s [ VERIFOK [ T#i2s

[Zetthe comment backto empty |

MOWE
EN EMO)|

II'— OperatorCommentBefareChange @

If Password was valid (VERIFOK=1) set VERIFOIK hack to 0 after 28ecs |

RESETWERIFOK

[ 7]
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(b.) The items identified in paragraphs (a)(1), (a)(2), and (a)(3) of this section shall be
subject to the same controls as for electronic records and shall be included as part of
any human readable form of the electronic record (such as electronic display or
printout).

ELUTIONS’ compliance: ControlMaestro includes viewers that allow any signed
electronic record (such as the signed record of an alarm acknowledgement or a
signed record of an action in the Audit Trail) that will be part of a human readable
document or display containing the items specified under (a)(1), (a)(2), and (a)(3).
It is the project designer's responsibility to configure the standard viewers (Event
Summary, Audit Tralil...) in ControlMaestro to include these items.

5.4 Sec. 11.70 Signature/record linking

Electronic signatures and handwritten signatures executed to electronic records shall
be linked to their respective electronic records to ensure that the signatures cannot
be excised, copied, or otherwise transferred to falsify an electronic record by ordinary
means.
ELUTIONS’ compliance: All electronic signatures and their respective records
are stored either in proprietary formats to ControlMaestro or in external, ODBC
compliant, relational databases.
The definition of access rights to the possible relational databases and their
maintenance (backups) remains the sole responsibility of the customer.
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6 FDA 21 CFR 11 - Subpart C - Electronic Signatures

6.1 Sec. 11.100 General requirements

(a.) Each electronic signature shall be unique to one individual and shall not be reused
by, or reassigned to, anyone else.
ELUTIONS’ compliance: All electronic signatures are composed of a unique set
of login and password.
It is the customer's sole responsibility not to give an already used set of
login/password to another or different operators.

(b.) Before an organization establishes, assigns, certifies, or otherwise sanctions an
individual's electronic signature, or any element of such electronic signature, the
organization shall verify the identity of the individual.

ELUTIONS’ compliance: The verification of the operator's identity before
establishment, assignment or certification of an electronic signature
(login/password) is the sole responsibility of the customer.

(c.) Persons using electronic signatures shall, prior to or at the time of such use, certify to
the agency that the electronic signatures in their system, used on or after August 20,
1997, are intended to be the legally binding equivalent of traditional handwritten
signatures.

ELUTIONS’ compliance: The certification to the agency by the person using
electronic signature that this signature (login/password) are intended to be a
legally binding equivalent to traditional handwritten signatures remains under the
direct responsibility of the customer.

(1.) The certification shall be submitted in paper form and signed with a traditional
handwritten signature, to the Office of Regional Operations (HFC-100), 5600
Fishers Lane, Rockville, MD 20857 .

ELUTIONS’ compliance: The submission in paper form of the certification to the
Office of Regional Operations remains under the direct responsibility of the
customer.

(2.) Persons using electronic signatures shall, upon agency request, provide
additional certification or testimony that a specific electronic signature is the
legally binding equivalent of the signer's handwritten signature.

ELUTIONS’ compliance: Providing additional certification or testimony upon
agency request remains under the direct responsibility of the customer.
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6.2 Sec. 11.200 Electronic signature components and controls
(a.) Electronic signatures that are not based upon biometrics shall:

(1.) Employ at least two distinct identification components such as an identification
code and password.
ELUTIONS’ compliance: ControlMaestro employs two distinct identification
components such as a unique combination of password and login.

(i) When an individual executes a series of signings during a single, continuous
period of controlled system access, the first signing shall be executed using all
electronic signature components; subsequent signings shall be executed
using at least one electronic signature component that is only executable by,
and designed to be used only by, the individual.

ELUTIONS’ compliance: In ControlMaestro, the first and all subsequent

signings are always composed by the two identification components

(login/password).

(i.y When an individual executes one or more signings not performed during a
single, continuous period of controlled system access, each signing shall be
executed using all of the electronic signature components.

ELUTIONS’ compliance: In ControlMaestro, the first and all subsequent

signings are always composed by the two identification components

(login/password).

(2.) Be used only by their genuine owners; and
ELUTIONS’ compliance: Verification and certification that a unique combination
of identification components is not used by different individuals is the sole
responsibility of the customer.

(3.) Be administered and executed to ensure that attempted use of an individual's
electronic signature by anyone other than its genuine owner requires collaboration
of two or more individuals.

ELUTIONS’ compliance: It is recommended that the customer shall prohibit the
use of an individual's electronic signature by anyone other than its genuine owner.

(b.) Electronic signatures based upon biometrics shall be designed to ensure that they
cannot be used by anyone other than their genuine owners.
ELUTIONS’ compliance: ControlMaestro could be configured to integrate the
Microsoft Windows user management mechanism which could include the
support of electronic signatures based on biometrics but it is the responsibility of
the application integrator to design, develop and validate the system.
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6.3 Sec. 11.300 Controls for identification codes/passwords

Persons who use electronic signatures based upon use of identification codes in
combination with passwords shall employ controls to ensure their security and
integrity. Such controls shall include:

(a.) Maintaining the uniqueness of each combined identification code and password, such
that no two individuals have the same combination of identification code and
password.

ELUTIONS’ compliance: ControlMaestro's user management mechanism
prohibits the coexistence of identical sets of signature identification components.

(b.) Ensuring that identification code and password issuances are periodically checked,
recalled, or revised (e.qg., to cover such events as password aging).
ELUTIONS’ compliance: ControlMaestro's user management mechanism
includes a configurable password aging mechanism to ensure the periodical
checking, recalling and revision of the identification code and password issuance.

(c.) Following loss management procedures to electronically deauthorize lost, stolen,
missing, or otherwise potentially compromised tokens, cards, and other devices that
bear or generate identification code or password information, and to issue temporary
or permanent replacements using suitable, rigorous controls.

ELUTIONS’ compliance: The implementation of such controls as to remove
from the system or republish a combination of signature components that has
become compromised remains the sole responsibility of the customer.

(d.) Use of transaction safeguards to prevent unauthorized use of passwords and/or
identification codes, and to detect and report in an immediate and urgent manner any
attempts at their unauthorized use to the system security unit, and, as appropriate, to
organizational management.

ELUTIONS’ compliance: ControlMaestro generates a system wide alarm upon
the third failed login attempt. The configuration of an urgent reporting (par fax, E-
mail, SMS...) linked to such an event and its possible subsequent actions (logout,
locking of the station...) remains the sole responsibility of the project designer.

(e.) Initial and periodic testing of devices, such as tokens or cards, that bear or generate
identification code or password information to ensure that they function properly and
have not been altered in an unauthorized manner.

ELUTIONS’ compliance: ControlMaestro provides the ability to use SmartCard
and eToken or Fingerprint readers. Initial and periodic testing plan for these
components remains the sole responsibility of the customer.
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