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Modulo per la presentazione delle osservazioni per i piani/programmi/progetti
sottoposti a procedimenti di valutazione ambientale di competenza statale

Presentazione di osservazioni relative alla procedura di:

U Valutazione Ambientale Strategica (VAS) — art.14 co.3 D.Lgs.152/2006 e s.m.i.
X Valutazione di Impatto Ambientale (VIA) — art.24 co.3 D.Lgs.152/2006 e s.m.i.

U Verifica di Assoggettabilita alla VIA — art.19 co.4 D.Lgs.152/2006 e s.m.i.

| Sottoscritti
Prof. Ing. Davide Castagnetti
Geom. Andrea Giglioli
P.A. Livio Castagnetti
P.l. Roberto Castagnetti
P.A. Lorenzo Melioli
Prof. Ing. Andrea Boni

PRESENTANO

ai sensi del D.Lgs.152/2006, le seguenti osservazioni al
U Piano/Programma, sotto indicato

X Progetto, sotto indicato.

Codice procedura (ID_VIP/ID_MATTM): 6269
Razionalizzazione della rete elettrica nazionale a 132 kV nell'Area di Reggio Emilia

Stato procedura: Istruttoria tecnica CTVIA

OGGETTO DELLE OSSERVAZIONI

Aspetti di carattere generale (es. struttura e contenuti della documentazione, finalita, aspetti procedurali)
Aspetti programmatici (coerenza tra piano/programma/progetto e gli atti di pianificazione/programmazione
territoriale/settoriale)

Aspetti progettuali (proposte progettuali o proposte di azioni del Piano/Programma in funzione delle probabili
ricadute ambientali)

Aspetti ambientali (relazioni/impatti tra il piano/programma/progetto e fattori/componenti ambientali)
Altro (specificare) Aspetti agronomici

XX X OO0

ASPETTI AMBIENTALI OGGETTO DELLE OSSERVAZIONI

Atmosfera
Ambiente idrico
Suolo e sottosuolo

Rumore, vibrazioni, radiazioni

Biodiversita (vegetazione, flora, fauna, ecosistemi)
Salute pubblica

Beni culturali e paesaggio

Monitoraggio ambientale

Altro (specificare)

oOo0>*>*0000o0
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TESTO DELL’ OSSERVAZIONE

- In qualita di membri del Comitato per I'ottimizzazione del progetto del nuovo elettrodotto di Terna a
Villa Sesso, nonché Residenti nel Comune di Reggio Emilia in prossimita tracciato delle tratte CS2
ed REL1 relative al progetto di Razionalizzazione della Rete Elettrica Nazionale a 132 kV nell'Area di Reggio
Emilia, tratta individuata da Terna Spa in concerto con 'amministrazione comunale di Reggio E.,

sottoponiamo alla Vostra attenzione un documento che risponde alle
Controdeduzioni della Societa Terna Rete Italia SPA, depositate in data 11/07/2022
(MiTE-2022-0086038).
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Sezione 2.1

Controdeduzione A: Concertazione e Avviso al Pubblico

Osservazione 1

I 10 e 11 dicembre 2019 si & svolta la seconda fase del processo di confronto con il territorio attraverso giornate
informative (Terna Incontra) dedicate alla cittadinanza per la presentazione delle fasce di fattibilita definite. Gl
incontri con i cittadini dei cinque Comuni interessati dall'opera si sono svolti a Castelnovo di Sotto, Reggio Emilia
e Sant'llario d’Enza. Durante questi incontri i tecnici Terna hanno illustrato gli interventi previsti dal progetto e
risposto alle domande dei partecipanti al fine di condividere il percorso di progettazione delle opere.

In particolare, le persone intervenute hanno potuto parlare con i progettisti e chiedere spiegazioni sulle motivazioni
dell'opera e la localizzazione degli interventi, sul percorso di autorizzazione e realizzazione dell’'opera; hanno
potuto anche lasciare osservazioni e indicare punti di attenzione.

Le indicazioni della popolazione sono state registrate e, per quanto tecnicamente fattibile, recepite, in fase di
progettazione.

Ai Terna incontra hanno partecipato circa 50 cittadini alcuni dei quali ci hanno chiesto spiegazioni sul tratto di
elettrodotto aereo che va da Castelnovo verso Mancasale e lasciato osservazioni. Abbiamo ricevuto anche
richieste via e-mail per i tratti di elettrodotto aereo. Di questi incontri Terna ha dato pubblicita oltre che sui giornali
anche con un volantinaggio porta a porta fatto con il supporto dei Comuni nelle aree di interesse del progetto e
lasciando locandine nei luoghi di maggior frequentazione.

Per garantire la massima partecipazione di tutti gli interessati Terna ha anche messo @ disposizione una e-mail
dedicata volta a mantenere sempre attivo il canale di comunicazione con tutti gli interessati (info.emilia@terna.it);
e stata inoltre creata sul sito di Terna una pagina web dedicata all'opera nella quale e disponibile la cartografia
dellintervento: https://www.terna.it/it/progetti-territorio/progetti-incontri-territorio/terna-incontra-emilia

- Siamo assolutamente certi che Terna abbia seguito I'iter previsto dalla legislazione vigente relativamente
alla Concertazione ed awviso al pubblico.

- Osserviamo pero che:

= volantinaggio porta a porta: nessuno dei proprietari interessati dal tracciato dell’elettrodotto ha
ricevuto alcun volantino

» |e giornate Terna Incontra si sono svolte nel centro storico del Comune di Reggio Emilia;

» la frazione di villa Sesso (Comune di Reggio Emilia) pesantemente interessata dalla tratta aerea CS2
ed RE1 avrebbe meritato una presentazione dedicata del progetto, sul territorio;

= | comuni interessati al progetto sono 5, la partecipazione di 50 cittadini significa mediamente 10
cittadini per ciascun comune: un dato di questo tipo dovrebbe fare riflettere sull’efficacia della
procedura di coinvolgimento della Cittadinanza.

= guante sono le mail ricevute sulla casella info.emilia@terna.it dal momento della sua attivazione?

» a prova di tutto cio:

e le 770 firme raccolte in un solo giorno tra i residenti della frazione di Villa Sesso, a
sostegno della Mozione Popolare per I'ottimizzazione del progetto (documentate nelle
osservazioni gia depositate). La raccolta firme & avvenuta dopo soli 5 giorni dallAssemblea
Pubblica in cui si & informata la cittadinanza del progetto.

e le 55 osservazioni pervenute al Ministero, da singoli, da aziende, dalle Associazioni Agricole.

e |l Consiglio Comunale del 13/12/2021 ha approvato all’'unanimita la Mozione di Iniziativa
popolare e due relativi Ordini del Giorno, dimostrando pieno sostegno politico a quanto
chiesto dalla Cittadinanza (vedere osservazione MATTM-2021-0142358 del 20/12/2021)
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Osservazione 2

In data 14/02/2020 & stato fatto un incontro con Coldiretti Reggio Emilia, presente il Dott. Fausto Castagnetti,
Responsabile Area Economica, per condividere la fascia di fattibilita dei tratti di elettrodotto aerei nell'intento di
salvaguardare le produzioni tipiche come i vigneti.

Coldiretti Reggio Emilia € solo una delle Associazioni Agricole rappresentative del tessuto imprenditoriale
locale.

Oltre a questa (vedere le osservazioni presentate):
- Confagricoltura
- Cia Emilia Romagna
- Cia Reggio Emilia
- Associazione UGC CISL Reggio Emilia

Vista la delicatezza del progetto in esame, come mai l'incontro non ha coinvolto tutte le Associazioni
rappresentative degli Imprenditori Agricoli del territorio?

La riunione in Coldiretti, si & svolta alla presenza delle Aziende associate o solo dei rappresentanti
dell’Associazione?
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Controdeduzione B: Aspetti paesaggistici

Osservazione 3

L’impatto del progetto in esame va considerato nella sua totalita ed & stato valutato nel SIA alto e positivo, alla
luce delle numerose demolizioni di linee aeree previste, alcune delle quali in ambiti urbani residenziali o che
coinvolgono territori vincolati paesaggisticamente ai sensi del D. Lgs. 42/2004.

Cid & stato confermato nel parere tecnico istruttorio (MIC prot. n.0146251 del 28-12-2021) della Direzione
Generale Archeologia Belle Arti e Paesaggio del Ministero della Cultura, pervenuto nell’abito dell'istruttoria VIA.

Occorre specificare che i nuovi tratti di linea aerea della tratta CS2 ed RE1 nel Comune di RE, vengono
realizzati in zona vergine (quindi ha scarsa rilevanza fare un mero confronto tra il numero di tralicci tolti e
quelli nuovi).

Come scritto nell’elaborato Terna RU0000006B1937518 (SIA pag. 365) e riportato nelle osservazioni gia
inviate, 'impatto della tratta CS2, RE1 ¢é alto e negativo.

E’ proprio su questa problematica che si chiede di intervenire efficacemente attraverso I'ottimizzazione del
progetto.

Tabella 2.17: Impatto paesaggistico dei diversi interventi previsti dal progetto in esame

Intervento Sensibilita Incidenza Impatto
Si1 Alta Molto alta

Si2 Molto bassa Bassa Trascurabile

cs1 Bassa Media Basso e positivo
CS2, RE1 Alta Alta Alto e negativo

RE2 Bassa Molto bassa Trascurabile
RE3, RE4 Media Molto alta Alto e positivo

RE5 Alta Molto alta
RU1 Alta Alta Alto e positivo

Figura 14 — Impatto paesaggistico del progetto in esame (Tabella tratta da elaborato Terna
RU0000006B1937518, pag. 365)
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Osservazione 4

Il bilancio complessivo della razionalizzazione & molto positivo, riducendosi i chilometri totali di elettrodotti aerei
esistenti con miglioramenti in termini di:

* Diminuzione della pressione delle infrastrutture elettriche sul territorio;
* Riduzione delle aree asservite;

o Opportunita di costruire le nuove linee in aree lontane dai centri abitati;
* Progettazione e scelta della localizzazione delle opere condivise.

Opportunita di costruire le nuove linee in aree lontane dai centri abitati: |a linea CS2 all'interno del Comune
di Reggio Emilia e la linea RE1 attraversano centri abitati, passano nell’adiacenza di numerose abitazioni, in
certi casi nel corridoio tra abitazione e capannoni.
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Osservazione 5

Si ricorda che il bilancio complessivo della razionalizzazione € il seguente:
Bilancio complessivo della razionalizzazione

In progetto  Da demolire
km linea aerea 14 30,9
n. sostegni linea aerea 54 129
km cavo interrato 249 1,3

e che il bilancio per il solo Comune di Reggio Emilia & ancora migliore in termini di percentuale di linee eliminate
rispetto a quelle realizzate:

Come gia sottolineato nelle osservazioni inviate (MATTM-2021-0142292):

In totale quindi la tratta CS2 & lunga 12.4 km, di cui 0.8 km in cavo interrato nel Comune di Castelnuovo
Sotto.

| rimanenti 11.6 km in linea aerea sono organizzati nel seguente modo:

CS2 - linea aerea
Tralicci Comune Lunghezza % del totale Tracciato
da1a20 Castelnuovo Sotto 6.3 km 54% Lungo glettrodotto
esistente
da20aPG1 | Reggio Emilia | -3 Kkm(dicuil7 46% Completamente
km in doppia terna) nuovo

Si osserva quindi che la linea aerea della tratta CS2, per il 46% della sua lunghezza, percorre un
tracciato completamente nuovo rispetto alla linea esistente, andando ad impattare una porzione
di territorio su cui andrebbero a gravare vincoli e servitu perpetue di elettrodotto ora assenti, con
un effetto paesaggistico, ambientale, economico e sulla salute delle persone estremamente elevato e
negativo.

In particolare, questa enorme criticita ricade interamente all’interno del Comune di Reggio Emilia.

A questo si aggiunge, sempre nel Comune di RE, la tratta RE1, prevista per collegare la CP
Mancasale con la direttrice Villa Cadé. La tratta ha una lunghezza totale di 6.1 km ed & articolata nel
seguente modo:

RE1 - aereo + cavo interrato
Tralicci Comune Lunghezza | % del totale Tracciato
da PG2 a 30 (DT) | Reggio Emilia 1.7 km 28% Completamente nuovo
da1a4(ST) Reggio Emilia 1.6 km 26% Completamente nuovo
Cavo interrato Reggio Emilia 2.8 km 46% Completamente nuovo

Anche questa tratta € completamente nuova, attraversa il territorio da Nord-Est a Sud-Ovest e, per
una lunghezza pari ad 3.3 km, € in linea aerea, di cui 1,7 km condivisi con la tratta CS2, in doppia
terna.

Ministero dell’Ambiente e della tutela del territorio e del mare
Direzione Generale per la Crescita Sostenibile e la qualita dello Sviluppo
Modulistica — 28/02/2020

Pag.8



Controdeduzione C: Agricoltura 4.0

Osservazione 6

C Agricoltura 4.0
La precisione del servizio del GPS

La linea aerea 132kV in progetto intrinsecamente produce un campo elettrico e magnetico durante il suo normale
funzionamento. Tali valori non influenzano la precisione dei rilevatori GPS posizionati all'interno degli apparati
installati nei mezzi agricoli per I'agricoltura 4.0.

Pertanto le opportunita che tali tecnologie, basate sulla telemetria satellitare, mettono a disposizione non si ritiene
siano bloccate e/o ostacolate nello sviluppo a causa dell'inserimento dell'infrastruttura in adiacenza dei territori
agricoli interessati.

A tal proposito sono stati fatti una serie di studi scientifici che hanno dimostrato che non vi € influenza sostanziale
sul funzionamento dei sistemi di rilevamento GPS nelle vicinanze di elettrodotti ad alta tensione. Si allega alla
presente, per maggiori approfondimenti, lo studio “Investigating the impact of High Voltage Power Lines on GPS
Signal”’ del Prof. Mostafa Rabah — National Research Institute of Astronomy and Geophysics — Helwan Egypt
06/2011.

Il lavoro citato nella Controdeduzione di Terna per sostanziare la tesi della non interferenza e pubblicato su

una rivista (ZFV - Zeitschrift fur Geodasie, Geoinformation und Landmanagement) non riconosciuta dalle

banche dati internazionali di riferimento della comunita scientifica (Scopus e Web of Science):

ZFV - Zeitschrift fur Geodasie, Geoinformation und Landmanagement

Formerly known as: Zeitschrift fur Vermessungswesen

Scopus coverage years: from 2002 to 2018

(coverage discontinued in Scopus)

Publisher: Verlag Dr. Bernd Wiissner
ISSN: 1618-8950

Subject area: (Earth and Planetary Sciences: General Earth and Planetary Sciences)

Source type: Journal

Si

ritiene pertanto scarsamente attendibilile il risultato della ricerca scientifica presentato in tale

pubblicazione.

Al

contrario si sottlinea come I'effetto dei campi elettromagnetici prodotti dalle linee di potenza sia un tema

ancora aperto ed in corso di studio. Si riportano alcuni lavori, tratti da riviste internazionali indicizzate nelle

banche dati di riferimento della comunitita scientifica. Tali articoli sono allegati in appendice.

1)

J. M. Silva, Senior Member, IEEE, and B. Whitney, Member, IEEE “Evaluation of the Potential for Power
Line Carrier (PLC) to Interfere With Use of the Nationwide Differential GPS Network”, IEEE TRANSACTIONS
ON POWER DELIVERY, VOL. 17, NO. 2, APRIL 2002

“Power line carrier fields can have sufficient energy under or close to power lines to affect use of the
DGPS signals.”
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2)

3)

4)

5)

6)

J. M. Silva, Senior Member, IEEE, and R. G. Olsen, Fellow, IEEE “Use of Global Positioning System (GPS)
Receivers Under Power-Line Conductors”, IEEE TRANSACTIONS ON POWER DELIVERY, VOL. 17, NO. 4,
OCTOBER 2002

“Even if there were significant attenuation due to scattering for one satellite signal, it is unclear if this
would cause a problem. This is because a GPS receiver relies on a dispersed constellation of satellites (at
least four and often more). However, loss of lock on just one satellite could potentially affect accuracy
due to an increase in dilution of position error caused by poor satellite constellation geometry.”

“Further work might include an analysis of degraded performance due to steel lattice towers and signal
scattering from bundled conductors in corona.”

J.M. Silva, Senior Member, IEEE, “Evaluation of the Potential for Power Line Noise to Degrade Real Time
Differential GPS Messages Broadcast at 283.5—325 kHz”, IEEE TRANSACTIONS ON POWER DELIVERY, VOL.
17, NO. 2, APRIL 2002

“The potential to degrade performance of DGPS receivers due to broadband corona and gap discharge
noise was found for certain situations close to electric power facilities.”

V.L. Chartier, Discussion of “Evaluation of the Potential for Power-Line Noise to Degrade Real-Time
Differential GPS Messages Broadcast at 283.5—325 kHz”, IEEE TRANSACTIONS ON POWER DELIVERY, VOL.
18, NO. 1, JANUARY 2003

“The manufacturers of digital global positioning systems (DGPS) readily admit that power-line noise can
cause interference. Therefore, they know that the use of DGPS is limited unless greater immunity is built
into these instruments through hardware and/or software.”

W. Aziz W. A. and Low, T.Y. “Interference Effects on the Global Positioning Satellite Signals”, Sensors,
2003 281-287.

“Electrical interference can result from electrical storms, power lines, 2-way radios, nearby elecmc
motors, microwave towers, cellular phones, ...”

L.j. Fan, X.C. Pan, Z.X. Huang and X.D. Zu, “The mechanism and experimental study on the interference of
high voltage lines to navigation system”, Latin American Applied Research 48:175-179 (2018)

“Through the GPS signal obtained by UAV while flying below and above the high voltage lines respectively,
it finds that the loss of GPS navigation date happens when the UAV flies below the lines and not when it
flies over the limes. Through the measurement and comparison of the electromagnetic wave spectrum
while the electromagnetic wave traveled through the corona plasma, the shielding and interference effect
of corona plasma on electromagnetic wave is observed. This proves that the signal loss of UAV
navigation system is because air is ionized under high voltage environment into corona plasma, which
has strong shielding effect on the GPS signal sent by satellites.”
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7) A. Rettore de Araujo Zanella, E. da Silva, L.C.P. Albini, “Security challenges to smart agriculture: Current
state, key issues, and future directions”, Array 8 (2020) 100048

In smart farming, the devices (sensors and actuators) and communication systems are exposed to
climatic fluctuations (sun, rain, snow), natural events (lightning, hail), engines (used in agriculture), power
line transmissions (common in some rural regions), wandering animals, people and agricultural
machinery. These elements make smart farming vulnerable to problems that have not been addressed
in other contexts so far.
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Controdeduzione D: Deprezzamento e servitu

Osservazione 7

D Deprezzamento dei terreni e Servitu

Le condizioni relative alla servitu di elettrodotto non attengono la presente procedura di VIA in corso.

Le istanze attinenti alla valutazione dei pregiudizi subiti dalle proprieta interessate in conseguenza della
realizzazione dell'opera potranno essere esaminate nelle sedi previste dalla legge per la determinazione degli
indennizzi relativi all'imposizione delle servitu e alla realizzazione delle opere.

Per le osservazioni nelle quali si lamenta che il vincolo preordinato allimposizione in via coattiva della servitu di
elettrodotto e la dichiarazione di pubblica utilita paiono portatori di potenziali danni, si rammenta che la norma di
riferimento DPR 327/2001 ha valutato che in casi simili sia preminente I'interesse della collettivita alla realizzazione
di un'opera di interesse nazionale, considerando il danno subito dal privato compensato dall'indennizzo dovuto.

Le opere di sviluppo della rete di trasmissione nazionale, come quella oggetto delle presenti controdeduzioni, sono
opere di pubblica utilita, I'apposizione del vincolo di servitu di elettrodotto ha lo scopo di garantire la sicurezza
dellopera stessa. Nelle aree asservite & consentita qualsiasi attivita purché questa non metta a rischio il regolare
esercizio e la manutenzione dell’elettrodotto. Sono quindi consentite le attivita agricole comprese quelle relative a
vigneti e frutteti e quelle a seminativi irrigui.

Sono gia esistenti elettrodotti su aree agricole nello stesso territorio, dove la coltivazione avviene senza particolari
limitazioni.

Generalmente la manutenzione ordinaria non arreca danni alle colture in essere. Solo in casi di manutenzione
straordinaria, nel caso si dovesse creare la necessita di intervenire sulla struttura dei sostegni, qualora si
dovessero creare eventuali danni alle colture questi verrebbero in ogni caso risarciti. | danni subiti dalla parte
concedente per la realizzazione dell’elettrodotto sono valutati e liquidati a lavori ultimati, secondo la stima corrente.
Sono valutati e liquidati, a lavori ultimati, i danni causati in occasione di riparazioni di carattere straordinario ed
eccezionale o di modifiche all’elettrodotto.

Le attivita agricole risultano consentite al di sotto delle linee aeree, il progetto di Terna non costituisce quindi
pregiudizio alla continuazione delle attivitd agricole e non provoca una frammentazione dei poderi. Inoltre, la
superficie sottratta dalla presenza dei sostegni & di pochi metri quadri ed & stata nella quasi totalita dei casi scelta
in modo che ricadesse al di fuori di vigneti e frutteti.

Per dare piena credibilita a queste affermazioni, sarebbe necessario documentarle con fonti oggettive ed
inoppugnabili, quali ad esempio il testo della servitu perenne di elettrodotto che il proprietario dell'immobile
attraversato dalla linea o su cui insisterebbe un traliccio si troverebbe a firmare e I'articolo di legge o
disciplinare o regolamento regionale che stabilisce la possibilita di ottenere autorizzazione all'impianto di
NUOVI vigneti o frutteti nella fascia di rispetto della servitlu di elettrodotto.
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Controdeduzione E: CEM

Osservazione 8

In riferimento all'osservazione nella quale si esprime [preoccupazione per le aree di coltivazione dei vigneti e
frutteti, si specifica che, in base a quanto indicato nel D.P.C.M. 8 luglio 2003 artt. 3 e 4, i campi coltivati non sono
assimilabili a luoghi adibiti a permanenza sistematica, poiché la presenza non & continuativa durante tutto I'arco
dell'anno.

Cid anche in riferimento al documento ISPRA (Decreti 29 maggio 2008 “Approvazione delle procedure di misura
e valutazione dell'induzione magnetica” e “Approvazione della metodologia di calcolo per la determinazione delle
fasce di rispetto per gli elettrodotti” - Disposizioni integrative/interpretative) dove, nella nota n. 1 a pag. 4, par 2.1
si legge: <<Per “luogo adibito a permanenze non inferiori a quattro ore giornaliere” si intende un luogo “stabilmente
attrezzato” (destinato tale negli strumenti urbanistici) per una permanenza ricorrente non inferiore a 4 ore
giornaliere, mentre gli “ambienti abitativi” sono rilevabili da titolo edilizio (cio esclude a mero titolo di esempio,
salvo specifico titolo edilizio-urbanistico contrario, locali destinati a magazzino, sottoscala, stenditoio, lastrici solari
non calpestabili, locali caldaia o volumi tecnici, cantine, box auto e altri ambienti comunque non soggeftti a
permanenza ricorrente non inferiore a 4 ore giornaliere).>>

Al di la delle disposizioni di legge, si sottolinea come le attivita lavorative nei vigneti e frutteti vedono una
presenza continuativa di durata pari ad 8 ore nel caso di potatura, raccolta ed in particolare in caso di
operazioni colturali svolte manualmente: queste attivita, quando svolte nell’adiacenza del tracciato di
elettrodotto aereo, comportano una esposizione rilevante per gli operatori.

In particolare, la linea CS2 ed RE1 all’interno del Comune di RE sorvolano vigneti e frutteti per una lunghezza

di 2.2 km, come documentato nelle osservazioni inviate.
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Controdeduzione F: Mitigazioni degli impatti di cantiere

Osservazione 9

F Mitigazioni degli impatti di cantiere

Nello studio di Impatto ambientale vengono valutati gli impatti previsti anche in fase di cantiere.

| sostegni vengono messi prevalentemente ai margini dei campi, |'area di cantiere ha una dimensione limitata
allarea circostante al sostegno da realizzare e ha una durata limitata nel tempo a circa un mese per ciascun
sostegno. Per raggiungere I'area di cantiere si utilizzeranno le aree interpoderali in modo da arrecare meno danno
possibili alle coltivazioni.

Gli approfondimenti sugli accorgimenti legati alla mitigazione dei possibili impatti del cantiere sulla componente
suolo sono riportane nel paragrafo 3 dello Studio di Impatto Ambientale — Seconda parte (RU0O000006B1937518).

Gli impatti di cantiere sono comunque elevati ed inevitabili, in relazione al passaggio di mezzi pesanti su
suolo agricolo, indipendentemente dalle condizioni climatiche ed ambientali, con conseguente
compattamento del suolo e perdita di fertilita per elevato periodo di tempo.
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Controdeduzione G: Scelta del tracciato dell’elettrodotto aereo

Osservazione 10

Nell’ambito dello SIA & stata comunque analizzata una alternativa al tracciato di progetto nel paragrafo 2.3 Analisi

Non & chiaro perché l'alternativa (linea gialla) esaminata nell’elaborato RU0O000006B1937518 e qui sotto
riportata (Figura 2.4 a pagina 22), sia stata valutata peggiorativa: andrebbe a percorrere un tracciato ben al di
fuori di centri abitati e per larga parte in adiacenza di un canale, evitando tutte le problematiche messe in

evidenza nelle osservazioni.

Dall'immagine sottostante, si nota infatti come il tracciato in rosso (progetto proposto), per buona parte della
sua estensione, si sviluppa fuori dal corridoio dell’attuale elettrodotto (linea azzurra), interferendo tra l'altro
con centri abitati ed un territorio che non vede infrastrutture di questo genere, caratterizzato da agricoltura
specializzata (vedere osservazioni gia presentate, MATTM-2021-0142292).

Pertanto la motivazione a pagina 25:

azzurro nella seguente figura); l'alternativa B percorre invece una porzione di territorio completamente
diversa su cui andrebbero a gravare impatti ora assenti. Si sottolinea inoltre che I'alternativa B risulta
posta a brevi distanze da sei aree definite come “Territori coperti da foreste e boschi (comma 1, lett.g)”
mentre I'alternativa A & in prossimita di una sola di tali aree (cerchiate in rosso nella seguente figura).

e’ scarsamente giustificabile.

Inoltre, non & chiarito nello SIA quali siano le sei aree definite come “Territori comperti da foreste e boschi”

con cui la soluzione B andrebbe ad interferire.
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Si sottolinea, infine, che la soluzione A (linea rossa) sarebbe pienamente giustificata nel caso in cui si
sfruttasse per lintera lunghezza il corridoio dell’elettrodotto esistente, fino a raggiungere I'asse
autostradale, per poi costeggiarlo in cavo interrato ed infine risalire alla CP Mancasale (Tracciato verde in
figura sottostante)

Cio eliminerebbe ogni attraversamento in linea aerea ed in cavo interrato (CS2 ed RE1) nella frazione di Villa
Sesso, nonché renderebbe il percorso molto piu rettilineo e razionale (tracciato grigio in figura sottostante). La
presenza di piu linee in cavo interrato che corrono parallelamente € un problema tecnico sicuramente
superabile, considerando la presenza di una zona di rispetto in fregio all’asse autostradale, ed altrettanto per
guanto riguarda la tangenziale lungo cui si colloca la linea RE2.

[
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Controdeduzione H: Richiesta di alternative in cavo interrato nell’area di Villa Sesso

Osservazione 11

H Richiesta di alternative in cavo interrato nell’area di Villa Sesso

La scelta della differenziazione tecnologica € stata affrontata e ponderata scegliendo di allontanare gli elettrodotti
attualmente in esercizio dalle aree pil densamente urbanizzate: la contestuale presenza di elettrodotti in cavo
interrato o in soluzione aerea, opportunamente distribuiti sul territorio, assicurano la migliore risposta del sistema
elettrico di trasmissione nel suo complesso, in tutte le condizioni di rete, favorendo una strategia di sviluppo
perseguibile ed efficace, a garanzia della continuita di alimentazione di tutti i carichi (utenti) collegati alla rete.
La connessione alla cabina primaria di Mancasale & stata prevista con tre elettrodotti che devono garantire la
sicurezza e la continuita dell’alimentazione. Per tale motivo gli elettrodotti non sono stati previsti ne tutti in aereo
né tutti in cavo interrato, privilegiando I'adozione di differenti tracciati e differenti tecnologie, cosi da unire pregi e
difetti delle stesse rafforzando e garantendo la resilienza di collegamento alla nuova cabina primaria.
Nella progettazione dei nuovi collegamenti & stata dunque privilegiata la tecnologia del cavo interrato nelle aree
urbanizzate, assicurando I'equilibrio a garanzia dell’utilizzo delle due tecnologie.
Si sottolinea, infatti, che linterramento dei cavi implica le seguenti problematiche:

- minore affidabilita nel tempo rispetto alle linee aeree;

- tempi pit lunghi per |a riparazione in caso di guasto;

- necessita di un’adeguata viabilita in fase di cantiere;

- potenziali limitazione per lo sviluppo dei sottoservizi necessari per la vivibilita del territorio;

- potenziali limitazioni in caso di guasto per la viabilita del territorio.

Per quanto riguarda la salvaguardia del paesaggio e della natura, occorre sottolineare che il bilancio complessivo
della razionalizzazione &€ molto positivo come indicato al precedente punto B Aspetti paesaggistici
Qualora si ritenesse utile ai fini del miglioramento dell'impatto paesaqgistico si propone di valutare la possibilita di

utilizzare la tecnologia aerea con pali monostelo (tubolari).

Minore affidabilita nel tempo rispetto alle linee aeree:
- perché non vengono forniti dati tecnici oggettivi a supporto di questa tesi?

- secondo lo stato dell’arte attuale, le linee in media tensione sono quasi sempre realizzate in cavo
interrato

- sisottolinea, inoltre, che nel tratto iniziale la linea CS2 é gia prevista in cavo interrato per circa 1 km

Tempi pitu lunghi per la riparazione in caso di guasto:

- esistono dati tecnici oggettivi a supporto di questa tesi?

Perché non considerare in questo bilancio anche:
- icosti e tempi di manutenzione associati alle linee aere?

- La probabilita di guasto di una linea aerea vs in cavo interrato?

Si riporta infine quanto gia espresso nella osservazione MATTM-2021-0142015 dell’ing. Tiziano Toschi in
merito alla tecnologia del cavo interrato XLPE ed alle realizzazioni gia effettuate da Terna, peraltro in territori
di montagna.

Ministero del’Ambiente e della tutela del territorio e del mare
Direzione Generale per la Crescita Sostenibile e la qualita dello Sviluppo Pag.17
Modulistica — 28/02/2020




Considerato che la tecnologia del cavo interrato in XLPE & matura, disponibile con costi decrescenti per la
maggiore diffusione, negli ultimi progetti di razionalizzazione della rete di trasporto presentati da Terna sono
previsti numerosi tratti in cavo, alcuni dei quali realizzati e altri in fase di realizzazione.

e progetto di interramento dell’elettrodotto a 220 kV, della lunghezza di 24 km, “Passo Resia — Val
Venosta”

e elettrodotto a 380 kV Dolo-Camin, realizzato in cavo interrato. Originariamente previsto come
elettrodotto aereo a 380kV in terna semplice, per una lunghezza complessiva di circa 15 km, a seguito
dellopposizione delle amministrazioni locali, e, appunto, in considerazione del «sistema di valori
ambientali e culturali dellArea del Brenta», Terna ha accettato di procedere al suo completo
interramento.

» linea_220 kV "Polpet — Scorze” con tecnologia con cavo interrato a 220 kV dalla Nuova stazione di
Polpet sino a prima dell’attraversamento del fiume Piave";

e realizzazione della linea a 132 kV Somprade — Zuel completamente in cavo interrato" e, “per migliorare
ulteriormente detto progetto, minimizzando la realizzazione di tratte di elettrodotto in aereo, [Terna]
presentera al Ministero dello Sviluppo Economico una variante nella quale la Iung_;hezza dei nuovi
raccordi in aereo saranno minimizzati

e |l progetto della Stazione Elettrica di Volpago e la razionalizzazione della rete esistente, che prevede 26
Km di nuovi collegamenti in cavo interrato e la demoli  zione di 51 km di linee aeree.

e |l progetto di riassetto della rete elettrica nell’Alto bellunese, che prevede la realizzazione di un
collegamento elettrico a 150 kV tra Cortina_ed Auronzo di Cadore per una lunghezza di 24 Km
interamente in_cavo interrato, quale risultato di un lungo percorso di dialogo e collaborazione con la
Regione del Veneto, con le amministrazioni comunali interessate e il territorio. Progetto realizzato in soli
13 mesi.

Non sono solo Veneto e Alto Adige gli ambiti territoriali nei quali Terna procede all'interramento di elettrodotti
esistenti o di nuova progettazione. sono previsti interramenti di elettrodotti di varia portata in gran parte delle
Regioni italiane, dalla Sicilia al Piemonte, dalla Calabria al Friuli-Venezia Giulia, dal Lazio alla Liguria,
dall’Abruzzo alla Lombardia.

Alla luce di quanto esposto si osserva:

Osservazione 2

In ragione dell’art. 22 comma 3, lettera d), del Codice dell’ambiente, il quale impone al
proponente di un’opera di descrivere le alternative ragionevoli prese in considerazione al fine
di_vagliare I'esistenza della possibilita di adottare soluzioni_progettuali che minimizzino la
portata delle esternalita negative, si ritiene carente il progetto esposto in_termini_di
alternative ragionevoli che come dimostrato esistono e sono perseguibili.
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Controdeduzione: Integrazione e chiarimenti richiesti dalla Regione ER

Osservazione 12

Risposta alla richiesta n. 1 Aspetti progettuali
1.

Si rimanda all'approfondimento di cui al punto A Concertazione e Avviso al pubblico e al punto G Scelta del
tracciato dell’elettrodotto aereo, in cui si ricorda che il percorso del tracciato in aereo e stato condiviso con i
Comuni interessati ed & stato sviluppato proprio seguendo il principio di sfruttare al massimo i corridoi esistenti.

. Dovendo collegare la Stazione elettrica di Castelnovo di Sotto alla Cabina Primaria di Mancasale, I'elettrodotto

CS2 in una prima tratta segue il precorso nord-sud gia interessato dalla linea esistente di futura demolizione, ma
necessariamente deve poi deviare verso est per connettersi alla CP di Mancasale.

3. Sirimanda all'approfondimento di cui al punto H Richiesta di alternative in cavo interrato nell’area di Villa Sesso.

4. Nello SIA sono state analizzate le alternative nel paragrafo 2.3 Analisi delle alternative dello Studio di Impatto

Ambientale (cod. elaborato RU0O000006B1937518). L’alternativa all’elettrodotto aereo nei tratti CS2 RE1 & stata
confrontata con quella di progetto, analizzando il complesso degli impatti sulle componenti ambientali, risulta
peggiorativa. Per quanto riguarda le differenze tra cavo interrato ed elettrodotto aereo si rimanda
allapprofondimento di cui al punto H Richiesta di alternative in cavo interrato nell’area di Villa Sesso.

Il tracciato proposto risulta non in linea con i principi che hanno guidato la progettazione dell'opera indicati al
punto A Concertazione e Avviso al pubblico e ai punti G Scelta del tracciato dell’elettrodotto aereo e H Richiesta
di alternative in cavo interrato nell’area di Villa Sesso.

Il percorso si ritiene inoltre problematico per la vicinanza al canale di bonifica, che implica una verifica puntuale
della possibile deroga alle fasce di rispetto e delle potenziali limitazioni nell’esercizio e manutenzione del cavo
interrato.

Inoltre, in riferimento alla richiesta di posizionare le due linee in cavo interrato nell'area di Villa Sesso in
affiancamento, si specifica che nella realizzazione di collegamenti in cavo interrato di due elettrodotti, i tracciati

devono preferenzialmente essere posizionati lungo percorsi separati in modo che la manutenzione di uno non
comporti la necessita di messa fuori servizio anche dell'altro. Per tale motivo i percorsi dei cavi interrati seguono
generalmente tracciati nettamente separati oppure devono essere tenuti a debita distanza tra loro, tale
accorgimento tecnico non sembrerebbe rispettabile nella proposta di tracciato interrato pervenuta nelle
osservazioni.

1. | corridoi esistenti vengono sfruttati solo in piccola parte, in quanto il tracciato proposto per piu di
meta lunghezza va ad impattare su territorio vergine relativamente a queste infrastrutture, nonché
caratterizzato dalla presenza di numerose abitazioni ed agricoltura specializzata (vedere Osservazione
5e 10).

4. Non é assolutamente chiaro quale alternativa e stata confrontata con quella di progetto:
I'alternativa individuata nella SIA, oppure quelle proposte nelle osservazioni?

Non é fornita alcuna valutazione oggettiva dei costi di realizzazione e manutenzione: si ritiene
assolutamente necessario un confronto delle alternative anche da questo punto di vista, adottando
protocolli riconosciuti in ambito internazionale che permettano una corretta quantificazione della
totalita dei costi costituiti da:

e costi interni/industriali a carico del soggetto realizzatore dell’opera;

e costi esterni che ricadono solo sulla comunita (patrimoniale, paesaggistico, ambientale, immobiliare,
agronomico, ecc.).;
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Una corretta valutazione del costo totale permettera di individuare e ottimizzare il tracciato o la
tecnologia piu adeguata per realizzare l'opera prendendo in considerazione il vantaggio per il
realizzatore e la minimizzazione del danno alla comunita secondo il principio di una equa ripartizione
degli oneri.

5. | principi che hanno guidato la progettazione dell’opera non considerano in misura adeguata
I'impatto alto e negativo che la linea CS2 ed RE1 all'interno del Comune di RE avrebbero, in termini
di lacerazione ambientale e danno all’economia del territorio.

Il tracciato che segue il canale di bonifica ha ricevuto parere positivo di fattibilita da parte del
Consorzio di Bonifica dell’Emilia Centrale, come depositato sulla pagina MITE del progetto in data
30/03/2022 (MITE-2022-0040601): cio significa che non esistono impedimenti tecnici legati alle fasce
di rispetto, ne limitazioni nell’esercizio e manutenzione del cavo interrato, tutto cid anche in relazione
al fatto che il canale & in corso di tombamento.

Il canale stesso, avendo due lati permette una naturale separazione dei cavi.

In aggiunta a questo, non sono state analizzate le altre due alternative proposte nelle osservazioni
del Comitato (MATTM-2021-0142292), altrettanto migliorative rispetto alla soluzione dell’attuale
progetto. Le si riporta qui sotto.

Alternativa 2

E quella gia discussa in Osservazione 10.

/
/4
/

Nuova CS2 — Verde
Nuova RE1 - Blu

/
/

9.7 km

Eliminato
(6.9 km aerea)
9.6 km /6.1 km
X : Altern. 1
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Figura 11 — Tracciato alternativo per le tratte CS2 (linea verde) ed RE 1 (linea blu), con riferimento alla planimetria di progetto (tratta da elaborato Terna
DU0000006B1937737)
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Alternativa 3

E’ simile alla 2 ma segue il corso della statale SS3 e della tangenziale (Via Bice Bertani Davoli), in cavo

interrato, per raggiungere |'asse autostradale.
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Il/lLa Sottoscritto/a dichiara di essere consapevole che, ai sensi dell’'art. 24, comma 7 e dell'art.19 comma 13,
del D.Lgs. 152/2006 e s.m.i., le presenti osservazioni e gli eventuali allegati tecnici saranno pubblicati sul
Portale delle valutazioni ambientali VAS-VIA del Ministero del’Ambiente e della Tutela del Territorio e del
Mare (www.va.minambiente.it).

Tutti i campi del presente modulo devono essere debitamente compilati. In assenza di completa compilazione
del modulo '’Amministrazione si riserva la facolta di verificare se i dati forniti risultano sufficienti al fine di dare
seguito alle successive azioni di competenza.

ELENCO ALLEGATI

Allegato 1 - Dati personali del soggetto che presenta 'osservazione
Allegato 2 - Copia del documento di riconoscimento in corso
Allegato 3 — Articoli scientifici
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Evaluation of the Potential for Power Line Carrier
(PLC) to Interfere With Use of the Nationwide
Differential GPS Network

J. Michael Silva Senior Member, IEEEgnd Bruce WhitheyMember, IEEE

Abstract—Power line carrier (PLC) is an important technique TABLE |
used extensively on electric power lines for communication and PLC TRANSMITTER SUMMARY (MARCH 1999)
telemetry. PLC uses signals in the 40-490 kHz range that couple to
and propagate over power line cond_uctors._ Application§ of _PLC in- PLC Frequency Range Number of Transmitters in U.S.
clude protective relaying, telemetering, voice communications, su-
pervisory control, etc. The new Nationwide Differential Global Po- 10-50 kHz 1,169
sitioning System (NDGPS) network uses the 283.5-325 kHz band 50-100 kHz 5,086

to broadcast GPS correction messages throughout the world, and

some PLC transmitters may operate in this band. Limited work 100-150 kHz 8,788
has been done to either measure or model the electromagnetic fields 150-200 kHz 8,897
associated with PLC operation and some of these studies demon- 200-250 kHz 2,615
strate the potential for PLC fields close to power lines to degrade 250-300 kHz 989
r]avigation signal receiver performar!ce. This paper presents PLC 300-350 kHz 219
field strength measurements, describes NDGPS signal structure,
. . 350-400 kHz 95
and recommends frequency separation as the best approach to mit-
igation for potential PLC interference to NDGPS receivers oper- 400-450 kHz 38
ated near to power lines. 450-490 kHz 20
Index Terms—Communications systems, global positioning k 28,816

system (GPS), interference, power transmission lines.

Il. POWER LINE CARRIER

|. INTRODUCTION . . . . .
PLC is an important technique used extensively on electric

HE electric utility industry and others make extensive usgower lines for quick and reliable communication and telemetry.
of power line carrier (PLC) for a variety of applicationsp|C uses low-medium frequency signals that are coupled to
The PLC transmitters are operated in a frequency range of apd propagate over power line conductors. PLC equipment has
proximately 40-490 kHz. The frequencies used for PLC inclugizen used on electric power systems since the early 1920s [1].
the 283.5-325 kHz broadcast band used by the new Nationwislgplications of PLC include protective relaying, telemetering,
Differential Global POSitioning SyStem (NDGPS) network. Thisvoice CommunicationS, Supervisory ControL etc., [1]_[3] A
frequency overlap has raised questions about the potential f9fC system consists of terminal assemblies (transmitters,
PLC fields to affect use of the NDGPS close to power "neﬁeceiversl and re|ay5), Coup”ng and tuning equipment' and the
Previously, some limited work was done to evaluate the potgsower line conductors between terminals. Sometimes the same
tial for PLC to interfere with navigational radiobeacon systens . c system is used for mu|tip|e purposes. Coup"ng of the
in various low frequency bands of about 90-505 kHz. This woggdio frequency (RF) carrier is done with coupling capacitors
(often done above the ground for aircraft) demonstrated the R@tached to the power line conductors. Removal or blocking
tential for PLC fields close to power lines to degrade the pegf the carrier signal is achieved with line traps i.e., a parallel
formance of navigation signal receivers. Limited published datgsonant circuit tuned to offer high impedance at the carrier
indicate that the PLC field strength close to power lines, ev@zquency but not to 50/60-Hz power currents [1], [3]. Many
when the PLC is operated at only 1 W, can significantly excegt] C systems use some form of discrete frequency shifting to
typical NDGPS broadcast signal strengths. This paper providggnsmit digital information in the 40-490 Hz frequency range
measurement data of PLC fields at ground level, a descriptipf). Table | provides a summary of installed PLC transmitters
of the NDGPS network, signal structure, and broadcast sigiakhe United States. [5].
strengths, and mitigation recommendations. Power lines can have multiple PLC frequencies used for dif-
ferent functions or redundancy [1], [3]. PLC used in protective
Manuscript received May 2, 2001. This work was supported by EPRI undré?laying can be operated in different modes with variable power
Contract WO 7319-01 and by Enertech Consultants. The EPRI project mandgarels depending on losses for a particular line. Based on the

was F. Young. application, the PLC may be either ON (at low power) or OFF
J. M. Silva is with the Enertech Consultants, Campbell, CA 95008 USA.

B. Whitney is with the Detroit Edison Company, Detroit, Ml 48226 USA. (no power)- and SW_itCh to ON _Or jump tO_ alhigher power level
Publisher Item Identifier S 0885-8977(02)02721-8. to convey information. Sometimes a shift in frequency is also

0885-8977/02$17.00 © 2002 IEEE
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TABLE I
PLC HELD STRENGTHNEAR GROUND LEVEL IN DECIBEL MICROVOLTS PER METER

Appx. Distance
from Conductors ~ 230kV-152Hz 161 kV-200/284kHz 500 kV- 284/400 kHz 230 kV- 283 kHz Computer Model

M _ [10] f10] (6] {13]

10m 8592 dB 80-90 dB 72-75dB 95 dB (est.) 110dB
100 m 55-71 dB 40-62 dB 48-56 dB 60 dB (est.) 40-70 dB
1000 m 18-25 dB 26-35 dB 34-37dB 37-41 dB 30dB

employed. PLC generally operates at low power levels (typi-
cally 1-10 W), but some applications can reach 100 watts. Typ-
ical bandwidths, i.e., the range of frequencies over which the
receiver responds and usually defined within 3 dB of the peak [E&
response, for these systems are generally less than 3.4 kHz. |&
some older systems bandwidths of up to 10 kHz have been usec
The PLC transmitter is often coupled to only one phase con- ..
ductor of a transmission line using coupling capacitor potential
devices (CCPD). In some applications the PLC signal is coupled =:-
across two phase conductors. The PLC signal propagates alon -
the line conductors in three general modes. In the first mode, - =
PLC currentis flowing away from the transmitter on two outside
conductors and returning in the center conductor. This mode has
the least attenuation with distance. In the second mode, P|E|(g} 1
current is flowing away on one outer conductor and returning
on the other. Th_|s mode has greater attenuation than the Rre- frequency bands of about 90505 kHz [9], [10]. Some of
vious mode and is more frequency dependent. In the last mogde

PLC current is equal on all three phases with an earth return(?se studies demonstrate the potential for PLC fields close to

This mode has the highest attenuation. Beyond a few kilomfe " lines to degrade the performance of navigation signal

ters from the transmitter, the PLC signal is present on al figceivers. Limited published data indicate that the PLC field

phase conductors regardless of the form of coupling [6]. s?rength close to power Ii_n_es, even when th_e PLC is operated
PLC signals can also be induced in the conductors of tranast-Only one watt, can significantly exceed typical DGPS broad-

mission and distribution lines that parallel the PLC-equippe%%St signal strengths. Table Il summarizes some of the data on
a

. X i . . C field strength measured or modeled near power lines. Vari-
line for long distances [7]. These other lines radiate the induce : . .
. , . ation is due to lack of symmetry from each line side, antenna
PLC signals and may cause PLC RF fields on a multiple line. . . .
. . . grientation, line design, etc. Most measurements were for 1-W
corridor to be higher than those from the source line alone. DB- .
oo ; .~ PLC transmitters.
tribution lines can cause up to a 20 dB field strength variation
up to 200 m away. PLC signal strength away from the trans-
mitter (longitudinally along the line) typically decreases about
0.10-0.42 dB/km depending on frequency, line geometry, con-This evaluation of PLC involved some practical field mea-
ductor size, etc. [7]. Longitudinal attenuation of the PLC signaurements. This included measurement of typical DGPS signal
is one reason measurements may not compare for differentdtrengths and some measurements of PLC generated field
cations along the length of a power line. Lateral measuremesteength. The field measurements used a radio frequency mea-
of PLC fields on opposite sides of a power line can differ by asirement system (broadband antenna and spectrum analyzer)
much as 20-25 dB at distances of 100 m or less from the lirand a digital GPS/DGPS unit equipped to receive and process
but tend to converge beyond about 200 m. Ambient electromatifferential corrections. In addition to this instrumentation, a
netic noise can mask PLC fields beyond about 1-1.5 km fronpartable printer and laptop computer were used to facilitate
power line. data collection. The instrumentation vehicle is shown in Fig. 1
The significance of PLC with respect to this paper is thand the primary equipment used for this study of PLC is
the DGPS band of 283.5-325 kHz is within the range of frssummarized in Table IlI.
quencies used for PLC applications. Some work has been don&leasurements of PLC field strength were made near trans-
to either measure or model the electromagnetic fields assamission lines using the HP Spectrum Analyzer and 0.6 m
ated with PLC operation on an electric power line [6]-[13]. ldiameter active loop antenna system. Measurements of PLC
general, this work was done to evaluate the potential for PLsignals vs. distance from power lines were made near ground
to interfere with navigational radiobeacon systems in variolevel with this test equipment. All measurements revealed

Vehicle with spectrum analyzer, active loop antenna, and printer.

I1l. PLC MEASUREMENTS
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TABLE Il
SUMMARY OF INSTRUMENTATION USED IN GPS/DGPS ELD MEASUREMENTS

Equipment Description
Broadband Antenna EMCO Model 6502 Active Loop Antenna. Range: 10 kHz-30 MHz. Dia. 60 cm
RF Spectrum Analyzer Hewlett Packard Model HP8568B Spectrum Analyzer. Range: 100 Hz-1.5 GHz
Freq. Selective Voltmeter Rycom Model 6020 Frequency Selective Levelmeter. Range: 0-1,500 kHz

‘ Digital GPS Receiver Trimble Navigation. 12 channel/carrier phase filtered. DGPS w/ H-field antenna

frequencies observed at this site). The measured PLC field
strength for 1-W transmitters in the region near power lines can
be comparable to or larger than the amplitude of DGPS signals.
These measurement data compare well with previous data and
modeling of Table Il. PLC measurement results can vary due
to distance along line from the PLC transmitters, line design,
ground conductivity, and induced signals from parallel circuits.

IV. NATIONWIDE DIFFERENTIAL GPS NETWORK

The Global Positioning System (GPS) is a satellite-based
radionavagation system developed by the U.S. Department
of Defense to provide worldwide coverage and year-round
navigation and positioning data. Many civilian and commercial
) o _ o GPS applications require greater dynamic positioning accuracy
g:?é-lf\'/ tr';”rfs'mfsigﬂﬁifiemem with double circuit 120KV, 345-kV. andpan hrovided by standard code-based GPS positioning. For
example, many transportation applications such as harbor
navigation, positive train control, and precision agriculture
need accuracies of 5-10 m or better [14]. Fortunately, methods
have been developed to augment GPS and increase accuracy
for the operations of a single, autonomous GPS receiver. One
method to improve accuracy involves using ground stations
that compare a GPS-derived position with its known location
to compute a correction that can be used to remove errors (i.e.,
satellite clock and orbit errors, atmospheric delay errors). This
correction information can be broadcast to nearby users for
real time position adjustments or stored for post-processing
the raw data at some convenient time. This approach, known
e as Differential GPS positioning (DGPS), can significantly

p increase accuracy. Users with mobile GPS receivers that are
equipped to receive and process these corrections in real time
Fig. 3. PLC signal strength versus frequency displayed on the spectr&lﬂn _en,Joy significant ac_curacy Improve_memS; €.g., accuracy
analyzer. to within £5-10 m, and in some cases in the 1-3 m range or
better [14].

The NDGPS differential corrections are broadcast at frequent
significant PLC signals that attenuate rapidly with increasinigtervals in the band allocated for maritime radionavigation bea-
distance from the power line. PLC measurements are reportahs: 283.5-325 kHz (in many other countries this band is de-
for a 120 kV/345 kV/345 kV multiple transmission line easescribed as 285-325 kHz). The DGPS messages are modulated
ment with clear access for lateral measurements (see Fig.@)to the low-medium frequency carrier wave by minimum shift
Real-time PLC signals can be displayed on the Spectrimying (MSK). At present, the selected transmission rates for
Analyzer as presented in Fig. 3. The PLC measurements wre NDGPS signals are 100 and 200 bits per second. These data
taken at discrete locations starting about 150 m away from ttransmission rates are low, but are more immune to message loss
120-kV line and extending onto the easement and directly und@used by Gaussian noise and therefore achieve higher message
each of the transmission lines. Representative measurentanbughput under impulse noise conditions[15]. The 99% power
results are provided for three different PLC frequencies fourndntainment bandwidth of the MSK modulated DGPS signal is
at this location in Table IV (there were more than three PLEqual to 1.17 times the transmission rate, and the half power
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TABLE IV
PLC HELD STRENGTH (IN DECIBEL MICROVOLTS PER METER) MEASUREMENTSACR0OSS120/345/345V EASEMENT
Location PLC @ 203.605 kHz PLC @ 205.095 kHz PLC @ 207.100 kHz
~150 m South- 120 kV 612 dB 57.0 dB 53.1dB
30 m South- 120 kV 71.4 dB 70.2 dB 64.9 dB
120kV CL 72.0 dB 77.3 dB 76.1 dB
120345 kv 81.8 dB 89.8 dB 83.9dB
So.345kV CL 95.8 dB 91.6 dB 91.0 dB
Midway- 345/345 kV 90.6 dB 78.4 dB 88.5 dB
No. 345kV CL 86.1 dB 83.1dB 76.3 dB
30 m North- 345 kV 644 dB 623dB 60.7 dB
100 m North 55.8 dB 52.5 dB 57.0 dB
DGPS Broadocast Spectrum TABLE V
80 PLC TRANSMITTERSINSTALLED AS OF MARCH 1999
70 34 Frequency Range Number (percent
L L200BPS uency Fang ® )
Hilw7
60 : I : 10-490 kHz (All PLC transmitters) 28,816 (100%)
50 i ¥ 283-325 kHz (DGPS Band) 425 (1.5%)
E : ’ :
7 4 4 {1700 BPS
H »d
30 5 should become familiar with NDGPS plans, operational charac-
20 teristics, and assets within their service territory.
10 i V. DISCUSSION
0 haaits \f\x N In the region close to power lines the PLC signal (when
#300 100 f f+100  £+300 present, even at 1 W) is strong enough to potentially affect
Frequency - Hz DGPS receiver performance if it is close to the DGPS signal
Fig. 4. DGPS broadcast spectrum at center frequency (transmission rates: {§IU€NCY. There has pr_e_VIoust b_een . reported interference
and 200 b/s). to aeronautical and maritime nondirectional beacons due to

radiated emissions of HVDC converter stations or connected ac

bandwidth is given by 0.59 times the transmission rate [16]. TH dc transmission_lings [18]_. The potential for interference will
means that the DGPS broadcast information is contained ifi@Pend on the emissions within the beacon band and the SNR.
relatively small bandwidth as shown in the conceptual sketé# Present only a small fraction of PLC transmitters operate at
of Fig. 4 (i.e., 117 or 234 Hz wide). The very narrow DGPp&equencies within the DGPS band. Table V summarizes the
signal bandwidth can be an important consideration when cdifrtion of PLC transmitters in the DGPS band [5].
cern arises about possible interference due to other radio signal§he simple solution to potential DGPS problems with PLC
at a nearby frequency. is frequency separation. The DGPS signal is contained within a
During normal operations the USCG specified minimum fieldery narrow bandwidth about the center frequency: 99% power
strength for coverage of the DGPS broadcast signal is usuaigntainmentis within a 117-234 Hz bandwidth. The PLC band-
75 pVim, or 37.5 dB referenced to 1 mV/m [16]. Terrain andvidth is variable but could be on the order of 300-2 200 Hz [3].
atmospheric conditions can significantly affect the “advertised@nly a relatively small fraction of existing PLC transmitters are
coverage range [17]. In any event, the specified minimum cow the DGPS band and their frequencies could be changed to
erages are provided primarily as a guideline for radiobeacon ggevide adequate frequency separation between PLC and DGPS
lection purposes. Adequate reception and decoding of the DGH@nals. For new PLC transmitters, engineers should determine
correction message is possible at signal field strengths belP&PS beacon coverage in their area and avoid these regional
the specified “minimum” signal strength, depending on factol8GPS frequencies in the anticipated location for the new PLC
such as the level and nature of local noise sources, multipath,sgstem. The authors did not learn of any reported instances of
ceiver design, receiver antenna type and placement. At pres&itC—DGPS interference. However, most DGPS stations were
34 countries have installed DGPS radiobeacon networks amat inland and this situation is rapidly changing with the advent
more are considering adoption of this standard. Electric utilitie$ the NDGPS network.
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VI. CONCLUSIONS [4] Transmission Line Reference Book—345 kV and Atnaed., Elect.
Power Res. Inst.
Summary of Power Line Transmitters as of Marthnited Telecom

Council, 1999.

The future of GPS is bright and applications will grow as GPS 5]
accuracy is improved with augmentations such as the Nation-[e] Soune " i o radiation from hiah voltage lin@t

. . . s s . _ . E. Jones, “Power line carrier radiation from high voltage lin€ny-
W|d_e Differential GPS initiative. '_I'h|s paper reports on an _eval tario Hydro Res. Quart.3rd Quart. 1965.
uation of the possibility for PLC fields to affect DGPS receivers [7] R. C. Madge and G. K. Hatanaka, “Power line carrier emissions from
near power lines. The following conclusions were reached. transmission lines,IEEE Trans. Power Deliveryol. 7, Oct. 1992.

- .. - 8] R. Moore, “Powerline carrier (PLC) interference tests,” U.S. Dept.
» The use of GPS will increase and applications will diver- ] Trans., DOT/,:AA/CT_TN84/19,(1982_ P

sify as more accuracy is offered at no cost by the new([9] “Assessment of Potential Interference From Power-Line-Carrier Sys-

Nationwide DGPS network. This network is Comprised tems to Loran-C Aeronautical Receivers,” U.S. Dept. Commerce, NTIA
’ TM-88-133, 1988.

of low-medium frequency radio stations that continuously[10] “Power Line Carrier Radiation and the Low-Frequency Aeronautical
broadcast differential corrections in a standard format. The  Radio Compass,” FAA, Rep. FAA-RD-80-31, 1980. _
NDGPS network is presently expanding across the Uniteéill] M. D’Amore and M. S. Sarto, “Electromagnetic field radiated from

. . . broadband signal transmission on power line carrier chann@gE
States. It is already in wide use and should be fully op-  Trans. power%e"\,er,y\,m. 12, Apr. 1297_

erational in all 50 states within about two years. Thesd12] M. S. Sarto, “Electromagnetic interference from carrier channels on fi-

; ; il nite-length power lines above alossy ground in a wide frequency range,”
NDGPS stations operate at frequencies presently utilized EEE Trans. Power Deliverwol, 13, Apr. 1998.

by some PLC transmitters. [13] F. D. Pullen, “The calculated electromagnetic fields surrounding car-

» The NDGPS goals include strengthened national security,
integration of GPS into nonmilitary applications, encour-

rier-bearing power line conductordEEE Trans. Power App. Systol.
PAS-94, Mar./Apr. 1975.
P. Enge and P. Misra, “Scanning the special issue/technology on global

) X : ; 14
aging private sector investment in GPS, and promotlorg ] positioning system,Proc. IEEE vol. 87, Jan. 1999.
of safety and efficiency in transportation and other activ-[15] B. W. Parkinson and J. J. Spilker, Ed&lobal Positioning System:

ities. It is anticipated that many people will rely on the Igggr{loal‘”gﬁgpfl’gza“°”spr°9ress in Astronautics and Aeronautics,

enhanced positioning accuracy provided by the NDGP$16] Broadcast Standard for the USCG DGPS Navigation Seyvice
network. Electric utilities should become familiar with COMDTINST M16577.1, Apr. 1993.

NDGPS plans operational characteristics. and asse{y] P. K. Engeet al,, “Coverage of DGPS/radiobeaconslavigat, vol. 39,
! ! no. 4, 1992-1993.

within (OI‘ near)_the_ir service teritory. . [18] N.A. Patterson, “Carrier frequency interference from HVDC systems,”
« (Power line carrier fields can have sufficient energy under  |EEE Trans. Power App. Systol. PAS-104, pp. 3255-3261, Nov. 1985.

or close to power lines to affect use of the DGPS sig-

nals. However, for some implementations, PLC signals

are not always on and few PLC transmitters opergte Mvtichael Silva (M'76—SM’'84) received the B.S. degree from the University
the DGPS band. Only about 1.5% of PLC transmittekg Alabama, Tuscaloosa, in 1971 and the M.S. degree from Auburn University,
are in the 283.5-325 kHz DGPS band. Since DGPS sifjuburn, AL, in 1976, both in engineering.

. . L e has been actively involved in electric power research for most of his
nals ha\{esma” bandwidth the simple solution is frequen%){——'year professional career. He has worked for the Southern Company, the
separation.

Electric Power Research Institute, GAI, and founded Enertech Consultants,
Campbell, CA, in 1982, where he serves as President. He has directed
pioneering efforts in instrumentation for personal exposure measurements and
software for electromagnetic field modeling. He is presently leading a team

. . . . that has developed a personal GPS logger for scientific and medical research
The authors rell_ed on advice and 9SS|§t§1nce from engineerggdhlications using state-of-the-art GPS technology.

the GPS community and from electric utilities. Most noteworthy Mr. Silva is a member of the Institute of Navigation and is a registered pro-
was the guidance on GPS by A. Lange (Trimble Navigatioﬁsssional engineer in seven states and the Territory of Guam.

and the assistance on PLC by R. Mueller (Detroit Edison Com-

pany). This work greatly benefited from their contributions. Ad-

ditional assistance in the form of telephone discussions, e-maiuce Whitney (M'73) received the B.S.E.E. degree with honors from the Uni-
and technical papers was provided by R. Olsen (Washingtesisity of Michigan (UM), Ann Arbor.

. . . He alisted inventor at the United States Patent Office and has authored papers
State UmverSIty) and J. Radice (U'S' Coast Guard). on radio noise, EMF, and power-line carrier systems. He has 30 years of engi-

neering experience with The Detroit Edison Company, Detroit, MI, including
REFERENCES design, project management, and software development, as well as implemen-
tation of innovative problem solutions. He has experience with data collection
[1] “Power-line carrier application,” ifElectrical Transmission and Distri- over extra high-voltage insulation barriers, UHF telemetering, fiber-optics, dig-
bution Reference BopKth ed: Westinghouse Electric Corp., 1964, chital and analog electronic systems, power supply design, lightning detection and
12. tracking technology, RF energy exposure safety, EHV transmission line design,
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Use of Global Positioning System (GPS) Receivers
Under Power-Line Conductors

J. Michael Silva Senior Member, IEEEand Robert G. Olseriellow, IEEE

Abstract—The use of global positioning system (GPS) tech- of satellites and infrastructure funded and operated by the
nology continues to grow an_d recent accuracy au_gmentations will European Community [2].
generate ever more innovative applications. The issue of GPS use At present, 28 GPS satellites are in place [3], consisting of

under or near electric power lines has been raised since some _. . . . .
GPS documents have vague warnings about such use. First, GPSSIX orbital planes of four satellites each and four active on-orbit

and the satellite microwave signals used to determine position, SPares. On any given day, the number of operating satellites is
velocity, and time are described. Then, the potential effects of elec- variable and could drop to 24 before additional replacements
tromagnetic interference and/or signal scattering from overhead are added. Each satellite, at an altitude of about 20 000 km, is

conductors are evaluated analytically and with some practical \qying at about 4 km/s and completes an orbit of the earth in
measurements under transmission lines. This work demonstrates .
approximately 12 h.

that it is unlikely that power line conductors will interfere with _ . . ) .
use of the GPS satellite signals. GPS satellites are equipped with highly accurate atomic

Index Terms—Conductors, electromagnetic interference, clocks that kegp time to within 3 ns. This precisiorj in time_
electromagnetic reflection, global positioning system, GPS, inter- Measurementis at the heart of the GPS system function. Precise
ference, noise, power transmission lines, scattering. determination of the transit time for a radio wave to travel
from a GPS satellite with a known position in space to the
user’s receiver on earth is the basis for all GPS applications.
The distance, or range is obtained by multiplying the apparent

HE global positioning system (GPS) enables uniqueansit time by the speed of light. The phrase “apparent transit

capabilities, and the benefits are substantial. This satéine” is used because this time and the ranges derived from
lite-based radionavigation system has many new civiliahwill include propagation errors and other potential errors,
applications for the position, velocity, and time information iincluding dilution of position errors related to satellite con-
can provide. As GPS use expands, it becomes more importstaiation geometry at time of use. In general, position and
to evaluate any potential sources of interference. One issue thelbcity information are determined by trilateration, which
is sometimes raised is the potential for degraded performancses the ranges or distances to compute a three-dimensional
of GPS receivers when they are used near electric power fa¢8-D) position (a process called ranging). For 3-D navigation,
ities. Of specific interest is the use of the GPS satellite-bas#tt GPS receiver requires range information from at least four
microwave signals under or near power line conductors. Aatellites; the fourth satellite is needed to adjust for receiver
the surface of the earth the satellite microwave signals aeck errors. The position is given as latitude, longitude, and
weak and any reduction of signal intensity due to scattering kjevation, usually with respect to a reference ellipsoid model of
conductors or noise due to corona and/or gap discharges catlel earth, such as the World Geodetic System [4], [5].
degrade receiver performance or cause loss of signal lock.

. INTRODUCTION

Ill. GPS SATELLITE SIGNAL DESCRIPTION

Il. GPS Each GPS satellite broadcasts very weak, uniquely iden-
The GPS is a satellite-based radionavigation system deudlable signals, using spread spectrum technology [1], [2].
oped by the U.S. Department of Defense to provide worldwidt present, each satellite transmits its carrier signals on two
coverage and year-round navigation and positioning data pifferent radio frequencies in the L-Band of the frequency
marily for the U.S. military [1]. Since the only equipmentspectrum: Link 1 (L1) at 1575.42 MHz and Link 2 (L2) at
required by the user is a receiver/processor, the cost to ##27.60 MHz; each has a bandwidth of 20.46 MHz [1]. The
user of the system can be relatively small. For this reason, tterrier waves are modulated with pseudo-random noise (PRN)
personal and commercial market for GPS-based equipmertdgdes for each satellite [6]. GPS transmits two types of PRN
applications, and services has grown exponentially and hasles with significantly different structures: Coarse Acquisition
moved ahead of military use. GPS use is expanding internati¢@/A code) and Precise or Protected (P-code). The C/A code is
ally and there is discussion of a competing GPS constellatiarsequence of 1,023 bi-phase modulations of the carrier signal.
Each period for a possible binary phase reversal is called a
Manuscript received January 29, 2001. This paper was supported by EIQIQIip' Since the C/A code is repeated 1000 times/s, the chip rate
under Contract WO 7319-01 and by Enertech Consultants. is 1.023 MHz. The P-code has a very large sequence of chips

msilva@enertech.net).

R. G. Olsen is with Washington State University, Pullman, WA 99164 USAThe Chip rate of the P-code is 10.23 MHz, Signiﬁcantly higher
Digital Object Identifier 10.1109/TPWRD.2002.803791 than that of the C/A code.
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The GPS carrier signal power density at the surface of t Bagkground Nolse

earth is far below the received noise density as shown in Fig. 1

In fact, the signal normally cannot be detected by a spectrt ~16.d8 L1 Center Frequency
analyzer. The noise spectral density at a matched recei —a— 32\55564291’V|Hzt
(Nyeceiver) IS computed as the product of Boltzman'’s constal 13 dB e -Lode specirum

(k) and the “equivalent noise temperaturd’, () in °K. This — v P-Code Spectrum
temperature is apportioned to various sources of noise suct
circuit and transmission line thermal noise. Thus

1550 1555 1560 1565 1570 1575 1580 1585 1590 1595 1600
Teq = Z Ti @) Frequency (MHz)
7

whereT; is the equivalent temperature of tfith noise source. Fig. 1. Conceptual diagram of GPS signal spectrum.

Above 300 MHz, most noise is generated by sources internal

to the receiving system [7]. However, some noise is generatgddy may range from 2 — 6 AMU [10]. Assuming that the dom-

external to the receiver and is accounted for by a portion of tir@nt source of noise is internal, this corresponds to carrier to

equivalent noise temperature called the “antenna noise temp@ise ratios per unit bandwidth of from 33 to 43 dB-Hz.

ature.” Of special interest in this paper is the contribution to the It is possible that a power line can interfere with the perfor-

antenna noise temperature from power line corona electromatgnce of a GPS receiver in one of two ways. First, if the receiver

netic interference (EMI). noise due to EMI from the power line is comparable to or greater
The C/A and P-codes are to used to determine the transit tithan the equivalent thermal noise, then the performance may be

of the radio wave as it travels from the satellite to the receivaetegraded. Second, if the electromagnetic scattering of the signal

The user's GPS receiver does this by internally generating #iam overhead conductors is significant, then the received signal

exact replica of the satellite’s PRN code at the same instant thay be reduced and receiver performance degraded.

satellite generates and transmits its code sequence and uses tiiach of these possibilities will be considered in turn. Fol-

code to extract the signal from background noise in a procdewing this, the results of experiments to study the performance

called correlation. In this process, the receiver essentially offsefsa GPS receiver near a power line will be reported.

the internal replica code in time with respect to the (propagation

delayed) code received from the satellite and integrates over the V. POWERLINE EMI

signal’s duration until the signal is extracted from the noise. The

amount of offset needed to do this is used to determine them&gwer transmission lines will interfere with the operation of

Ia%(r)]gar]aer:s;ti t'rrg? ?L;hi;\llign;:.on message. is also modulatGPS receivers. Two mechanisms by which this might occur are

onto the L—ba%d c:alrriers Thgi]s message cc?nt,ains data on sateflits oo & along the length of the transmission line conductors
. X Lo g . hal 2) spark discharges on the transmission line hardware [11],

ephemerides (orbital location), system time, on-board cIo? ]

behavior, status messages, and C/A to P-code handover infor-

mation. In the future, GPS modernization may include mo® ~yrona Noise

satellites, additional frequencies, a more robust civilian code,

a new military code, and stronger signals- depending on gov-EM' from power line conductors is important only on trans-

This section is to evaluate the possibility that EMI from

erment funding and policy decisions. mission lines for which the 50/60-Hz conductor surface electric
fields are large enough to cause corona (i.e., local ionization
IV. GPS RECEIVER PERFORMANCE CRITERIA of the air) [11]. The corona caused by these large electric

fields at the conductor surface induces impulsive currents on

The GPS signal must have sufficient strength to be detected ransmission line. These induced currents, in turn, cause
by a correlation receiver. One measure used to quantify tigje pand electric and magnetic “noise” fields that fill the
strength is the carrier to noise ratiG(Ny) defined as the signal gniire frequency spectrum from below 100 kHz to approx-
power of the unmodulated GPS carrier available to a matChi?ﬁiately 1000 MHz, although they are usually too small to

receiver divided by the noise power spectral density in the sage measured above 10 — 20 MHz [12], [13]. Weather has a
receiver [8]. Itis useful to relaté’/ N to the measure of signal 5146 influence on corona noise. In fact, the noise level can
quality for the receiver used in this study. For this receiver, 3 15_25 4B higher during foul weather. Another factor that
“amplitude measurement unit” (AMU) is used to estimate relagsects corona is altitude. The usual rule of thumb is that
tive signal strength of the satellite and is related’joVo by [9)] corona noise increases approximately 1 dB/300 m of altitude

C above sea level [14].
— = 20logo(AMU) + 27 dB- X _
No o810 )+ B-Hz 2) It is commonly stated that electromagnetic interference from

Since an AMU is a measure of signal strength, this relationsHfignsmission line corona is only a problem when the following
holds only if the noise is a constant. This is reasonable if tiaree conditions are satisfied.

dominant source of noise is internal to the receiver. If however, 1) The transmission line voltage is above 230 kV.

external noise is important, AMU cannot be directly related to 2) The frequency of interest is less than 30 MHz.

C/Ny. It has been reported by the manufacturer that minimum 3) The distance between the transmission line and the
acceptable carrier signal strength for the receiver used in this  receiver is small (i.e., less than a few hundred feet).
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Since the second condition is not satisfied for microwave fre- Since the power density of a plane wave in free space is
quency GPS receivers, it could be expected that there will Bt = E?/n, (Wheren, = 120z €2 is the impedance of free
be a problem. However, the signal strength from a GPS satgbace), the effective electric field can be converted into an inci-
lite is so small that a more complete investigation is warrantedent noise power density dB-Hg\\V/m?) by subtracting0 +
Here, a noise calculation using a typical 500-kV transmissidfiLog(n,) dB to yield
line will be made to evaluate the possibility for degraded per-
formance. The computer program used for the calculation will Nincident = —115.3 dB-Hz pW /m?”. 4)

E]e[\ll\é?NOISE that was developed for the EPRI and descrlbGdAgain, this is read as “the effective (i.e., RMS) incident noise

The following (worst case) assumptions will be made for tho W <" density at 1575 MHzin decibels with respect f/t/m?

calculation. within a 1-Hz bgndmdth. _ _ _

Vi ; : GPS transmitters are located in satellites approximately

1) The receiving antenna will be assumed to be directhy 500 km above the earth’s surface. The transmitter output
under the_pov_ver line. oy . for the civilian signal is about 25 W and the antenna gain is

2) The polarization of the “noise” field will be assumed to 3 dB:, yielding an effective radiated power of approximately

be matched to that of the receiving antenna. Thus, no pgy y, [1]. Since the gain of the receiving antenna is not

larization Ios;loffthel n0|ser\IN|II OCCLJ', , ~ known and the noise is assumed to be from a source external to
3) Average sta ,ﬁ bou weather conditions (i.e., practic§le receiver, the carrier-to-noise ratio will be determined from
worst case) will be assumed. a comparison of incident fields. It will thus be (conservatively)

Since WBNOISE calculates noise only up to 30 MHz, thgginated here that the receiving antenna responds identically
noise cannot be directly calculated at this frequency. Rathﬁ;, the GPS signal and to the noise.
the calculation will be made at 10 MHz and then scaled 10 16 jncident power density at the earth’s surface of a carrier

1575t MHz[luﬁs]mg a conservative model for the corona noiggy 5| from a transmitter that feeds a directional antenna is
spectrum [16].

The 500-KkV transmission line geometry of [15] was studied,  (j,ciqene = [P (dBW) + Gy (dB;) — 10logy(4md?)+
and it was assumed that the receiving antenna was 1m apove 60] dB uW/m? (5)
the ground. The average stable foul weather (i.e., practical
worst case) noise in a 9-kHz bandwidth receiver with a CISRRhere P, is the transmitter power delivered to the antenfia,
Quasi-Peak detector in dB relative ta'¥ /m was obtained and js the antenna gain relative to an isotropic antennadasdhe
is shown in Fig. 4 of [15]. The largest value of “average stablfistance between the satellite and the receiver in meters. For this
foul weather” noise in a CISPR standard quasipeak receivercake
10 MHz was 40 dB £V /m). To apply these data to the problem
considered here, it is necessary to do the following. Cincident = —70.0 dB pW/m? or about 6 zV/m  (6)

1) Convert from a CISPR receiver to one with an RMS de-

tector and bandwidth appropriate for calculation of thi Thus, the carrier-to-noise rat{@/ Ny, for the incident field is

carrier to noise ratio 5.3 dB-Hz. This is above the minimum specified by the man-
2) Convert the noise fré uency from 10 to 1575 MHz ufacturer of the receiver used in this study (i.e., 43 dB). Given
q y ' e number of conservative assumptions used in this calcula-

o . o t
3) x%lfhuztfhtgz:tzgﬁgt noise power densityina 1-Hz banﬁ%n (e.g., 500—kV transmission line, spectral decay/gff)'/?,

o . . noise polarization matched to the GPS antenna, etc.), it is un-
4) Calculate the incident power density at the receiver fro A :
. . ikely that the transmission line corona noise could degrade op-
the GPS satellite carrier.

5) CalculateC' /Ny to determine if it is acceptable. _eration of the GPS receiv_er. Nevert_heless, sinceﬁt}‘i@fo_ratio
For frequencies below 30 MHz, the noise in a receiver with close to the minimum, itwas decided that an e_xperlment was
9-kHz bandwidth and RMS dete(;tor can be obtained by s pecessary to Qetermlne whether Fhere was any mterfgrence 9f a
tracting 8 dB from the noise in a CISPR receiver [13]. utransrmssuon !lne with the operation of the GPS receiver. This
The noise in a 1-Hz bandwidth (sin€&/ Ny is reported per experiment will be reported later.

unit bandwidth in decibel-Hertz) can be obtained by addi . .

10L0g,4(1/9000) = —39.5 dB (i.e., the received noise powerr]g Spark or Gap Discharge Noise
is proportional to bandwidth) [16]. The noise at a frequency of Spark discharges generally occur between parts of hardware
1575 MHz can be computed by addit@log,,(10/1575) = Onapower line that are physically close but at different voltages
—22.0dB (i.e., using Fig. 4 of [16], it is conservatively assumefl 1], [12]. If the voltage becomes high enough, a spark occurs
that the spectrum drops off a$(f)1/2 in the frequency range across the gap. Due to the nature of this discharge, the electric
from 10 to 2000 MHz). Finally, the effective electric field noiseend magnetic noise fields from these sparks tend to dominate

level at 1575 MHz (assuming a receiver with an RMS detecttose from corona at frequencies above 10 — 20 MHz [12] and
and after correcting to a bandwidth of 1 Hz) is can be detected at frequencies above 1000 MHz. As with corona,
. weather has a large influence on gap discharges. However, the
Beftective = —29.5 dB-Hz uV/m. ®) effect is opposite. In fact, gap discharges generally occur only

This is read as “the effective (i.e., RMS) electric field in deciduring dry weather; wet conditions tend to equalize voltages be-
bels with respect to LV /m within a 1-Hz bandwidth (BW).” tween different parts of the hardware and hence suppress them.
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nident Wave scattered to incident field (component along the direction of the

conductor) for scattering from a cylindrical conductor model of
a power line conductor is

Es| VT
- Ei V21n (0.2885ka sin(6;)) \/kr sin(6;)
Power Line Conductor ka < 1, 0; 7é 0 (7)

2a

wherek = (27 f)/3.0x 10%, f isthe frequency in Hertz, is the

radius of the cylindrical conductor, ands the distance between

the conductor and the receiver in meters. It is also shown in

[18] that the perpendicular polarized incident wave is scattered

much less than the parallel one. Thus, if scattering of the parallel

Fig. 2. Conceptual diagram of GPS carrier wave incident on single CO”dUCtﬁblarized wave is small enough, it is not necessary to consider
the perpendicular polarized component.

or an assumed 1.27-cm conductor radius; 10 m, §; =

and)\ = 19 cm (at 1575.42 MHz), (7) yields a ratio of

g ttered field/incident field of 0.032 or about a 3.2% reduction

v

Receiver

Spark discharge fields are generally not calculated becaL’Jst
the discharges tend to be intermittent, models are crude and o

limited measured data are available [16]. Rather, if there i . . . .
problem, the source of the discharge is located and repaired [i'? '_[_he field _for normal orientation. Only for grazing angles_ of
GPS receivers are typically operated near ground level at sof} idence (i.e., values df; near zero) does the scattered field

distance from spark gap sources. As a final comment, it can’ %rease markedly from this result. In this case, however, the

said that gap sources often occur on low voltage distributid Clljllat'oTt be((:jo?elsdTuch more (I:ompledx [1tg], ?lyenlthe ;’ﬁr};
lines. Thus, they are more likely to be found on the distributiop&!! Scattered Tield Irom a single conductor, 1t 1S cléar tha

lines than on transmission lines because the former are mfr ree-phase line with §|ngle conductors will also not 3|gn_|f-
ﬁgtly affect the GPS signal. It appears then that power line

g_umerous [12.]' Later, results of GPS measurements near SFJcglonductors have little effect on the signal and that a GPS re-
ischarges will be reported. . . .
ceiver/antenna can be used under power lines without bundled
conductors. Based on measurements to be reported later, it is
believed that this conclusion can also be applied to transmis-
A possible concern for use of GPS equipment under or vesipon lines with bundled conductors. It should be noted that even
close to power lines is whether an incident GPS satellite sigritithere were significant attenuation due to scattering for one
can be significantly scattered by a power line with a resultirgptellite signal it is unclear if this would cause a problem for a
adverse effect on the received signal. This possibility is consi@PS user. This is because a GPS receiver relies on a dispersed
ered next. constellation of satellites (at least four and often more ). How-
A number of simplifying assumptions will be made in theever, loss of lock on just one satellite could cause a poorer (less
calculations presented here. First, it will be assumed thatcurate) position solution due to an increase in dilution of po-
there are no towers either near the receiver or on a direifion caused by poor satellite constellation geometry. Bundled
line between the satellite and receiver. Although towers atcenductors in heavy corona may merit further analysis to con-
expected to be strong scatterers, they are too complexfitm that receiver performance is not degraded by reducing the
be included in the simple model considered here. It is moneimber of satellites available to the receiver.
appropriate that they be examined experimentally in a separate
study. Given this, tovyer_s haye been eliminated from the modeIV”_ GPS SGNAL MEASUREMENTSUNDER 3454V L INES
Second, the transmission line conductors are assumed to be
horizontal, and each phase is assumed to consist of only a singl& series of measurements to evaluate GPS signal reception
conductor. Third, phase conductors are far enough apart thaglity under power lines was performed in both fair and foul
they can be analyzed separately. Finally, reflection from theeather across the easements of two different double circuit,
earth will be neglected. While this effect can be important, itsvin-subconductor, 345-kV transmission lines. These measure-
inclusion would not change the conclusions of this report amdents were performed with a Trimble GPS receiver and a circu-
the additional mathematics may obscure the argument. Despétey polarized cross-dipole antenna system. The purpose of the
these assumptions, the simple model analyzed here leadsneasurements was to evaluate whether the GPS satellite signal
reasonable conclusions about whether power line conductorsident on metallic conductors can be significantly scattered
can interfere with GPS signals. and adversely affect the signal received and/or whether power
Consider the single conductor shown in Fig. 2. Here, a GHi8e EMI can degrade receiver performance.
signal is assumed incident upon a single power line conductorAt one location (Site #1 in Fig. 3), measurements were per-
at an angld,, as shown. Since the signal is circularly polarizedprmed along a traverse under a double circuit 345 kV trans-
it can be decomposed into two plane waves: one polarized pamission line. The satellite constellation geometry that existed
allel to and the other perpendicular to the conductor. It is showliring the fair weather measurements at the site is shown in
in [18] that for a parallel polarized incident wave, the ratio ofig. 4. Measurements along a traverse were also made at another

VI. GPS MICROWAVE SIGNAL SCATTERING

Authorized licensed use limited to: UNIVERSITA MODENA. Downloaded on August 05,2022 at 14:23:56 UTC from IEEE Xplore. Restrictions apply.



942 IEEE TRANSACTIONS ON POWER DELIVERY, VOL. 17, NO. 4, OCTOBER 2002

120 kV

A\
/

| 1 13.2kV B
o R
= 2N

South

North

120 Feet 100 Feet 90 Feet

Fig. 5. Sketch of transmission line configurations at site # 2.
Fig. 3. Sketch of 345-kV transmission line at site # 1.

while driving across the 345-kV easements and directly under
the transmission lines. This quantity was output by the GPS
receiver in the standard NMEA format and then converted to
C/Ny using (2) and the assumption that the noise is constant
and entirely internal to the receiving system [9], [20]. The
measured value df'/ N, was then used to evaluate changes in
reception quality as the easement was traversed. The results
reveal no practical change in each satellit€’&V, even when
directly under the 345-kV transmission lines (see Figs. 6 and
oo, 7). Thus, it does not apppear that scattering from power line
conductors leads to any significant change in signal strength.

Space Vehicle Geometry

n E,
~sout™ 0 7o ast
North s 1 % 5000 . Wegy

8o, . . . . . . . .

2 % 2 This result is consistent with the earlier discussion of this
% & % S subject: the conductors are small compared to a carrier signal
% < wavelength and the receiver antenna is generally located at

ground level some tens of wavelengths away.

Note that no satellite signal measurements were made inside
a steel lattice tower within the area enclosed by the steel struc-
ture members and legs. However, it is anticipated that this could
cause a shielding problem because of the large metallic mem-
bers near a line between the satellite and the user.

The possible effect of corona noise was evaluated by re-
peating the measurements described above in foul weather
i ) ) ) ] conditions. Since the signal amplitude available from the
Fig. 4. GPS satellite constellation geometry at site # 1 during measuremer}_té.ceiver is not a measurement of noise, it cannot be used to

. . o o ) evaluate noise level. Instead, noise was indirectly measured
location (Site #2 in Fig. 5) within an easement that included t\/\{ﬂ/ noting the number of satellites on which the receiver was

double-circuit 345-kV lines and a double-circuit 120-kV line. |5oked as a function of position along the traverse. It was
For all of these measurements, several satellites were ViSiHﬁ)othesized that excessive corona noise would cause loss
to evaluate reception quality but not all are included in the prgz |ock on at least some satellite signals. For Sites #1 and
sentation of results. More specifically, data from satellites Wity he receiver maintained lock on eight and nine satellites
an elevation above the horizon of less than abotii®fot given  egpectively, over the entire traverse. Thus, no degradation in

because it is more subject to multipath errors and shielding Ryeiver performance can be attributed to EMI from corona.
nearby objects such as trees. The impact of these factors changes

as orientation to the receiver changes when the easement Was\/lll
traversed during measurements. This situation could resultina ™
change in reception quality that is not associated with conductorThere are many nonpower system sources of potential
scattering of the GPS carrier wave. interference that can create noise within the GPS satellite signal
According to the results of Section V, the only conditiodandwidth. Out-of-band emissions by radio, TV, communi-
under which corona noise might cause a problem is during fazdtions, and radar transmitters can cause an electromagnetic
weather since in this case corona noise is 15-25 dB higher thaterference problem. Other potential EMI sources include
in fair weather. In order, then, to isolate the possible effect gasoline engine ignition systems, TV and computer monitors,
scattering from power line conductors, the first measurememectric motors, fluorescent lights, ac—dc converters, alternators,
were conducted in fair weather along the traverses descritsdl generators and switching power supplies. The broadband
above. The signal amplitude in AMU for GPS carrier Lhoise of a gap discharge source can extend above 1 GHz and is
was logged for each satellite in view at one-second intervaliged by GPS receiver manufacturers as a potential interference

O THER SOURCES OFELECTRICAL INTERFERENCE
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GPS C/N vs Distance Across 345 kV Easement (Site #1)
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Fig. 6. Plot of GPS satellite C/N ratio versus distance across site #1 345-kV easement.

GPS C/N vs Distance Across 120/345/345 kV Easement
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Fig. 7. Plot of GPS satellite C/N rato versus distance across site #2 120 kV/345-kV easement.

source (e.g., proximity to spark plugs on an all-terrain vehiclegccuracy and loss of lock. The period of time affecting the
During the course of the measurements reported in this papeser includes the outage duration plus the time to reacquire
the GPS receiver was operated close to a number of gap diee satellite signal and is receiver dependent. For example,
charge sources on distribution lines with no effect on receiven November 26, 1998, a triple outage sequence ocurred on
performance. The distance to the source is most likely the malve L1 signal of satellite PRN# 15. These outages occurred in
factor in the lack of an observed influence on GPS receivers. Qfccession, seperated by variable lengths of time and spread
course, the design characteristics of the GPS receiver/anteower a period of about 3—4 min (44 s for the first signal outage,

system is always important in overall performance. 8 s for the second, and 16 s for the third). Receivers of different
designs took from several seconds to over 2 min to reacquire
IX. GPS S\TELLITE ANOMALIES the satellite signal after the outages [21]. Research has been

done on algorithms for GPS receivers to perform on-board
Interference detection and monitoring to improve performance

o bandwidth. GPS . ; bl 2]. The design and performance of GPS receivers can be
ca;]rrler ang' t it reh(_:be_ltvers ma¥ ex?erlencel_pro € iable, but changes in hardware and software continue to
when a satellite exhibits operational anomalies, sugh "o o ar performance.

as low power, PRN code generation error, or outages. Thes
events are rare but do happen. It is important to be aware of
these events because the resulting loss of signal lock could
erroneously be attributed to any nearby power lines. In oneThis paper reports on an evaluation of the possibility for
3-mo period in 1998, a total of 107 anomalies, an average RAwer line conductors to affect GPS receivers used near power
1.2 per day, were observed for satellites that could be sd#@s. The following conclusions were reached.

over the continental United States [21]. The satellite anomalies ¢ A simple model has been used to show that electromag-
included brief generation and transmission of nonstandard C/A (netic scattering of GPS signals by power line conductors
or P-codes, maintenance problems, and short-term disruptions (is unlikely to cause significant signal degradation. Car-
in the navigation message. The average duration of outages was rier-to-noise ratio measurements under transmission lines
about 6 s, ranging from a few seconds to 93 s. These satellite in foul weather support this conclusion for practical sit-
anomalies can cause positioning errors outside of specified uations. Even if there were significant attenuation due

There is another type of GPS receiver problem not cau
by scattering of incomming signals or noise in the GP

X. CONCLUSIONS
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Further work might include an analysis of degraded per-
formance due to steel lattice towers and signal scatterin~
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Evaluation of the Potential for Power Line Noise
to Degrade Real Time Differential GPS Messages
Broadcast at 283.5-325 kHz

J. Michael Silva Senior Member, IEEE

Abstract—The new Nationwide Differential Global Positioning for electric power line corona or gap discharge noise to affect
System network uses the 283.5-325 kHz band to broadcast dif- DGPS broadcasts in the 283.5-325 kHz band.
ferential GPS (DGPS) correction messages. Concern has been ex-
pressed that power line corona and gap discharge noise could de-
gyade the performance_ of DGPS receivers using this ban_d. Pre- IIl. GPS OverviEW
vious work on power lines and the AM broadcast band identi- The Global Positioning System (GPS) is a satellite-based ra-

fied corona and gap discharges as broadband noise sources in the . .
LF/MF bands. The potential to locally degrade performance of dionavagation system developed by the U.S. Department of De-

DGPS receivers relatively close to some power facilities appears fénse to provide worldwide coverage and year-round navigation
possible for certain situations. The extent of any DGPS interfer- and positioning data primarily for the U.S. military [1]. Over the
ence problem will depend on receiver/antenna design and place- past decade or so, GPS has evolved beyond its original use to
”;f”t‘ signal strefngrfh, power line deﬂ?”* Wf?ather ng‘lﬁtsions* and hecome a dual-use technology with extensive civilian use in a
;e?fgﬁlzrr'itécia?‘ g eihr;oé)srgsseonugg%f anS; n‘z a?gt)'/nrgonp owerrﬁr?ee“éelzr expgnding variety of applications. At present, 28 GPS satellites
noise sources such as electronic devices or equipment internal to@r€ in place [2] at an altitude of about 20 200 km above the earth,
the user’s vehicle. located within six orbital planes of four satellites with active
Index Terms—Corona, electromagnetic interference, global on-orbit spares. Each sate_llite trave_ls at about 4 km/s and com-
positioning system (GPS), interference, noise, power transmission Pletes an orbit of the earth in approximately 12 h [3]. GPS satel-
lines. lites are equipped with highly accurate atomic frequency stan-
dards that keep time to within 3 ns. This precision in time mea-
surement is at the heart of the GPS system function. In general,
position and velocity information is determined by trilateration,
HE CIVILIAN use of the global positioning systemwhich uses the ranges or distances derived by measuring the
(GPS) is growing at an increasing rate. GPS accuracyrisdio wave travel time of each satellite’s special signal to com-
being improved with augmentations such as differential GRfaite a three-dimensional position (a process called ranging). For
(DGPS). With DGPS, corrections are provided to users to inthree-dimensional (3-D) navigation, the GPS receiver requires
prove accuracy by compensating for some of the errors inheremtge information from at least four satellites; the fourth satel-
in autonomous GPS use. The DGPS correction messages litanis needed to adjust for receiver clock errors. There are a
be made available by various methods, but the focus of tliamber of error sources for autonomous receiver operation, in-
paper is the network of LF/MF broadcast stations operated blyiding: satellite clock and orbit errors, ionosphere and tropo-
the United States and other governments. The potential &phere delay, multipath, receiver noise, and errors due to satellite
interference is well known to power engineers due to expegenstellation geometry. Positioning error is a dynamic concept,
ence with the AM radio broadcast band. Anecdotal reports layianging over time. Methods have been developed to remove or
agricultural users of coastal DGPS stations indicate that powainimize these errors.
line RF noise, under certain conditions, can be a problem for
DGPS receivers. Some GPS receiver manuals also mention the IIl. DIFFERENTIAL GPS

potential for noise/interference problems near to electric power L . o .
Many civilian and commercial GPS applications now require

lines. However, there is little or no engineering information . - .

. : X . reater accuracy than provided by the civilian standard posi-
on the potential for electric power line noise due to corona ﬁ(ranin service (SPS). For example, many transportation appli-
gap discharges to affect DGPS use. The importance of this 9 ' pie, y P PP

. . ; ; : . 8ations such as harbor navigation, positive train control, and pre-
issue is underscored by the implementation of the Nationwide . . :
CISion agriculture need accuracies of 5-10 m or better [3]. For-

Differential GPS network of DGPS stations planned to cov rnatel methods have been developed to auament SPS and in-
the entire United States by 2002. This paper will describe G Y Y b 9

DGPS, and provide measurement data to evaluate the poten(ﬁgﬁ.se accuracy for the operations of a single, autonomous GPS

receiver [1], [3]-[6]. One method to improve accuracy involves

_ . _ _ using ground stations that compare a GPS-derived position with
Manuscript received January 29, 2001. This work was supported in part §%nown location to compute a correction that can be used to re-

EPRI (Contract WO 7319-01) and by Enertech Consultants. lock. orbi d heric del Thi .
The author is with Enertech Consultants, Campbell, CA 95008 USA.  MOVe clock, orbit, and atmospheric delay errors. This correction

Publisher Item Identifier S 0885-8977(02)02734-6. information can then be broadcast to nearby users for real time
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Fig. 1. Conceptual diagram of differential GPS (DGPS) station.

Operating
Planned

position adjustments or stored for post-processing the raw da..
at some convenient time. This approach, known as Differenti_qllj_ 5
GPS (DGPS), can significantly increase accuracy. With DGPS,
two GPS receivers are used: a reference unit and a mobile or

. T . countries [9] have installed DGPS radiobeacon networks and
rover unit. The reference receiver is placed at a stationary loca-

tion with a . X . . More are considering adoption of this standard method devel-
position previously determined to a high degree 0 ) .
. . . .~ _oped in the United States.

accuracy by surveying. This reference receiver determines 1S
position using GPS signals and a computer derives the position
error and calculates differential corrections that can be applied
by the rover to yield a more accurate position. A range rate cor-In 1996, a Presidential Directive, based on a report by the Na-
rection term is also broadcast and it can be used in the ev&ahal Science and Technology Committee, set specific goals for
that subsequent correction messages may not be received. &Nationwide Differential Global Positioning System (NDGPS).
range rate message allows the computation of a current corr€boese goals include: strengthened national security, integration
tion from an older range correction using the range rate correxdf-GPS into nonmilitary applications, encouraging private sector
tion and time of the older range correction. investmentin GPS, and promoting safety and efficiency in trans-

The differential corrections can be broadcast at frequent ipertation and other disciplines [8], [10], [11]. Subsequently, the
tervals in a specified format by a low—medium frequency radidepartment of Transportation (DOT) formed an interagency Ex-
station. Other differential correction broadcast methods exestutive Steering Group that produced a report on NDGPS iden-
(commercial satellites and FM radio) but are not covered heti#ying many public safety applications, including saving lives
Users with mobile GPS receivers that are equipped to receaethe railroads and highways. In 1997 the U.S. Congress autho-
and process these corrections in real time can enjoy significaized the Department of Transportation to establish, operate, and
accuracy improvements; e.g., to within 5-10 m, and in someaintain a Nationwide Differential Global Positioning System
cases in the 1-3 m range or better [1], [3]. A conceptual DGRS soon as practicable.
station is depicted in Fig. 1. The baseline architecture for the NDGPS is the existing

DGPS removes common errors (satellite clock and orbit dvnited States Coast Guard (USCG) maritime local area DGPS
rors, atmospheric delay errors) from mobile receivers using th&tions [8]. In March 1999, DOT announced the expansion
same satellites as the reference station and enhances real-timiae existing USCG DGPS network to service the interior
accuracy. However, the accuracy of the differential correctigrortions of the contiguous United States, Hawaii, and Alaska.
decreases with significant distances away from the refereri¢ey applications of NDGPS presented to Congress were pos-
station, e.g., beyond about 150-250 miles, when the errors niye train control (preventing collisions, avoiding over-speed
no longer be spatially correlated between the reference statderailments, and other safety and economic benefits), public
and mobile receiver [1], [3], [7]. The differential correction dataafety and traffic management, control functions for vehicles,
are also stored at selected sites called continuously operatiamaification of emergency conditions, and natural resource
reference stations (CORS) and other reference sites such astie emergency infrastructure mapping. Under NDGPS, the
DGPS network operated by private organizations and goveexsting network of 54 USCG maritime radiobeacons would
ment agencies. This stored differential correction data can Ibe increased with the addition of about 67 new DGPS stations
accessed via the Internet to post-process uncorrected dateof@r a three to four year period (Fig. 2). The NDGPS network
situations where real-time DGPS is not required. DGPS is anpresently expanding across the United States and new DGPS
accuracy-augmentation of GPS that has been successfully ustations were installed in 1999 and 2000 [3], [8]. NDGPS
for many applications. In the future more DGPS ground stprovides free DGPS service and it is already in wide use and
tions will be established and will facilitate new commercial anshould be fully operational in all 50 states within about two
public safety applications of GPS technology [8]. At present, 3&ars (depending on funding). Electric utilities should become

Proposed NDGPS reference station locations.

IV. NATIONWIDE DIFFERENTIAL GPS NETWORK
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Detroit 319 kHz Beacon Signal Strength : I-75 Route

120
110

E

5 100 F

2 904

-

L 80 T%

£ Yo

= 70 e

S 60— ‘i.'.\“"*‘,-\' =

173 50 nedun m_‘._‘

5 - A e .
©

B o .
1

20 T v r T T T r v T T
0 10 20 30 40 50 60 70 80 20 100
Distance from Detroit DGPS Beacon - Miles

-
i

I

R 3
p—

Fig. 4. Signal strength versus distance for Detroit DGPS 319 kHz Beacon.
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Fig. 3. NDGPS 287 kHz station at Pigeon Point, CA.

familiar with NDGPS plans, operational characteristics, an
assets within and near to their service territory.

A typical NDGPS station (Fig. 3) is an unmanned facility that
continuously broadcasts a radio signal in the 283.5-325 kI
band. The primary mode of propagation for these low—mediur et Loms
frequency radio signals is by groundwave [12],[13]. Eact Gape Mondicins wl
NDGPS station has a pair of GPS reference antennas (o o
for standby) mounted on 30-ft tall masts, a control building
ancillary equipment, power supply, communications links ConterFrequency 30360 Kz a0t
and a broadcast antenna. There are two general designs . Referencelevel :60.0dBuv
the.broadcast antenrla [8]. The original network of USC i9. 5. Signal strength versus frequency: measurements in DGPS band taken
stations have approximately 90-120 ft tall broadcast antenn@g;ral area of California.
and the newer stations have 299-ft tall antennas. Most of the
new NDGPS stations utilize existing Ground Wave Emergency TABLE |
Network (GWEN) relay-node facilities that have been decom-  MEASUREDFAIR WEATHER DGPS $GNAL STRENGTH (dBy:V/m)
missioned by the U.S. Air Force.

30d8
Vandenberg AFB - 321 kHz

Appleton, WA
300kHz <70 T

Site Distance Measured

The DGPS messages are modulated onto the low—mediun DGPS Beacon . ;
. . . . . 1D to Beacon Signal

frequency carrier wave by minimum shift keying (MSK). With . .
MSK, a binary zero is represented by a lineaf @hase re-  Chico, CA-318 kHz §78 | 1I9Mi | 60dB
tard relative to the carrier phase in one bit duration and a bi- Point Blunt, CA- 310 kHz 884 | 49 Mi 49 dB
nary one is representeq by a Imeqf’ Shhas_e advance relative Pigeon Point, CA- 287 kHz 883 | 60Mi | 44dB
to the phase of the carrier in one bit duration [14]. The selected .
NDGPS transmission rates are presently 100 and 200 bits pe Yandenberg AFB- 321 kHz 882 | 206Mi | 30dB
second [8]. The DGPS data rates are low, but are more immune¢ Appleton, WA- 300 kHz 871 | 557 Mi 22dB
to message loss caused by.Gaussmn noise an.d_ achieve high Cape Mendocino, CA-292 kHz | 885 | 188 Mi 20 dB
message throughput under impulse noise conditions. The 999 :

Point Loma, CA- 302 kHz 881 424 Mi 17 dB

power containment bandwidth of the MSK modulated signal is
equal to 1.17 times the transmission rate [14]. This means the Note: Laptop computer inside vehicle: 53 dB at ~ 8-10 ft from roof-

DGPS broadcast information is contained in a relatively small mounted antenna

bandwidth (i.e., 117 or 234 Hz).

The USCG specified minimum field strength for covsuch as the level and nature of local noise sources, multipath,
erage of the DGPS broadcast signal is usuallyuX8m, or receiver design, antenna type, and placement. A plot of DGPS
37.5 dB:V/m. Many DGPS sites with a 200 bit/s transmissiosignal strength vs distance is provided in Fig. 4 for the Detroit
rate have a specified minimum field strength of 100/m 319 kHz beacon. A wideband Fast Fourier Transform (FFT)
(or 40 dBuV/m). Terrain and atmospheric conditions camlot in the DGPS band is shown in Fig. 5 for a low noise rural
significantly affect the specified coverage range. The specifitmtation (central California). The DGPS signal is normalized to
minimum coverages are provided primarily as a guideline féie strongest signal withigt44.5 kHz of the center frequency
radiobeacon selection purposes. Adequate DGPS recep{i803.8 kHz). The measured DGPS signal, station ID, and
and correction message decoding is possible at signal strengtistance is provided in Table | for the stations identified in
below the specified “minimum” strength, depending on factoisig. 5 plot.
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Wideband FFT
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V. CORONA AND GAP DISCHARGE NOISE

Corona is a partial electrical discharge occurring in air nea
the surface of an energized conductor. It occurs when the ele:
tric field at the surface of a conductor exceeds the breakdow
strength of the surrounding air [15]. Any conductor surface flaw
or irregularity such as a scratch, dust particle, insect, or wate
drop can concentrate and increase the electric field at this poit
to the critical level at which a corona discharge occurs. Coron:
on a high voltage conductor can occur during either the pos
itive or negative half-cycle or at both polarities. Corona dis-
charges can generate visible light, audible noise, and broat
band radio frequency (RF) noise. Corona is most often observe
on transmission lines in the extra-high-voltage or EHV range 20t

. . Y Center Frequency : 303.80 kHz
(345-765 kV). Radio noise due to corona activity can be preser Reterence Level : 608 dBuv
in fair weather due to conductor surface scratches, or noncan- , _ ,
. . . Fig. 6. Signal strength versus frequency in DGPS band: Measurements in
dgctlve mz_atenal on thg conduct.ors_such.as dust, vegetationsflpping center parking lot-steady rain.
bird droppings. The noise level is higher in foul weather condi-

thﬂS,. .bUt also depends on other factor; such as the '".‘e des| T4 substations. Of special interest was EHV transmission lines
condition of conductor surface, and altitude [16]. During fou

in fair and foul weather and distribution lines with gap discharge

wgather gondltlons (rain, fog, sleet, snow), radio NOISE Can S | ces. At the time of these measurements, the U.S. Depart-
nificantly increase by as much as 15-25 dB above fair weather

levels for the same transmission line [15]-[18]. Radio noise dment of Defense had implemented dithering of the GPS satel-

to corona decreases with frequency, extending from a peak in Fesclock and orbit information to intentionally degrade civilian
low-medium frequency band to low levels at about 10—20 MHZ S accuracy by introducing rather large errors. This scheme,

[15], [18]. Corona-generated radio noise is typically measurgg lled sel_ect|ve ava[lab|I|ty (SIA), was rem_oved onMay1, 2000.'
The primary equipment used for the field measurements is

and calculated in either a 5 kHz (ANSI) or 9 kHz (CISPR) band-

. . ) . ] summarized as follows: spectrum analyzer (Hewlett Packard
width with a standardized quasipeak detector; peak and avergde. | HpP8568B. 100 Hz—1.5 GHz), broadband antenna
detector circuits are sometimes used [15]. An important obs . ) ’

o . ; EMCO Model 6502 active loop antenna, 10 kHz—30 MHz.
vation is that corona-generated radio noise levels can exc

. . . cm dia.), frequency selective voltmeter (Rycom Model
DGPS _broa_dcast signal strengths, esp_emally in foul weather 20, 0-1500 kHz), Digital GPS receiver (Trimble Navigation,
lines with high conductor surface gradients.

12 channel/carrier phase filtered with DGPS H-field antenna),

A gap discharge occurs when two surfaces are very close aanndal an analog GPS receiver (Garmin, 12 channel and DGPS

at different potentials. Gap discharge sources can be damagf either E- or H-field antenna). The analog GPS receiver

insulators and broken or loose fitting hardware and are gener Igd an accuracy of about 5-10 m with DGPS augmentation

active only during dry weather. Wet conditions tend to equahzaend the digital GPS receiver achieved submeter accuracy in

voltages between different parts of the hardware and hence suyp- L
press gap discharges [19]-[21]. When a gap discharge is active. DGPS mode. GPS parameters and positioning data were

the result is a small, intermittent electric arc (spark) betweiﬁ(;ige)d d;f;nf%rﬂgt Nfgiggg: [g/lza;rine Electronics Association
the two surfaces that produces pulses of high frequency elec- P ’
tromagnetic waves. These waves can radiate away from the gapy s ps Receiver Operation Near Lines in Corona
source and also propagate along conductors that, in turn, can ra- . . o o
diate high frequency noise. Unlike corona, gap discharge noisé'S described earlier, transmission line corona activity gen-
is characterized by relatively long periods between successi/@tes broadband radio frequency noise that encompasses the
pulses of electromagnetic energy. The RF noise from gap didGPS broadca;t band. The potential for corona noise to 'af—
charges tends to be broadband and spark discharge noise/@s DGPS receiver performance was evaluated by recording
tends over a larger frequency spectrum than corona. RF nofi@nal strength vs frequency plots and logging GPS/DGPS posi-
from these sparks tend to dominate those from corona, es @n data near t.ransm|SS|on linesin corona._The frequency_spec-
cially at frequencies above 10-20 MHz and can extend beyoiiM Plots of Figs. 6 and 7 were made during a steady rain but
1000 MHz [19]-[21]. The potential significance of gap disf"F locations a few miles apart. Fig. 6 was recorded in a shop-
charge RF noise is that its can exceed DGPS broadcast bRH center parking lot, far from power lines. As can be seen
signal strengths and its broadband spectral content can extthfiig- 6, the ambient noise floor during rain is relatively low
above 1 GHz into the GPS satellite signal band. (except during lightning discharges when it very briefly jumps
up to a high level). In Fig. 7, measurements under a 345 kV

transmission line during steady rain reveal an elevated noise
floor due to corona activity. The two frequency spectrum plots
of Figs. 6 and 7 clearly indicate that corona-generated radio
This paper reports on practical field measurements with typeise can substantially raise the noise floor in the low—medium
ical DGPS receivers near distribution lines, transmission lindsgquency DGPS band. An elevated noise floor (not shown)

70+

VI. OPERATION OFDGPS RECEIVERSNEAR CORONA AND
GAP DISCHARGE SOURCES
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Widatamnd FFT Slow Drive in Rain Across 120/345/345 kV Easement : One Second Sample Rate
li: 100
L g0
)
§ 60 Age of
o w© /“‘*‘—.\Cormctlons
°
‘—E, LouofDGPy /%
§ 20
120 kv 345 kv 345 kv
a0 0 - v
o 100 200 300 400 500 600 700 800
i Latitude Change - Ft
a3 Fig. 9. Plot of positions logged using digital GPS unit (augmented with
DGPS)—Taken driving across 120/345/345 kV transmission line easement
T o during rainy weather (S/A-ON).
-

Cordiny Frequaessy : FIUS iHe
P = lines (at midspan) for fair weather and in rain. The data col-

Fig. 7. Signal strength versus frequency in DGPS band: Under 345 kV tra*@—cuon route across the easement started about 100 m south of

mission line during rainy weather (site #2). the 120 kV line and proceeded laterally to traverse the ease-
ment by crossing first under the 120 kV line and then, in suc-
Slow Drive In Falr Weather Across 120/345/345 kV Easement : One Second Sample Rate cession, under each of the two double circuit 345 kV transmis-
100 sion lines. The plot of positions approximates a straight line in
e x Fig. 8 during fair weather. The vehicle was not driven perfectly
g 70 straight and position accuracy is within about 1 m or less. In
8 :‘; Fig. 9, the same route across the easement is traversed but on
g w0 a different day during a steady, light rain. As Fig. 9 indicates,
g —— the SNR was reduced until it went below the minimum required
10 — B s to maintain lock on the DGPS beacon. The DGPS receiver ex-
o5 o 0 0 P 00 00 w0 Perienced a loss of the DGPS differential correction messages
Latitude Change - Ft and suddenly reverted to the standard positioning service with

the associated lack of accuracy. Without DGPS the reported po-
Fig. 8. Plot of positions logged using digital GPS unit (augmented with;t; i i it ; inifi
DGPS)—Taken while driving across 120/345/345 kV easement during fta§|;tlcm SUddenIy J.umped to a different position Wl.th S|_gn|f|cant
weather (S/A-ON). error. The magnitude of error for non-DGPS positioning as de-

picted in Fig. 9 is now much less due to the recent removal of se-
lective availability. As the measurement vehicle continuesto tra-

was also observed for fair weather corona under a twin bumijj}grse the easement DGPS operation is intermittently resumed,

500 kV;ransmss:;)In line gqunbg a(cjilffe_rent s_ert] of mea_suremergﬁ)eit with some aging of corrections which is representative of
In another state. Elevated in-band noise without an INCreas€ I3 qginal or suboptimum receiver performance. Near the edge of
signal strength will result in a lower signal-to-noise ratio (SNRt%e easement, DGPS corrections are again received on a timely

for a DGPS receiver. Thefeforg, D(,;PS receivers operated C_I‘B%Psis and the final few positions shown in Fig. 9 are close to the
to 345—-765 kV transmission lines in corona, especially dur"&rrect values

foul weather, could experience a decreased SNR that may Ofhese measurements demonstrate that, even with a very

may not degrade receiver performance. As ambient RF noisq\ify, qaity digital GPS/DGPS receiver and antenna, corona

the bandwidth increases, the SNR for the DGPS receiver is f,W(iise can degrade DGPS receiver performance in the region

L MEGr transmission lines. There was no apparent effect on the
performance. This will depend on factors such as the level €Ps microwave signal reception quality. However, the DGPS

corona noise, distance to the line, other ambient or atmosphggic, -\« qium frequency signals could not be used at some
30|s_e sources, DGPS signal strength, and receiver/antega,iong close to the 345 kV lines, even with the closest DGPS
e_ls_ﬁ:]n. ical ¢ DGPS sianal broadcast beacon only about 20 miles away. Based on limited
e practica consequences ot poor 1 signa reC?pt'(%'ta for these and for other (unreported measurements) it is

are d(_emonstrated In F_lgs. 8 and 9 for fglryveather and ram,. KStimated that corona-generated RF noise under EHV lines
spectively. An evaluation of the potential impact of transmisy,, ing foul weather has the potential to raise the ambient noise

sion line corona on DGPS receiver performance was conduc ﬁj({)r by about 20-40 dB in the DGPS band. This is dependent
at a multiple transmission line easement (double circuit 1%91 line design, weather, and ambient noisé

and 345 kV transmission lines). A GPS-equipped vehicle was
slowly driven across the easement so that its position, as re-
ported by a digital GPS receiver augmented with DGPS, was
logged at one-second intervals. The GPS receiver used a higlsap discharge sources on power lines can generate radio fre-
quality roof-mounted shielded H-field antenna for both GPS amgiency noise in the DGPS band as previously described. These
DGPS signal detection. The data were taken on two differgmbtential RF noise sources are most commonly associated with
days while driving along the same route under the transmissiobiquitous distribution lines but can be found on transmission

DGPS Receiver Operation Near Gap Discharge Sources
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TABLE I Wideband FFT
DGPS RECEIVER PERFORMANCE (dBy.V/m) NEAR VARIOUS DISTRIBUTION R L Ly . S L S . S
LINE GAP DISCHARGE SOURCES evtep Computer
Location | DGPS Signal SNR ~100"m SNR Near to Gap
Strength Away from Source | Discharge Source
1 52-54 dB 18-22.dB 12-14 dB
2 50 dB 16-17 dB 0-3dB a0t
3 45 dB 14-16 dB 6-10 dB
4 43dB 13-16 dB 0-5 dB =T
s 3748 12-14.dB 4-8 dB w0t
6 34-35dB 17-18 dB 3-5dB
7 30dB 16-19 dB 5-7dB T
a0l

Center Frequency : 303.80 kHz
Reference Level : 56.5 dBuv

lines as well. Gap discharge sources (for the measurements re-
ported here) were located either by guidance from a local ut|||fw 19. Frequency spectrum in DGPS band near 13 kV distribution line with
familiar with location and repair of gap sources or by drivin§2® discharge source(s).
and listening to an AM radio tuned off station at 530 kHz. It
can be difficult to identify the exact location of a gap sourc 1000
since the electromagnetic energy due to the sparking can be o0 -
diated at the source and also propagated along the power I+ 800 =

-

Driving Parallel to Distribution Line with Gap Discharge Source(s) - One Second Sample Rate

700
conductors which radiate as well. No attempt was made to fil § 60 —

the exact source(s) of gap discharge noise for these measi g m ——

ments. Practical evaluations were performed near a number g 300 /’}

gap discharge sources to document the potential for gap nc~ 333 =

to affect use of DGPS. Table || summarizes the performance 0Z - o oy 70 pyn 300

a high quality GPS/DGPS receiver with a shielded H-field ac Latitude Change - Ft

tive antenna and advanced multipath rejection features operated - o ] ]

near several distrbution line gap discharge sources. .1 Pl of psiions loaged using cigy GRS urt (augmeried wih
Gap discharge RF noise can significantly raise the noise fla@iurces (S/A-ON).

in the DGPS band. A frequency spectrum plot of gap-generated

RF noise taken near the base of a pole for the DGPS band

. . . . Gise subsides and SNR improves. The magnitude non-DGPS
veals an elevated noise floor (Fig. 10). It is possible that uncﬁé itioning error is now much less due to the removal of S/A in

certain co'nditions DGPS rece?ver performgnce may be degra §y, 2000. Not all gap noise sources resulted in this degree of
to suboptimal levels by gap discharge noise sources. Of cou egraded performance. Usually the DGPS receiver was success-
this will depend on many factors such as DGPS receiver and 'y

i desi ianal st th. noise level. dist ; y operated close to gap discharge sources on poles (this was
enna design, signal strengtn, Noise [evel, distance Irom SOUie& 6 for the analog receiver, especially when equipped with
and weather (gap sources are often quiet during wet weather,

An evaluation of th tential impact of discharae n iI s rod antenna). Based on limited data and assuming constant
N Dgpasu? 0 ivor ergorri na V\E)ac on%apt (sjc fgf Ot%'ﬂnal strength it is estimated that the SNR for a DGPS receiver
0 ecelver periormance was conducted at a localigiqq ¢ gap sources on poles could be reduced by an average

where power line gap discharge noise was known to exist. about 11 dB (a range of about 7—25 dB SNR decrease was
method similar to the corona evaluation of the previous Sec“%@served)

was used to document DGPS receiver performance. A GP
equipped vehicle was slowly driven along the shoulder of a
road that was parallel to a distribution line with a gap noise
source(s). During measurements the vehicle position reportedn this paper, performance of LF/MF DGPS receivers is
by the digital GPS receiver, augmented with DGPS, was loggedaluated near to corona and gap discharge sources. During
at one-second intervals. The GPS receiver used a high qualitgny of the measurements near transmission and distribution
roof-mounted shielded H-field antenna for both GPS and DGHBes DGPS receivers were successfully operated. However,
signal detection. The measurements were taken driving closédcations were found and are reported here where foul weather
several distribution line poles in fair weather. The SNR of theorona or gap discharge sources have the potential to degrade
DGPS receiver began to decrease and increase as the distriboeiver performance. Not all of these situations resulted in
tion line poles were approached and passed by the vehicle (lvss of DGPS lock. The incidence, duration, spatial extent, and
shown). This noise was also monitored on the vehicle’s Allquipment characteristics of degraded receiver performance
radio. The plot of vehicle positions while driving close to thelue to electric power facilities was not extensively evaluated.
distribution line is presented in Fig. 11. The sudden changesHactors such as signal strength, noise level, receiver design,
position are due to receiver loss of corrections (caused by p@mtenna type/placement can affect the performance of DGPS
SNR) and subsequent reacquiring of DGPS accuracy as gapeivers. As a generalization, a low cost, entry level analog

VII. DISCUSSION
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DGPS receiver with a vertical (whip) antenna might expe- tionwide DGPS network. This network is comprised of
rience loss of DGPS within about 20—40 m of a robust gap low—medium frequency radio stations that continuously
discharge noise source, while a high quality digital receiver broadcast differential corrections in a standard format. The
with a shielded H-field antenna, advanced multipath rejection NDGPS network is presently expanding across the United
features, low internal noise, and carrier-phase smoothing may States. It is already in wide use and should be fully op-
be able to adequately receive and process the DGPS signal to erational in all 50 states within about two years. Electric
within 10 m or closer to the gap source, or not loose DGPS utilities should become familiar with NDGPS plans, oper-
at all. Most of the power system sources with the potential to  ational characteristics, and assets within and near to their
degrade DGPS receiver performance appear to be limited to service territory.
within perhaps about 25—-75 m of the source; or approximately « Basic GPS use appears to be unaffected by power fa-
within the bounds of a typical utility easement. The situation  cilities.(The potential to degrade performance of DGPS
with the potential for the largest spatial coverage may be foul (receivers due to broadband corona and gap discharge
weather corona for some EHV transmission lines. noise was found for certain situations close to electric
Power line corona and gap discharge noise has the potential to (power facilities. However, this is dependent on the DGPS
affect DGPS receiver operation by reducing the SNR. Thiscould  receiver/antenna design and placement, DGPS signal
lead to either a total loss of the DGPS signal or sporadic mes- strength, power line design parameters, weather condi-
sage decoding errors that result in an age of corrections problem tions, characteristics of electromagnetic energy emitted
causing the receiver to use dated correction information. Use by the power system source, and the presence of other
of old correction messages is allowed by many receivers for as nearby RF noise sources such as electronic devices or
long as 30 s (or longer). The consequence of using old correction equipment internal to a vehicle.
messages is not as serious with the removal of selective avail-+ (The potential for degraded DGPS receiver performance is
ability because S/A was by far the fastest changing and largest (dependent on specific local conditions and appears to be
source of error. limited to areas relatively close to some power facilities,
A general estimate for minimum SNR thresholds for DGPS  (perhaps within a typical easement.
receivers is about 10 dB for analog-based receivers and 7 dBe The impact on positioning accuracy due to temporary loss
for DSP designs [23]. These levels (and occasionally a bit of DGPS signals may now be less for some applications
lower) were verified in the measurements reported in this paper. due to the recent removal of the large errors caused by
However, it should be remembered that receiver design can selective availability.
be highly variable across manufacturers. GPS/DGPS receiver
manufacturers should be aware of the electromagnetic environ-
ments in which their products are used and should incorporate
current technology into receiver design for unimpeded receiverThe author would like to thank the EPRI project manager
use under typical situations. Itis important to recall that receivaras F. Young. The author relied on advice and assistance from
design has evolved rapidly and that innovations in technologygineersinthe GPS community and from electric utilities. Most
for both hardware and software will continue to be applied taoteworthy was the guidance on GPS by Dr. A. Lange (Trimble
new receiver designs as GPS/DGPS applications grow. Navigation) and the assistance on field measurements by B.
Finally, the removal of selective availability opens the possihitney (Detroit Edison Company). This work greatly benefited
bility of extending the signal range of individual NDGPS stafrom their many contributions. Additional valuable assistance in
tions while maintaining existing power levels. If a NDGPS steahe form of technical discussions was provided by Dr. R. Olsen
tion used a slower rate to transmit its messages then the sigiv#hshington State University) and J. Radice (U.S. Coast Guard).
will have a narrower bandwidth (99% of DGPS signal power is
contained in a bandwidth of 1.17 times the baud rate). There-
fore, there will be less broadband noise in the smaller signal
bandwidth and overall SNR will improve for the same power [1] B. W. Parkinson and J. J. Spilker, Eds., “Global positioning system:
to the antenna, thereby increasing station range and coverage. It E:Seggydf’x‘e"roifd'tfgs“og‘& ;’fa'“‘,‘v”;;sN' J?g(lelk, gggefe\f;_'rl‘egsg"l%?
remains to be seen what actions, if any, are taken by the NDGP$) “Gps status list,” NISWS—Navigation Information Service Watch

network to take advantage of this opportunity_ Stander, U.S. Coast Guard Navigation Center, Daily Update of GPS
Satellite Status, Jan. 15, 2001.
[3] P. Enge and P. Misra, “Scanning the special issue/technology on global
VIIL. NCLUSION positioning system,Proc. IEEE vol. 87, pp. 9—1_5, J_a}n. 1999. )
ConcLusio [4] G. T. Kremeret al, “The effect of selective availability on differential
The future of GPS is bright and applications will grow as GPS __, GPS corrections,Navigation vol. 37, no. 1, Spring 1990.

.. . . . [5] D. Pietraszewsket al, “U.S. Coast Guard differential GPS navigation
accuracy is improved with augmentations such as the Nation-~ feid test findings,’Navigation vol. 37, no. 1, Spring 1990.

wide Differential GPS initiative. This paper reports on an eval- [6] P. Lomiset al, “Correction algorithms for differential GPS reference
; ihili - ; stations,”Navigation vol. 36, no. 2, Summer 1989.

uation of the possibility for power line corona and gap dlscha.rgeg] E. D. Kaplan, Ed.Understanding GPS Principles and Applica-

sources to affect DGPS receivers operated close to power lines.” (ions  New York: Artech House, 1996.

The following conclusions were reached. [8] U.S. Department of Transportation, “Programmatic environmental

- . . Sy assessment: Nationwide differential global positioning system,” U.S.
* The use of GPS will increase and applications will diver- Dept. Transportation, Dec. 1998. 9 P 9y

sify as more accuracy is offered at no cost by the new Na-[9] (2001) Trimble Navigation Internet Web Site
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Discussions and Closures

Discussion of “Evaluation of the Potential for Power-Line Finally, | wonder why did the Electric Power Research Institute
Noise to Degrade Real-Time Differential GPS Messages spend research funds on these measurements. The manufacturers
Broadcast at 283.5—-325 kHz" of digital global positioning systems (DGPS) readily admit that
power-line noise can cause interference. Therefore, they know that
Vernon L. Chartier the use of DGPS is limited unless greater immunity is built into these

instruments through hardware and/or software. There are regions of
the U.S. where atmospheric noise in the summer months is much
After reading this papéra couple of times, | wondered how it madehigher than corona noise from power lines in the MF and HF band,
it through the IEEE peer review since the paper has several errors #fitich would indicate that the use of DGPS during those periods is
other problems. Here are the most obvious ones. First, Figs. 6 and 7difécult.
mislabeled. These plots are not signal strength versus frequency. Théd summary, it appears that the only thing this effort proved was
units for signal strength are decibels microvolts per meter and not deffiat corona and gap-type noise have the potential to degrade the per-
bels microvolts. Also, in reporting electromagnetic-interference (EMfprmance of DGPS receivers, a fact already known by these receiver
measurements, the detector that was used to measure field streﬁ@ﬁnUfaCtherS-
must be specified, such as peak, quasipeak, average, root mean square
(rms), as well as the bandwidth. Second, thaxes of Figs. 6, 7, and B . . .
10 are not frequency. | am not sure what you call an axis that is Closure to “Evaluation of the Potential for Power-Line

a center frequency, but it definitely is not frequency since radio noiséNOise to Degrade Real-Time Differential GPS Messages

meters and spectrum analyzers are not capable of measuring EMI at a Broadcast at 283.5 to 325 kHz"
negative frequency. Third, the author says that the ambient noise floor ) _
in Fig. 6 is relatively low. What is the author defining as ambient noise, J. Michael Silva

and how does a reader of this paper determine if the ambient noise
is low when the author does not report the measurements in the cor- ) ] o ]
rect units? There are number of manmade signals and noise sources i€ author would like to thank Mr. Chartier for his discussion and
the middle-frequency (MF) and high-frequency (HF) bands, and ma|§yple_ased to prowd_e this closure. The dls_cusser initially raises the
of those sources can be found in shopping center parking lots. Algblestion of peer reV|eW._The IEEE peer reviewers all cor_nmented that
depending upon the region, the time of the year, and the time of di}e Paper was “well written” and “timely,” and one reviewer com-
atmospheric noise can be very high or very low in these bands. Thented that _thls work allows readers “t_o achieve an extraordinary un-
voltage seen on a spectrum analyzer is also a function of the sensitifl§fstanding in a short time of the potential and real problems of GPS in-
of the receiver and the antenna. Fourth, a bidirectional loop anterffEérence issues.” The author also submitted this work to independent
was used to make the measurements, but the author does not say hit#tnical review by several engineers who have experience in electro-
was oriented. Fifth, the units and bandwidth for signal-to-noise ratig&agnetic interference (EMI) and who did not have the difficulty ex-
must also be specified, or they have very little meaning. pressed by the discusser. _ ) _
There are other problems with this paper. The author says “coronaln the above papérone of the main purposes of Figs. 6 and 7 is to
generated radio noise is typically measured and calculated in eithéfgPhically depict alow signal-to-noise ratio for the reader. This is done
5-kHz (ANSI) or 9-kHz (CISPR) bandwidth with a standardized quaspy presenting fast Fourier transform (FFT) plots within the differential

peak detector.” ANSI standard C63.2-1996 specifies the same QP §&S (DGPS) band of 283.5-325 kHz at locations far from and close
tector as IEC/CISPR 16. to a double-circuit 345-kV transmission-line corridor during rain. The

The author says, “corona is most often observed on transmissl§@der can clearly see the effect of broadband corona noise for a DGPS
lines in the extra-high-voltage (EHV) range (345-765kV).” If the Sta:[er_e_(:eiver. Th(_e discusser is_ conce_rned over the statement th_at Fig. 6 de-
ment is taken at face value, it means that corona from lines operatRigts @ ‘relatively low ambient noise floor.” A number of ambient mea-
above 765 kV are not a problem, and it means that the 230-kV lingdrements away from the transmission-line corridor were made in ad-
in the U.S. that are noisier than some 345- and 500-kV lines are ndiifon to Fig. 6 and all showed a similar magnitude noise floor. Rela-
problem. Even 138- and 115-kV lines have corona, especially in foliye to the transmission-line location, the noise floor was low and the
weather. The magnitude of the corona is largely dependent on elecfignal-to-noise ratio was high. As stated in the paper, occasional distant
field at the surface of the conductor, which depends on the voltage di§ditning discharges significantly raised the noise floor, but only tem-
the geometry of the line. porarily. This atmospheric noise is characterized as impulse noise, and

Why did the author focus on foul-weather noise when that is n§t€ DGPS signal format is designed to resist temporary atmospheric
the predominant weather pattern? It is well known that there are 50tiSe impulses. The DGPS broadcast format used in the nationwide
and 765-kV lines in the U.S. that are noisier in fair weather than maf>PS (NDGPS) network features a number of message types. The ac-
345-kV lines are in foul weather. Readers of this paper cannot detéa! differential corrections are broadcast in what is called a Type-9
mine the noise level of this particular 345-kV line because not only doB¥Ssage, which is a partial correction set for up to three satellites (e.g.,

the author not report the measurements in the correct field-strenfti1e receiver is using eight GPS satellites, it will take three Type-9
units, but he also does not provide the geometry of the line. messages to receive the full set of corrections). Therefore, occasional
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The author is a Power System EMC Consultant residing at 13095 SW GlenrManuscript received January 29, 2001.
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Interference Effects on the Global Positioning
Satellite Signals

Wan Aziz W.A! and Low, T.Y.!

\Depariment of Geomatic E ngineering
Faeulty of Geoinformation Science @ Engineering
University Technology Malaysia
81310 Skudai, Jobore, Malaysia

Abstract Nowadays, the Global Positioning System (GPS) has emerged as a
univetsal cornerstone for much of our technological infrastructure. GPS s a
space-based radio navigation satellite service that provides universal access to
position, velocity, and time information. Thus, the worldwide availability of GPS
signal coverage has been responsible for many exciting developments in the field
of positioning for geoscientfic applicadons. However, The GPS signals can be
cortupted, either intentionally or unintentionally by strong interfering sources.
The interference soutces such as microwave transmission towers, radar
frequency and multipath (caused by extranecus reflections from nearby metallic
objects, ground or water sutfaces reaching the antenna) can affect GPS
applications particularly in geodetic field work. This paper therefore highlighes
the interference effects on GPS signals. Some experimentat resulrs are presenred
and discussed.

1. Introduction cellular radiotelephone base station time
base, Fault event location) and Surveying

"T'he NAVSTAR Global Positioning System ~ (1f0onal  spatial  data infrastructure,

. Hazard d structural monitoring).
(GPS) is a spacc-based radio navigation azarcous and 8 onitoring)

satellite service that has revolutionized Like most surveying technologies,
navigation. It is an ingenious combination GPS surveying techmiques are not
of applied science and technology for gl For all of s technological
Provxdmg worldw;de. anf:l round-the—c}gck splendour, GPS has its weaknesses. The
information. on navigation and position principal of these is the low power level

determination. Therefore, for th.e past ten radiated by the satellites, which introduces
years, we have witnessed a dramatic increase vulnerability to interference.  As new
in the use of t:11c F&PS tcchfaoic.)gy for many wircless applications and  technologies
types  of scxcnuﬁc. 'apphcauons. For continue to develop, conflicts in spectrum
examples, the Maritime and Waterways use and system incompatibility are inevitable,
(Search and rescue, harbour approach cxample the ultra wideband (UWE)
nRa\fll'ga tion), Railroad (Ve ssgl trafic SEIICES, signals and electrical interference. UWB

oad _ﬂect monitoring ), Pul'_)llc signals are characterized - by modulation
Transportation (Accsc.ient location reporting S qc oy vary pulse timing and position
Tracking and recovering stolen vehicles, Bus rather than carrier-frequency, amplitude, or

Hect on-the-road management), ill phase. Electrical intetference can result from
Telecommunication (Border surveillanee, electrical storms, powet lines, 2-way radios,

Precise t.in‘xing‘ for messages) Electric Power neatby electric motors, microwave towets,
(Synchronization of frequency/phase, celtular  phones,  vehicular  electrical

equipment such as alternators and ignition

0-7803-8102-5/03/$17.00 © 2003 IEEE
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systemns on  spark-ignition engines, and
pulsed  interference  from  airport
communication  radar  signals,  Several
authors reported already GPS interference in
different countries [1]. None of these is
believed to be a real problem to GPS, but
we should be aware of them, nonetheless.
Some of these have at times produced
interference to GPS receivers, The objective
of this study was to measure the degree of
interference to GPS signals in positioning
task, particular investigations will be
concentrated in biases and errors in
observed coordinates.

2. Review on the GPS and Signal
Interferences

'The main goal of the GPS is to provide
worldwide, all weather, continucus radio
navigation support to users to determine
position, velocity and time throughout the
wotld. The technical and operational
characterisdes of the GPS are organized into
three distinct segments: the space segment,
the operational control segment, and the
user sepment — see Figure: 1. The
operational GPS constellation uses 24
satellites, of which 3 are spares, orbiting in
precise 12-hour orbits. The satellites are
controlled via a worldwide network of
tracking stations, with the Master Control
“situated at Falcon AFB in Colorado. The
Master Control station measures signals
from the satellites to incorporate into precise
otbital mathematical models, which are then
used to compute cotrections for the clocks
on each satellite. These corrections and

arats GiGhon

o8

Figure 1 The GPS Segments

&

282

orbita} (ephemetis) data are then uploaded to
the satellites, which then transmit them to
GPS user's receivers.

BEach GPS satellite transmits  data on
two L-band modulate frequencies, L1 and
L2 The L1 signal (transmitted ar 1575.42
MHz) carries two codes, a
Coarse/Acquisiion  (C/A} code and a
Precision (P) code. The L2 signal
{transmitted ar 1227.60 MHz) carres only
the P code, which is encrypted so only the
military and other "authotized" receivers can
interpret it. Both L1 and L2 signals are use
to determine distance between satellite and
the receiver by measuring the radio travel
time of the signals. Details of the GPS
signals can be found in [2].

The following information provides an
overview on clectromagnetic radiation. This
has been included to aid understanding of
test results and is not meant to be definitive.
No background information is provided on
muldpath since it is assumed readers will
have an understanding of this phenomenon.
Electromagnetic radiation as it relates to
electrical noise arises in two forms. One,
intrinstc noise, is the result of the random
movement of electrons within the circnit
elements of the electrical device itself. The
second form is fmlerference, which occurs as a
result of signals being emitted from other
circuits or systems. This is known as
interference., (4], This electrical noise corrupts
the signal of interest and introduces an
uncertainty into the information that it
contains, It was  expected  that

“electromagnetic radiation emitted from the

high voltage transmission lines would be the
most likely cause of any inconsistency with
GPS positoning mode. This interference
could be arriving at the GPS receiver
through any element of the receiver acting as
an antenna. The effects that the electrical
noise has on the GPS system will be
dependent on the circuitry used. The
electrical noise could cause errors in either,
or both, the measurement of the signal
timing and the phase of the signal. The
electrical noise will manifest itseif in the
form of an electric field and a magnetic field
around the high voltage wires.
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Figure 2 The Electrical Field produced
from Transmission Line

Figure 2 displays the strength of the
electrical field produced from a 250 LV
transmission line in relation to a ground
distance at right angles to the lines away
from a point directly beneath the centte of
the transmission lines. It indicates that at
approximately 30 metres from the centre
line most of the electrical field influences are
minimal.

The carrier wave propagates along a
stragght line (not quite, there are small
bending effects due to the presence of the
atmosphere), Multipath is  caused by
extraneous reflecdons from nearby metallic
obiects, ground or water sutfaces reaching
the antenna — see Figure: 3. In other words,
the GPS signals can sometimes "bounce” off
of objects in their path and cause the signal
to reach the receiver on a different path.
This has a number of effects: it may cause
signal interference between the direct and
teflected signal (see Figure 3) leading to
noisier measutement, or it may confuse the
tracking electronics of the hardware resulting
in a biased measurement that is the sum of
the satellite-to-teflector distance and the
reflectot-to-antenna distance. The multipath
can affect each satellite-teceiver combination
independently, and hereby it is not reduced
in the double differencing, Thus, the main
ptoblem when handling multipath is that
there is no general model to correct for it. Tt
behaves  differently for  difference
frequencies, geometties and  receiver
locations, and there are no mathematical
correlations among them.

283

Figure 3 The Multipath Effects

3. Experimental

In our experiments, four test sites have been
chosen, and they are nored as Test Site I, 11,
111 and TV, respectively. ,

Test site I represented "ideal’ site known
as Bukit Komenwel (Ia) and ‘interference
site of high voltage’ known as Salak Selatan
(Ib) — see Figure: 3 . Both test sites are in in
Kuala Lumpur and it is configured by five
GPS stations, Since no multipath was
expected at this site, and there were no
cbstructions to the satellite window, it was
expected  that very few incorrect
initializations would be recorded at this sire.
The Geo-Explorer 3 GPS receiver has been
used for this experiment. To evaluate the
integrity of this receiver a large amount of
data was collected and statstically analyzed.
The data was collected with a minimum of
human intervention,

Figure 4 The Test Site I
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Test Site IIlocated in  Johore Bahra
was also chosen to determine the effect of
High Voltage power lines on the system's
ability. The first test station (Stn. 1) at this
site was matked directly beneath power lines
and the other staton (Stn. 2} s

approximately 30 metres away from a
transmission tower structure — see Figure: 5.
- The Trimble 4800 Series GPS receiver has
been used to perform this task.

Figure 5 the Test Site TI

Test Site III was located in  Bayan
Lepas International Airport, Pulau Pinang .
The survey is consisted of one based point
about 300 m from the air-traffic control
towers (DCAO0Z) in length, and the other
point was about 10 km baseline from the
aitport  (P314). The method of GPS
observation was in relative mode using the
Leica 300 Series GPS receivers, Two
telative stations about 20m apart, (namely
Stn. 1 and Stn. 2) were also established with
respect to these based (control) points — see
Figure: 6. Their corresponding relative
distance is about Zkm and 8 km away from
P314 and DCAQ2, respectively, As a matter
of fact, this experiment has been carried out
in conjunction with the monitoring survey
of the KOMTAR building, the highest
building in the northesn region — see [6] for
details. The sky view at the based stations
and relative statons is very good, ie. no
satellite passed obstruction.

284

Figure 6 The Test Site II1

Test Site IV was in the UTM Campus
to study the effect of multdpath in GPS
observations, The Trimble 4800 Sedes GPS
receiver i used to collect the data within 2
days of observations. For the Dayl
observations, the ‘normal GPS antenna’ is
used and for the Day2 observatons, the
‘ground-plane GPS antenna’ is used, The
ground- plane antenna is  specifically
designed for muldpath error reduction
{although is quite heavy). One station
(namely Stn. 1) is established near the
building (mosque} and the statc GPS
observation is carried out with respect to the
base stations G1 and GI11. The
corresponding  distance of Stm. 1 with
respect to G1 and G11 is about 1.5km and
100m, respectively.

4. Results and Analysis

The standard deviation of the horizontal
coordinates (%, Y) for both test site I{a) and
I(b) is summarized in Table: 1. The Root
Mean square (RMS) value is also iliustrated
in Figure: 7. In generally, it can be seen from
Table: 1 that the standard deviation of the
observation for the object points is quite
significant for the test site I (b), i.e. the area
of Salak Selatan as this site is exposed to the
high voltage transmission power lines.
Similasly, the RMS value is much lower for
the test site 1(2) compared with test site I(B)
in Salak Selatan.
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TABLE 1

The Standard Deviadon for Test Site I

Std. Deviation S1d. Deviation
Test Site I(b) Test Site I(a)
GPS
Sm. X Y X Y
1 1.4708 1.4145 0.1678 0.3104
2 1.9537 1.0299 0.5957 0.3595
3 1.6457 (.6641 0.0978 0.3227
4 0.7108 0,2977 0.3695 0.5640
5 0.6537 (.3561 0.3154 0.4423
23
%‘ 1
o 1
2.,
N #
Swl Sk Gkl Sed 53
Observed Station

Figure 7The RMS values for the Test Site I

One of the station at the Test Site I (ie.
station 1) has been computed for its 2D-
coordinate position duting the experiment,
and the corresponding resulrs is graphically
shown in Figure: 8. In pgeneral, it can be
seen that the accuracy in X and Y
cootdinates for Bukit Komenwel site is less
than 1 m compated with the one at Salak
Selatan site. The scattered X, Y coordinates
for this test site is between 11 to L5 m.

Station 1
Bukit Komanwell
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& 47—‘—9?‘—-—#‘ —
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a

Station 1
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.-.
2
- 10
* 10
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Figure 8 The Scattered X, Y Coordinate
Values for Test Site I — Station 1

The result for the test site I is illustrated in
Figure: 9. The residual distances shown in
this figure indicates that the value is rather
significant at test site IT Stn. 1 because this
station is located directly beneath the high
voltage powet lines {see dashed lines). The
corresponding value is between —0.01 m to
0.04 m compared with the one from the test
site Stn, 2 (which is about 30 meter away
from the high voltage power line). The
overall value at this station is about * 0.01
meter only,

Figure 9 The Residual Distance for
Test Site IT - §tn.1 and Stn.2

The experiment for the Test Site 111 was
also processed with respect to both based
(fixed) stadons P3t4 and DCAQZ, and it’s
resuft is shown in Figure: 10, From this
figure, it is clearly shown that the coordinate
values differences from the mean value
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during the obsetvation is rather significant use of ground-plane GPS antenna is
for the based station DCA02 (ncar the subsequently provides superior multipath
airport) compared to based station P314, reduction compared to normal antenna and it
although the sky view and also the Dilution is very useful in Real Time Kinematic (RTK)
of Position (the satellite-receiver geometry) GPS mode.

at these stations is less than 3. ’

Based P314 .

Table: 2 — The Results from Test Site IV
'gT 30 E5tn 1 From To | RMS | Ratio
5 20 s Dayl | Dayl
1 19 2 Astn 2 Day2 | Day2
T, 1 T4 Gi_ |Sm.1 | 0018 |395
® b Dy M 0.015 {437
Coovdlnates Axis G11 Stn. 1 0.011 4,28

0.009 | 473

Bused DCAR2 5. Conclusions

g g §5§ . gstn1 GPS is a powerful enabling technology
35 E s EI Ostn2 that has created new industries and new
§ g 201 : i industrdal practices fully dependent upon
e o GPS signal reception. Up to now we have
Coordinates Axis been treating the calculations that go into

GPS very abstractly, as if the whole thing

were happening in a vacuum. But in the real

world there are lots of things that can
happen to a GPS signal. For example, the
Figure 10 The Coordinate Difference presences of electromagnetic interference,
between P314 and DCA0Z for Test ultrawideband and multipath have been
Sire ITI shown to significantly impait the process of
integer  ambiguity  resolution.  The
conclusions will be of value to individuals
who are planning to carry out the GPS
measurements beneath high voltage power
lines, or other areas in which significant
signal interference may be present. However,
it must be recognized that since the data was
not collected in a stictdy controlled
environment, the results quoted in this paper
should be used as a guide only and should
not be considered definitive.

For the Test Site IV, the multipath
effect is summarized in Table: 2. From this
table, the matio between Dayl and Day2
observation is clearly shown that the ground
plane antennaz is significanty reduce the
multipath errors compared with the normal
GPS antenna. The ratio is defined as the
rclationship between two variances in the
integer ambiguity resolution (for fixed solution
only). The higher ratio value will show the
better GPS solutions. Similarly, it alse can be
seen from this wmble that the RMS values for
Day2 observations is much bewter than (lesser f1] Butsch, F. 1997 : * GPS interference
values) the Dayl observation for both GPS problems in Germany” . Proc. ION
basclines. The difference in the RMS value is Annual Meeting, Albuquerque, N.M,
between 0.00lm to  0.003m for the  USA.
observations, This expetiment shown that the

a
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Abstract— This essay conducts the mechanism
analysis and experimental study on the
interference of high voltage lines to the navigation
system of UAV and shows that the essence of the
interference is that air becomes corona plasma
after the ionization under high voltage. In addition,
when GPS signals pass through this area, some
frequency channel will be absorbed. Therefore, the
propagation of electromagnetic waves is prevented.
The UAV tries to get GPS positioning signal by
flying through high voltage area in a low height,
resulting in the loss of GPS signal received by the
navigation system. Through the measurement and
comparison of the electromagnetic wave spectrum
traveled through corona plasma, the corona
plasma’s absorbing of electromagnetic wave is
observed.

Keywords —high voltage line; corona plasma;

electromagnetic wave; refraction resonance;
absorption prevention.
I. INTRODUCTION

The altitude of ultralow altitude UAV is between 0 and
100m and such UAV is widely used in agricultural
plant protection, power line patrol and other fields.
There exists a large number of lines whose high
voltage range, from several to hundreds of kVs, may
cause serious interference to the navigation system of
UAV. This can lead to the loss of GPS data of the
navigation system and accidents and it might even hit
the transmission lines and insulated terminals causing
a serious electric accident (Liu et al.,2011; Chen et al.,
2008; Yin et al., 2009).

The interference of high voltage line to the GPS
system of UAV draws the attention of many scholar
and technological personnel and they focus on the
study on the mechanism of interference and the
protection. At present, the commonly accepted
explanation is that the high voltage lines generate
strong electromagnetic radiation field and the radiated
electromagnetic field interacts with the UAV
navigation system through coupling, which leads to

the error of navigation system (Zhang ez al., 2011; Wu
et al., 2009). However, such explanation does not
explain the phenomenon that UAV does not interfered
while flying above the electrical lines higher than the
high voltage line.

Theoretically, the frequency of electromagnetic
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radiation is very long and it is difficult to slot coupling

(Liu et al., 2000; Liu ef al., 2008; Xiao et al., 2007)
with the navigation system of UAV. Through the
generation and diffusion of corona plasma, this essay
believes that the essence of high voltage line’s
interference to UAV is that air is ionized under high
voltage to form a plasma. The plasma has a strong
shielding effect on the GPS signal transmitted by the
satellite causing the loss of signal of the navigation
system (Das, 2017). Meanwhile, through the
experiment of receiving GPS navigation data while
the UAV flies through high voltage line area in low
attitude and the measurement and comparison of the
electromagnetic wave absorption spectrum while
electromagnetic wave through the corona plasma, it
proves the absorption of electromagnetic wave by
corona plasma.

Il. THE GENERATION AND DIFFUSION OF
CORONA PLASMA

Due to the high voltage electric field, the air is ionized
and generates corona plasma. Because the mass of the
positive charge in the corona plasma is larger, the
motion is slow, and the range of motion is much
smaller than that of the electron. Therefore, the
charged particles in this paper mainly refer to the
electron (Dey, 2017).

When the charged particle is generated, it will
move under the action of electric field and magnetic
field, and its motion is very complicated. Considering
the effect of magnetic field is much smaller than that
of electric field, which is:

E>>vxB (D

Where E, ™, B respectively refer to electric
field intensity, charged particle velocity and magnetic
field intensity and the effect of magnetic field on the
motion of charged particles can be ignored. Therefore
the problem can be simplified to the motion of charged
particles in an electric field. Then the corona induced
by this motion is discussed.

It is assumed that the electric field on the surface
of the conducting wire is constant and equal to E.

U
R @
rIn—
o
Where h refers to the lead height, U the
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voltage of the lead and I the semi-diameter of the
lead. h is much greater than the semi-diameter of
lead Iy, therefore the electric field intensity E inthe
space near the conductor is similar to the electric field
of coaxial cylindrical capacitor, so:

E:U

rInB 3)

o
Where R refers to the inner radius of coaxial
cylindrical capacitor. So:

U
Er=—x 4
In— )
Iy
This is constant, then:
Er=E.r ©)
Therefore the ion speed is:
dr r
v=—=KkE=KkE,2 (6)
dt r
The formula above can be rewritten as follows:
rdr
dt = (7)
KE. I,

Integrating on half cycle and considering

Max >> Iy, the formula above can be rewritten a

r.. ~«KTE.I, (3)

cm/s
Viem’

into the formula above, so

put T=0.02s, I, =1.25cm, k=1.8

E. =3MV /cm

Ia=2.2m .

As it is seen, the effective diffusion distance of
charged particles is very large. After the charged
particles are generated, diffusion escape and
compound disappearance happen, meanwhile a new
plasma is formed by the ionization of the air in the
electric field, and the dynamic equilibrium is reached
forming stable distribution of plasma corona region.
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IHLLSCATTERING OF ELECTROMAGNETIC
WAVE BY CHARGED PARTICLES

The plasma corona region will obviously produce
refraction and reflection of electromagnetic wave,
which will affect the propagation of electromagnetic
wave. The propagation of electromagnetic wave in
charged particles can be analogous to the propagation
of electromagnetic wave in a conducting medium and
the propagation constant of electromagnetic wave in
conductive medium is

y=\ oo + joe) ©)
where @  refers to angular frequency, H
permeability, €  dielectric constant and <

conductivity. The development of the formula above
concludes an attenuation constant

2
a=a)\/%( 1+ 2 -1) (10)

o’s’

and a phase shift constant

2
ﬁ:a)\/%( 1+ fz+1) (11)

w &

As it is seen, the amplitude attenuation and phase
shift will occur when the electromagnetic wave
propagates in the charged particles and , so that the
amplitude of the GPS signal is weakened or the error
occurs.

IV. EXPERIMENTAL VERIFICATION

A. Experimental arrangement

The experiment can be divided into two parts, which
respectively test the corona plasma shielding effect to
GPS navigation signal from satellite and the
absorption spectrum to electromagnetic wave causing
by corona plasma. The framework of the control
system of UAV is:

e
The GPS : UAV Signal Executive
signal  of I receiving processing system
navigation : antenna system
satellite |

:_ ________ vav., .

Figure 1. The framework of the control system of UAV.
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Table 1. The statics of data losing of 10 flights.

Time 12:35:5  12:35:5  12:35:  12:36:0 12:36:0 12:36:03
8 9 60 1 2
N°. of valid read data 4 3 3 0 4 8
N°. of data lost 4 5 5 8 4
D

Emission end A |,

~| Receiving end B

i

—————Ccorona pl asma area

T

, —electrode
s

\insulate sleeve

Figure 2. Emission-absorption spectrum text experiment.

After the GPS signal from navigation satellite is
accepted by UAV and receiving antenna, it is sent to
executive system by signal processing system and then
the cruise mission in various locations is completed.
Therefore the receiving of GPS signal by navigation
satellite is a key point. Once this signal is lost, the UAV
will not complete given cruise mission.

(DShielding of high voltage transmission line to
GPS data of UAV

Made the UAV flied in a low attitude. To ensure
safety, make UAV respectively fly below and above the
220kV industrial transmission line. Moreover, made
the UAV flied at a vertical distance of Sm and 10m
respectively with a GPS signal frequency of 1268MHz.
The result was:

While flying below the line, the UAV lost control
for 8 times. The GPS date in the black box showed that
the data during the losing-control period was lost. The
part of the data when the UAV flied below the lines
from 12:35:58 to 12:36:03 were shown in following
form. The data were read 8 times per second in the
experiment:

Meanwhile, it was also found that the time of
missing data was continuous.

The out-of-control situation was not found in the
experiment while flying over the lines and there was
not losing of GPS data in the black box.

(2 Absorption of electromagnetic wave by plasma

The GPS signal comes from positioning satellite
and it travels in the form of electromagnetic wave. The
plasma has the effect of attenuation and phase shift on
the electromagnetic wave. Therefore, through
observing the incident electromagnetic wave
absorption spectrum, it proves the interference and
shielding of GPS signal produced by corona plasma
generated by high voltage line. The experimental
arrangement was like:

Electric pulses from a pulsed source were
transmitted through a broadband antenna and then
electromagnetic =~ wave were transmitted, the
electromagnetic wave traveled through the corona
plasma generated by electrode loaded 200kV direct
current high voltage, and the received signal was
measured at the receiving end by the same broadband
receiving antenna. Through the comparison of
emission spectra and receiving spectra, the absorbing
of electromagnetic wave by corona plasma was
observed. In order to obtain enough wide frequency
range bandwidth, the electric pulses wave in time
domain is double exponential wave, the experimental
principle is shown in Fig. 2.

Assume that in Fig. 2 the corona plasma area is
nearly circular, keeping the Link Lines of emission-
reception parallel to ground. Obviously, changing the
height H between the transmitting end and the ground
can change the distance D that electromagnetic wave
travel in corona plasma, because it is related to the
distance for electromagnetic wave attenuation when
it travels through corona plasma, and if plasma have
shielding and interference on the electromagnetic wave,
the receiving spectrum will be different. In the
experiment, the minimum height H is about 1.5m, the
receiving spectrum was read when height H was raised
per 15cm, Fig. 3 is the emission spectrum. The Fig. 4
to Fig. 7 are respectively the receiving spectrum when
the heights arel.65m,1.8m,1.95m,and 2.1m.The same
attenuator is used in various heights

It can be seen from Fig. 3 and 7 that the plasma has
obvious shielding for electromagnetic wave within the
frequency between 320MHz and 900MHz. Meanwhile,
the receiving spectrum is obviously different at
different distance.
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Figure 4. Receiving spectrum at H=2.1m.
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Figure 6. Receiving spectrum at H=1.8m.
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Figure 7. Receiving spectrum at H=1.65m.
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B. Experimental analysis

It can be seen from the receiving experiment on GPS
receiving data, the loss of receiving data happens when
UAV flies below high voltage line area and there is not
such situation when it flies above the high voltage line.
Because the high voltage line can generate corona
plasma, it proves that the loss of GPS navigation data
is related to the shielding of electromagnetic waves by
plasma. It is worth noting that, even when the UAV
flies through the high voltage line, there is no
interference of receiving data, which in turn confirms
the statistical characteristics of the corona plasma
fluctuations.

To explain with the experiment of emission
spectrum and receiving spectrum where within the
frequency scope between 320MHz and 900MHZ, the
plasma has obvious interference and shielding to
electromagnetic wave and the phenomenon of
interference and shielding from plasma can be
explained on the attenuation of electromagnetic wave
and phase shift. In the formula (10) and (11), it refers
to attenuation and phase shift of electromagnetic wave
propagating in plasma. Due to different incident angles,
the plasma has different reflection and refraction on the
electromagnetic wave. So the electromagnetic wave
amplitude and phase in the plasma region are different.
Meanwhile, due to different atmospheric conditions,
altitude and air humidity, the physical characteristics
such as plasma density and equilibrium distribution are
different. Therefore, it is quite difficult to get the
relationship between attenuation factor, phase shift
factor and the incident angle accurately. However, it
proves that the shielding and interference of
electromagnetic wave by corona plasma exists.

V. CONCLUSIONS

This essay discusses the conditions where high voltage
lines generate corona plasma and analyzes diffusion of
plasma in the electrical field of high voltage line.
Through the GPS signal obtained by UAV while flying
below and above the high voltage lines respectively, it
finds that the loss of GPS navigation date happens
when the UAV flies below the lines and not when it
flies over the limes. Through the measurement and
comparison of the electromagnetic wave spectrum
while the electromagnetic wave traveled through the
corona plasma, the shielding and interference effect of
corona plasma on electromagnetic wave is observed.
This proves that the signal loss of UAV navigation
system is because air is ionized under high voltage
environment into corona plasma, which has strong
shielding effect on the GPS signal sent by satellites.
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Smart agriculture integrates a set of technologies, devices, protocols, and computational paradigms to improve
agricultural processes. Big data, artificial intelligence, cloud, and edge computing provide capabilities and so-
lutions to keep, store, and analyze the massive data generated by components. However, smart agriculture is still
emerging and has a low level of security features. Future solutions will demand data availability and accuracy as

key points to help farmers, and security is crucial to building robust and efficient systems. Since smart agriculture
comprises a wide variety and quantity of resources, security addresses issues such as compatibility, constrained
resources, and massive data. Conventional protection schemes used in the traditional Internet or Internet of
Things may not be useful for agricultural systems, creating extra demands and opportunities. This paper aims at
reviewing the state-of-the art of smart agriculture security, particularly in open-field agriculture, discussing its
architecture, describing security issues, presenting the major challenges and future directions.

1. Introduction

Agriculture is the most important provider of food and plays an
essential role in economic growth. The Food and Agriculture Organiza-
tion of the United Nations (FAO) states that global demand for food must
grow to 70% by 2050 to meet demand. While current production suffices
to feed the entire world population, 500 million people still suffer from
malnutrition, and over 821 million go hungry. The United Nations esti-
mates that the world’s population will increase by over 2 billion people,
most living in urban areas. More than half of this increase will occur in
India, Nigeria, Pakistan, the Democratic Republic of Congo, Ethiopia, the
United Republic of Tanzania, Indonesia, Egypt, and the United States.
Projections show India and Nigeria to account for the increase of
approximately 473 million people between 2019 and 2050 [1]. This
population increase represents a challenge to reach the goal of zero
hunger defined in the text Sustainable Development Goals (SDGs) [2].
These expectations for the coming years influence the global demand for
food. It may be difficult to meet 40% of water demands by 2030, and the
degradation of 20% of arable land will reduce food supply. Therefore,
food production requires more resources than currently available and
more sustainable systems to increase cultivation rates and reduce the use

of natural resources [3].

Annual cereal production must increase by 3 billion tons, and meat
production has to grow over 200% by 2050 to meet the demand [4].
Cereal supplies will depend on the increase in yields. This increase re-
quires the improvement of cultivation practices, structural changes to-
wards larger farms, and the ability to adapt technologies [5]. Although it
may be possible to meet the growing demand, it is not clear how to
achieve it sustainably and inclusively. Then, there is a crucial need to
streamline the farming system transformation at extraordinary speed and
scale-up [4]. At the same time, the Fourth Industrial Revolution (Industry
4.0) and the Internet of Things (IoT) provide new technologies and in-
novations. These new technologies and innovations applied in agricul-
ture are called smart agriculture, smart farming, or Agriculture 4.0. These
terms are used interchangeably throughout this paper. Agriculture 4.0
can provide information on improving plantation productivity without
increasing the crop area, optimizing irrigation processes by consuming
less water and energy, or providing resources to control pests more
efficiently, for example. These will be possible by integrating technolo-
gies for environmental measurements, prediction, and automation tools.
New capabilities created by smart farming can optimize agricultural
processes, allowing production to escalate while using fewer natural
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resources.

Smart farming combines different technologies, devices, protocols,
and computing paradigms to enable the farmers to make the most out of
innovations. Innovations in agriculture are called the “digital agricultural
revolution’” and will transform all aspects of agriculture, resulting in more
productive, efficient, sustainable, inclusive, transparent, and resilient
systems. Nevertheless, integrating technologies into the agricultural
sector depends on the complexity and maturity of technologies such as
mobile devices, precision agriculture, remote sensing, big data, cloud,
analytics, cybersecurity, and intelligent systems [4]. Although there are
several security issues related to the smart farming, such as compatibility,
heterogeneity, constrained devices, processing, and protection of
massive data, few resources have been incorporated in Agriculture 4.0 so
far. Therefore, this paper addresses the security challenges in these
systems.

To build robust and efficient systems, Agriculture 4.0 must ensure (i)
the correct and complete generation, transfer, and processing of data, and
(ii) that the system has adequate security features to prevent attacks. Data
integrity is essential to enable the proper operation of data-driven tech-
nologies, such as analytics and smart systems. Malfunctioning hardware
or attacks, whether directed to the system or using the system as an
intermediary for external attacks, can put security at risk. Heterogeneity
of resources raises a lot of security concerns, such as keeping privacy,
maintaining trust and reliability, which can be crucial to meet the de-
mand and potential of emerging applications [6,7].

Since smart agriculture integrates elements from the traditional
Internet, IoT, cellular, and wireless networks, it may incorporate all se-
curity problems these technologies present. It also deals with new special
security issues such as data and device integrity, data accuracy, and
availability. In smart farming, the devices (sensors and actuators) and
communication systems are exposed to climatic fluctuations (sun, rain,
snow), natural events (lightning, hail), engines (used in agriculture),
power line transmissions (common in some rural regions), wandering
animals, people and agricultural machinery. These elements make smart
farming vulnerable to problems that have not been addressed in other
contexts so far.

For instance, smart agriculture has devices installed in open areas and
exposed to external agents such as animals, humans, or agricultural
machinery. These agents can unintentionally remove the sensor from the
original location or damage them. Most times, the devices cannot use
protection boxes to prevent these external agents from approaching as in
other scenarios, such as in smart cities. The lack of protection leaves
devices vulnerable to security incidents and reveals a distinctive feature
concerning applications in agricultural systems.

Another threat is agroterrorism, which has been around since the 6%
century B.C [8]. This type of terrorism can have several objectives, such
as causing financial damage, fear, and social instability [9,10]. Through
crises in agriculture and the food industry, terrorists can stimulate social
unrest and loss of trust in government, which can serve a variety of in-
terests in the globalized world. For example, terrorists and governments
in trade disputes may want to cause economic damage to a nation, eco-
nomic opportunists may attempt to manipulate markets, and unbalanced
or disgruntled people may commit attacks with idiosyncratic or narcis-
sistic motivations [8]. New technologies, such as smart agriculture, can
contribute to the evolution of agroterrorism, creating cyberagroterrorism.
It might use computer systems in agricultural environments to damage
crops, livestock, and generate financial losses. Cyberagroterrorists can
act both locally, on farms, and online, operating the attacks through
cyber resources.

This article presents special security issues in Agriculture 4.0. The aim
is to highlight the main solutions in this area and discuss security threats.
Section 2 reviews smart agriculture and the architecture used by most
systems. Section 3 outlines the major security threats from a layered
perspective. Section 4 summarizes the current state of intelligent agri-
culture applications. The last section presents the key challenges in this
area and points to future directions.
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2. Smart agriculture overview

Agriculture has undergone several revolutions, which improved the
sector’s efficiency and profitability. The plant domestication (10,000 BC)
led to the world’s first societies and civilization. In recent centuries,
agricultural mechanization (between 1900 and 1930) introduced ma-
chines and implements to mechanize work, increasing farmworker’s
productivity. The Green Revolution (about the 1960s) enabled farmers to
use new crop varieties and agrochemicals. In the late 20 century and
early 21% century (from 1990 to 2005), biotechnology allowed the cre-
ation of plants with pre-selected traits, such as increased yield and
resistance to pests, drought, and herbicide. Now, the digital revolution
could help humanity to survive and thrive long into the future [4]. Fig. 1
presents an overview of major agricultural revolutions, that preceded the
digital revolution.

The first steps toward the digital revolution focused on automation
techniques, including few computational functionalities [11,12]. Next,
smart agricultural systems had sensors to collect climate or environ-
mental data. Sensors connect to a constrained border device, named
gateway, linked to a local computer through a network connection,
frequently wireless. The local computer receives data from the gateway,
stores it in a database, and shows processed information on a web page.
Local systems did not integrate with external systems or the Internet.

In recent years, the scenario has changed, with researches in artificial
intelligence and machine learning focusing on agricultural contexts,
irrigation, animals, and farms. In the irrigation field, monitoring, con-
trolling, and decision-making solutions attempted to save water and
improve production [13-18]. Some studies focus on hydroponic [19],
horticulture [20], vineyards [21] and leaf disease detection [22].
General-purpose systems [23-25], just implement IoT technologies and
resources or design web-services [26], alert services [27], traceability
resources [28] and control on the cloud [12]. Although there are several
solutions in Agriculture 4.0, they are still immature and provide a low
level of intelligence. Many of these proposals are automation-restricted,
with sensors and actuators sending data to the gateway. In most cases,
there is no integration with the Internet, though in a few cases, local
systems store data in the cloud.

The above systems have been built up in architecture (see Fig. 2) that
consists of perception layer devices, network layer capabilities, edge
resources, and cloud-based applications and services [29,30]. The
perception layer includes sensors, GPS, tags RFID, cameras, actuators,
and any other devices responsible for collecting data from the farm
environment and acting to modify them. These devices do not have the
computational capacity to process or store data and perform at the edge
or the cloud. This layer connects to edge resources via network tech-
nologies, which is usually a Wireless Sensor Network (WSN).

The edge layer may contain a variety of resources such as security
features, data filters, decision-making capability, diversified processing,
in-out interface, and the gateway. Including one or more resources at the
edge depends on the features of the appliance. Some appliances support
only the retransmission of data, while others have the computational
capability to perform more tasks. More robust gateways can process data,
make decisions, send commands to actuators and data to the cloud. The
Internet Service Provider (ISP) connects the gateway to the cloud. The
cloud processes and stores data to provide end-users with information
and services. Data processing is a challenge, considering a large mass of
data produced by the perception devices reaching the Big Data world,
and the financial cost of processing in the cloud.

Processing everything in the cloud, as proposed by many solutions,
implies enormous bandwidth requirements and high financing costs. It
can be advantageous to use a robust gateway and perform part of the
processing at the edge. Moving part of the subsystems to the edge may
reduce the financial costs of smart farming. Data consumed or pre-
processed at the edge saves bandwidth and can reduce the computing
resources required from the cloud, protects privacy, and preserves the
battery life of some devices. Thus, the cloud could store and process
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Biotechnology

Technologic development permits
plant breeders select best
performing plants improving crops
throught selection of traits like
increased yield, pest resistance,
drought resistance, and herbicide
resistance.

Digital Revolution

Integration between digital
technologies and agriculture will
drive innovation which will
transform every part of the
agrifood chain, bringing
smallholder farmers into new
digitally driven agrifood systems,
impulsioning sustainable
development.
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Fig. 1. Agricultural revolutions.
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Fig. 2. Structure of smart agriculture components.

massive data, make decisions, and interact with the user. Processing big
data to make decisions at the edge may require tools like artificial
intelligence.

The improvement of devices and communication technologies will
make it possible for more computational resources to be integrated into

systems. Such integration aims at meeting different demands of agri-
cultural automation, farm management, and precision farming [12,30].
Solutions must evolve to management systems rather than just moni-
toring, which can result in new challenges and possibilities. Another
issue is the security of data. From the detection up to the storage and
decision-making in the cloud, it is mandatory to provide data privacy,
reliability, and accuracy. Security issues in smart farming are a great
challenge and will be detailed in section 3.

3. Smart agriculture security threats

As discussed in Section 2, smart systems have four layers: (i)
perception layer; (ii) network layer; (iii) edge; (iv) application. Table 1
shows the resources responsible for collecting, transporting, processing,
and storing data at each layer. The set of devices, protocols, and tech-
nologies use the data to monitor environments and automate farming
activities [29]. Storage, management, and data processing combined
with Internet connectivity bring several issues and security threats. Fig. 3
summarizes attacks on smart agriculture in the layered perspective.

Security incidents may be accidental or intentional. Animals, farm
working, and machinery can easily access farming environments and
cause incidents. Additionally, smart systems comprise heterogeneous
devices and software from distinct manufacturers installed between
growth areas and the cloud. These specific features might make several
security breaches and could result in incidents that compromise the smart
system. Nevertheless, this topic has not been studied in most systems in
use so far.

The system design should consider compatibility with distinct de-
vices, protocols, subsystems, and multi-access methods. Smart Agricul-
ture uses machine-to-machine (M2M) communication and devices
manufactured by different vendors. However, most security mechanisms
were developed for the communication model used by TCP/IP networks.
These mechanisms usually ignore the existence of multiple heteroge-
neous devices communicating simultaneously. Security features created
for TCP/IP networks can divide the relationship between smart farming
devices, reducing their efficiency. Multi-access methods and heteroge-
neity hinder security, interoperability, and network coordination,
increasing security vulnerabilities [31].

Agriculture 4.0 is exposed to a vast spectrum of cyberattacks. Security
concern needs to be part of the system, maximizing their potential.
Among these issues, there is also access control, management, informa-
tion storage, data integrity, and reliability. Most of the security problems
are quite common in other systems, but some are present only in those



A. Rettore de Araujo Zanella et al.

Table 1
Smart agriculture elements.
Layer Resource Description
Perception Sensor and Small devices to collecting environment data,

Camera such as humidity and temperature.

Actuator Devices or systems for changing the
environment state. Example: sprinkler,
ventilation, and irrigation systems.

Tag RFID Small devices to storing data, such as livestock

identification number.
GPS A System that provides geolocation of
agricultural machinery, farm resources and may
assist precision farming system.
Devices and technologies to interconnecting
remote devices and transferring data. Example:
router, access points, protocols.
Security protocols and schemes for ensuring the
availability, integrity, and confidentiality of the
system and data.
Software and hardware interface for
communication beyond the local area.
Software features applied to decision-making,
processing data and so on.
System located at the edge of the network,
connected with farm devices (perception layer)
and the cloud. This system can process data,
store small amount of data and communicate
with the cloud.
System for storing data produced by the smart
system.
Resources for exchanging data between the
remote application and provide access to the
end-user application on the Internet.
System to making-decisions to change the state
of the environment.
Software for presenting information to the user.

Connection
Technologies

Network

Edge Security features

In-out interface
Diverse resources

Gateway

Application =~ Database

Web tools

Decision-making

End-user
application

that operate in open-field systems, such as smart agriculture. Although
privacy is unnecessary in most contexts, others might require it. This
work addresses all security requirements regardless of the context.
Therefore, the developer must select the features related to each system.
Here we introduce some of the current security issues in Agriculture 4.0,
describing the most relevant threats in each layer separately.

3.1. Security issues at perception layer

The perception layer mainly deals with physical devices, such as
sensors and actuators. They can be installed in small farm areas, such as
those found in Europe, or scattered along with large farms, current in the
USA, Australia, and Brazil. Physical devices may malfunction because of
accidental or intentional human action, viruses, malware, or cybercri-
minals. There are many kinds of sensors and technologies used by smart
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farming applications, and this variety enables several security threats just
as follow:

Random sensor incidents - It is the unintentional physical modifi-
cation of a perception device that diverts it from the regular operation.
Smart systems developed for small or large farms may have devices
installed outdoors. In many cases, these devices do not have tamper-
resistant boxes, as this would make it expensive. The lack of tamper-
resistant boxes exposes the device to interactions with external agents
such as people, animals, or agricultural equipment. A farmworker or wild
animal may accidently collide with a sensor, moving or removing the
device from its original location, violating system integrity. Farm
equipment, such as a tractor, may hit the device causing temporary or
permanent physical damage, leading to data corruption, data unavail-
ability, or damage to the device. This threat is not exclusive to smart
farming but may be present in other contexts, such as smart cities.
However, it is a relevant issue because it can have a deep impact on the
reliability of the solution. In most cases, there is no way to avoid this
threat, though it is necessary to identify it to avoid its effects.

Autonomous system hijacking - It consists in hijacking autonomous
systems such as tractors, drones/UAV, and sowing robots. Several
farming activities use autonomous systems, such as drones and robots.
Drones could spray pesticides and fertilizers, and robots may perform
weeding and disease detection. If a malicious agent hijacks an autono-
mous system, the hijacker can remotely control and guide without
authorization. This type of attack could have several impacts, from the
unavailability of the system to perform a task to its complete damage or
crop damage.

Autonomous system disruption - It is an intentional modification of
autonomous system resources. Autonomous tractors, robots, and UAV
(Unmanned Aerial Vehicles) are technologies increasingly present in
precision agriculture, especially in large farms. These equipment have a
series of features that are essential to their operation, such as sensors,
cameras, GPS, maps, and remote-control systems. If an opponent mod-
ifies one or more components, the autonomous system may work
improperly or suffer/cause accidents. Malfunctions could result in severe
losses, resulting from incorrect soil or crop management, damage to
crops, buildings, equipment, and machinery, including the autonomous
tractor itself.

Optical deformation - It is the deformation of images from cameras
installed in robots or autonomous devices. Some autonomous systems
have cameras to capture images. The cameras usually have an essential
function in the system, and the captured images should have a minimum
quality. Cameras are usually vital to the system. Pictures must meet a
minimum quality standard in order to ensure the whole process to run
smoothly. Below standard pictures may mislead the harvesting system
into picking spoiled or unripe fruit or even damaging the fruit trees.

Irregular measurement - It consists of abnormal measurements or
readings caused by data corruption, energy depletion, electromagnetic
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interference, interception of variable connectivity, severe weather, mal-
functions, or false inputs. In some regions, usually in large farms, high-
voltage grids pass over agricultural areas and can generate an electro-
magnetic field, causing distortions or data corruption. Power depletion of
battery-powered devices, variable connectivity, or malfunctioning of
some device components can cause irregular readings, compromising
data availability or integrity, which results in inaccurate data. Inaccurate
data can be dangerous for decision making, resulting in incorrect data
analysis, and reducing system’s accuracy.

Sensor weakening - This is the normal degeneration of sensors
because of processes such as corrosion, oxidation, dust accumulation, and
saturation. Some sensors used in smart farms can suffer gradual degra-
dation for exposure to environmental conditions and physical-chemical
or climatic phenomena. For example, wind speed sensors installed in
dusty environments can suffer from dust accumulation, which gradually
prevents the rods from moving. Humidity sensors can saturate when
exposed to high humidity levels. Sensors built with copper may suffer
oxidation. This way, the sensors register incorrect or irregular measure-
ments. The natural degradation of the sensors requires their periodic
replacement. However, some events may expect device degradation,
causing failures earlier than expected. It is still not possible to avoid the
natural degradation of the sensors. However, it is necessary to detect
sensor weakening, to prevent the use of inaccurate data by the system.

Traditional network and IoT attacks can affect the security of smart
farming applications, for example:

Node capture - It consists of the physical capture of a node or device.
This operation could be performed by entirely replacing the device or
modifying components of hardware or software [32,33]. Node capture
may not generate a significant impact if performed on a single node and
might not trigger other attacks. However, after capturing a device, the
opponent may modify the hardware or software, gain access to the sys-
tem, or inject false data. A node capture breaches the integrity of the
system and can potentially interfere with decision-making. It might also
damage the cultivation and cause financial loss. For example, a hostile
actuator in an irrigation system could never start irrigation or flood the
crop. A dissatisfied employee or commercial competitor who has physical
or logical access to the system could perform this attack for several
reasons.

Fake node - An adversary adds fake or malicious nodes to the system
to disrupt their operation [31]. A node capture could trigger this attack
and lead to node replication. This kind of attack usually aims at both to
manipulate data or to shutdown services and devices. In a system with
insufficient or fraudulent identity control, malicious sensors could send
wrong data interfering with decision-making, or inject multiple packets
into the network causing a denial of service, or sleep deprivation. Like-
wise, actuators may act maliciously, hostile gateways may send false
commands to legitimate actuators, or act as black holes to cause harm.

Sleep deprivation - This attack aims to drain the battery of the device
until depleting it. Smart farming sensors are energy-restricted and usu-
ally use power batteries. To reduce the power consumption and prolong
battery life, the nodes should enter in sleep mode when they are not
working [34,35]. Sleep deprivation attack sends sets of apparently
legitimate requests so that the devices remain awake as long as possible.
Therefore, the battery of the device will deplete, and the node shuts down
[34,35]. Once the sensors turn off, sensed data is no longer sent,
compromising decision-making, and system efficiency.

Since Agriculture 4.0 systems are open-field, they are susceptible to
environmental conditions, climate fluctuations, and human action. Weak
security measures could affect the reliability and trust of the system,
exposing them to accidental use of corrupted data, remote control, and
physical damage. Sensors do not have computational resources that allow
the adoption of traditional security methods, such as cryptography,
which makes security even more challenging. Therefore, adding inno-
vative security solutions to this layer is as challenging, as necessary.

Array 8 (2020) 100048

3.2. Security issues at network layer

The network layer transmits data from the perception layer to the
most robust computational unit, usually the cloud. The transmission of a
large amount of data over a wide transmission area makes this layer
susceptible to attacks, which generally threaten confidentiality and
integrity [36]. Although the existing communication network has rela-
tively complete security protection measures, there are still some com-
mon threats that can compromise network resources [31,37]. Major
security issues in the network layer are as follow:

DoS/DDosS - It is a transversal attack that affects all layers. Denial of
Service (DoS) aims to prevent access to services or devices either by
overloading the network or by exploiting protocol vulnerabilities that
lead to the collapse of resources, such as CPU and memory [38]. There
are several ways to achieve this attack, such as flooding servers or routers
with numerous requests. Flooding attacks can cause network delays,
disable devices, and make the service unavailable. When the attacker
uses multiple sources to flood the target, then such an attack is termed as
a Distributed Denial of Service attack (DDoS). Although such attacks
were not designed specifically for smart systems, Internet connectivity,
pervasiveness, heterogeneity, and high vulnerability of these systems
make them prone to such attacks [39]. In farming systems, DoS attacks
could prevent measurements from reaching the edge or cloud on time,
delay commands to actuators, and make services unavailable.

Data Transit Attacks - Some attacks intend to intercept data
exchanged between network components to find sensitive information
[7]. Different connection technologies connecting distinct points on the
network and wireless networking carrying clear (unencrypted) data
make these systems susceptible to data breaches [7,40]. An opponent
could conduct traffic interception through malicious access points or by
man-in-the-middle attacks [40]. Traffic interception exposes sensitive
information such as unique identifiers, access credentials, or crypto-
graphic keys. Other transit attacks can corrupt network traffic, enabling
malicious control, or even compromising the entire system.

Routing Attacks - They intend to alter network routes to achieve
control of traffic. IoT networks may have malicious nodes that try to
redirect routing paths during the data transmission process. Attacks such
as sinkhole and wormbhole could subvert the communication network and
get unauthorized access. The sinkhole is routing attacks where a rival
announces a shorter routing path and draws nodes to route traffic
through it. Malicious routes allow disrupting the traffic flow [7,41]. In a
wormhole, an opponent creates a tunnel between two nodes for fast
packet transferring to create a shortcut on the network and control traffic
[7,42]. During these attacks, the recipient may receive the information
late, receive partial or changed information, or not receive one data [41,
42].

Network layer resources on smart farming and IoT systems have some
common security vulnerabilities. However, smart farming can consist of
multiple systems and integrate technologies and subsystems from
different vendors. Therefore, integrating systems and technologies re-
quires caution to avoid incompatibilities. Likewise, the security features
of these systems and technologies cannot be fully trusted, as they may
contain vulnerabilities embedded in the system or generated by the
integration process.

3.3. Security issues at edge

The edge contains critical elements monitoring and controlling sub-
systems, communicating with all layers, and accessing strategic re-
sources. The processing of massive amounts of data generated by
perception layer can be local, instead of centralized in the cloud. This
would save energy, bandwidth and cloud-processing costs. Due to the
distributed architecture of edge computing, this layer might provide
services with faster response and higher quality, in contrast with cloud
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computing [33]. Direct connection to cloud and perception resources
make the edge a strategic point, making security a fundamental
requirement to ensure system reliability. Major edge security issues are
the following.

Forged controls for actuators - It is the injection of false measures/
data to manipulate the system. The perception devices are usually
resource constrained and do not support complex security features.
Typically, the gateway receives the data in plain text. The gateway may
receive data from the perception or cloud by Supervisory Control and
Data Acquisition (SCADA) systems or other control systems. An opponent
who knows the data patterns sent by the sensors to the gateway or cloud
can use a computational device to inject the same data pattern into the
system. If the control system receiving the data at the gateway does not
have sufficient security mechanisms, the data will be accepted and may
propagate through the system. False data will cause incorrect decision
making. For example, to manipulate a smart irrigation system, an
opponent could inject incorrect soil moisture measurements.

Gateway-cloud request forgery - Gateway and cloud are connected
through an Internet Service Provider or cellular network. Usually, the
cloud is connected to the Internet and therefore exposed to a wide variety
of attacks. An Internet adversary could impersonate a gateway and forge
requests for the cloud. From these requests, the adversary could modify
parameters in smart farming, control requests for vulnerable services, or
manipulate system resources. The gateway is usually a constrained
resource, but the cloud has the computational capability to incorporate
robust security mechanisms. These mechanisms must be incorporated
into the system to maximize system reliability.

Forged measure injection - It consists of the injection of false
measurements/readings to manipulate the system. Perception devices
generally are resource-constrained and do not support complex security
features. In general, data exchange with the gateway is done in plain text,
creating several vulnerabilities. An opponent who knows the patterns of
data sent by sensors to the gateway or the cloud can use a computational
device to inject the same data pattern into the system. Sending false data
could result in wrong decision-making. For instance, to manipulate an
intelligent irrigation system, an opponent may inject incorrect soil
moisture measurements.

Booting - IoT evolution has driven the development of low-cost and
resource-constrained devices. These devices are becoming smaller and
cheaper. However, innovations do not advance into the field of security
[43]. Smart agriculture uses resource-constrained artifacts in the
perception and edge layers. Usually, these artifacts have few security
features and rarely include boot protection. Lack of security processes on
booting, leaving devices vulnerable to attacks [44]. For instance,
SD-cards and USB sticks may contain malicious scripts that could run at
startup [43]. Malicious boot processes could trigger a series of attacks to
the edge with weak protection. Those processes could open back doors or
allow elevation of privileges. Insufficient computing resources and direct
connection to perception and the cloud make it imperative to protect the
start-up process.

Unauthorized access - Authentication and access control are crucial
elements of security. Access control is a technology that satisfies prop-
erties such as confidentiality, integrity, and availability [45]. Providing
adequate access control to the edge elements is essential as these can
usually communicate with perception and the cloud. In particular, the
gateway is a critical element as all data pass through it. Limited or
insufficient authentication and access control mechanisms allow an
opponent to access the gateway by cloud connection. For the large
number of things communicating with edge devices or services,
authentication methods need to be scalable, easily manageable, and
requiring minimal human intervention [33,45]. However, several agri-
cultural systems use gateways with weak or insufficient access controls.
Researchers developing projects to smart agriculture do not discuss the
use of access control resources, and existing commercial solutions rarely
change the credentials after deployment.

Man-in-the-middle - In this attack, an opponent intercepts a
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communication to collect information or even replace it. Compromised
devices or malicious nodes can trigger several internal or external attacks
in systems with weak or missing security [46,47]. Many solutions use
communication protocols that use the publish-subscribe model with a
broker, which effectively acts as a proxy. These protocols allow decou-
pling the publishing and subscribing clients from each other, authorizing
messages to be sent to an unknown destination. An attacker who achieves
the broker control and becomes a man-in-the-middle may obtain full
control of communication without being noticed by the clients [7].

Signature wrapping - This attack modifies the original message by
injecting a fake element to perform an arbitrary Web Service request
while authenticating yourself as a legitimate user [48]. Web services for
edge to cloud communication usually use XML signatures. An adversary,
who breaks the signature algorithm, can perform operations or change
the heard message by exploiting protocol vulnerabilities, such as the step
[7]1. An opponent may control the actuators or manipulate the
decision-making systems by using malicious messages.

Flooding - This is a DDoS attack where many packets are sent to a
system or network to overload it. In farming systems, infected devices
could start a flood attack toward the edge devices to compromise the
Quality-of-Service (QoS) or even to stop it. A hostile device at the
perception layer or a malicious portal in the cloud could send multiple
requests to service until their exhaustion. These attacks could impact
severely on the systems, overloading the edge and resulting in a denial of
service. Flooding could also be performed at the network layer and in the
cloud [6,7].

Edge resources provide computing services for clients or applications
and can connect to distinct features from all layers. Both locally and
externally processed data pass-through this layer. Protecting devices
from remote access and using appropriate cryptographic resources are
key security challenges. Therefore, it is imperative to achieve security
features to avoid compromising data and edge resources.

3.4. Security issues at application layer

The application layer aims at providing services to end-users, storing
data, and making decisions within the system. Security issues in this layer
focus on preventing data theft and ensuring privacy and are specific to
different applications. Some applications comprise a sub-layer, which
supports services, and helps intelligent resource allocation [7,33]. Each
application has distinct characteristics, and it is impossible to predict all
vulnerabilities which could affect them. Therefore, the security issues
listed below are some threats that might affect cloud-based applications
and services.

Phishing - It is a virtual pest that aims to fraudulently obtain confi-
dential user data, such as ID and password. Phishing usually achieves
end-user from fraudulent emails or websites [49,50]. An opponent who
accesses the system with administrative credentials may send fraudulent
commands to actuators and change system settings. In critical cases, the
attacker could interfere with decision-making processes or other internal
processes. It is impossible to avoid this type of attack, but secure access
control systems can mitigate it. However, the most efficient protection
would be to have the users themselves keep vigilant while surfing the net
[33].

Malicious scripts - The connectivity of agricultural solutions to the
Internet allows them to interact with other online services and users. This
interaction makes them targets for malicious scripts such as Java applets,
Active-X scripts, and cross-site scripting (XSS) [33,36]. Malicious scripts
can mislead customers, inject malicious information, access sensitive
information, and break security mechanisms. Cybercriminals often make
this attack by personal, financial, and political ends. From malicious
scripts, they can damage or disrupt the service operation, displaying
unwanted advertisements, and extorting money [51].

Denial of Services - This attack causes service interruptions by
overloading the network traffic or by flooding the service with multiple
requests [52]. Weak security configurations enable an adversary to start
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this attack from the Internet or a subsystem [7]. Such attacks deprive
legitimate users of using the services, prevent the proper processing or
storage of non-persistent information, reduce the efficiency of critical
systems (such as environmental controls in mushroom greenhouses), and
may even cause a complete system shutdown.

The application layer includes cloud-based applications and services,
so it has all cloud security issues. The cloud exposes applications and
resources to Internet-based attacks becoming urgent to take preventive
security measures. Usually, security focuses on privacy and access control
to protect the many sensitive data stored and processed in the cloud.
However, it is essential to consider more than just privacy and access
control, adopting security measures to ensure the availability and
integrity of the complete system.

Smart farming systems incorporate a set of devices, with greater or
lesser levels of limitations, that interact with each other. Many weak
points are because of the constraints of the devices, which make it
impossible to use existing tools and security techniques. Technologies
developed for other systems, such as IoT or Industry 4.0, support security,
but using them requires processing and memory resources that some
devices do not have. However, it is necessary to know the existing vul-
nerabilities and create mechanisms to mitigate the effects of incidents.
Then, security measures can be done at the highest layers and on devices
equipped with the necessary resources. Top-layer appliances with robust
computing capabilities could adopt more robust security mechanisms to
ensure efficient and reliable operation.

4. Current state of security in smart agriculture

In the past few years, there has been a growing effort to develop smart
systems to improve agricultural activity. Farmers usually conduct these
activities in open-field or greenhouses. This work focuses on open-field
agriculture, as it is an immature area with security features limited to
access control and web encryption. Therefore, it analyzes smart agri-
culture projects and explores information on the security features
implemented by them.

In this scope, most efforts focus on irrigation processes, disease
detection, crop management, and traceability. The control may be
automatic or manual. In both cases, the system uses sensors for moni-
toring and actuators for changing the environment. The decision about
actuators’ actions may be made automatically by the system or manually
by a user. Some projects only automate the farms, while others integrate
industry 4.0 or IoT technologies.

It is relevant to show that most current smart agriculture projects are
based on IoT technologies and may direct inherit its security flaws.
Others do not consider security at all. Protocols such as MQTT and CoAP
disable security features by default, and the developer must enable them
according to the requirements of each project. Since researchers do not
report security features enablement, they probably remain disabled.
Table 2 presents a taxonomy of current smart agriculture security
resources.

The paper of [13] presents a system to predict irrigation requirements
based on climate and environmental information. The system uses data
collected by sensors to predict soil moisture and provides irrigation
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suggestions. End-user interacts with the system from a web page. The
authors do not show any security features, validation processes, or failure
checks in the collecting, transferring, or storing phases. The lack of se-
curity makes systems vulnerable to all attacks presented in Section 3, i.e.,
the system is highly insecure. Incidents leading to corruption or inaccu-
racy of data result in prediction errors and wrong decisions. Wrong de-
cisions can damage the cultivation and reduce the adoption of the system.

Similarly [17], develops a system to monitor fields through soil
moisture, temperature, humidity, and light levels. Irrigation control can
be manual or automatic through the web or mobile applications. The
system description does not contain information on any security features,
which exposes the system to the full range of attacks presented in the
previous section. Control of actuators driven by commands from a web
system without strict security features is an excellent opportunity for
malicious opponents, who may use malicious scripts and unauthorized
access to manipulate the system.

[18] propose a smart irrigation system to control irrigation devices.
These devices are remotely controlled by a server and managed from a
web application. There are no details about security resources, creating
the chance for opportunistic adversaries to gain improper access to the
system, inject forged measures, forge controls for actuators, or conduct
any previously reported attacks to deviate the system from its regular
operation.

[19] introduce a Hydroponic Farming Ecosystem (HFE) to monitor
the growing environment. The control is automatic, and the user may use
a web interface to monitor the farming. Automated systems require
rigorous protection to avoid or detect random sensor incidents, sensor
weakening, false data injection, and other threats that could corrupt data
and disturb the system’s reliability. However, HFE fails to provide
mechanisms to avoid the threats introduced in Section 3.

[22] have designed an intelligent solution for the detection of leaf
diseases. The system identifies leaf diseases based on data of sensors and
images from cameras. The end-user interacts with the system by a mobile
or web application. This paper does not discuss the implementation de-
tails or security. If this system is part of a disease control process and
receives corrupted or malicious data, the images suffer optical defor-
mation, or an opponent compromises system, then security incidents can
hinder disease detection and cause misuse of agricultural resources. In
critical cases, this may cause loss of the entire production.

[28] introduces NETPIE, a system that provides information about
agricultural products. Using a set of perception devices, NETPIE controls
and monitors the growing environment. The production information is
summarized and saved in a QR code and available to the customer. Just
like the other presented systems, NETPIE does not discuss security re-
sources. Any of the attacks that disrupts data accuracy may break the
reliability of the information summarized in the QR code.

[12] present a cloud-based Wireless Sensor and Actuator Network
(WSAN) communication system to monitor and control farm devices. The
system monitors environmental conditions, predicts the irrigation re-
quirements, and acts automatically on the environment. The paper de-
scribes the system architecture, including appliances and protocols,
allowing the WSAN to remain vulnerable to the attacks shown in Section
3.

Table 2
Taxonomy of security in smart agriculture.
Security Security Resources Solutions
target
Not None Sales et al. [12], Goap et al. [13], Mahalakshmi [14], Rajalakshmi and Mahalakshmi [17], Zhao et al. [18], Ruengittinun et al. [19],
considered Thorat et al. [22], Yoon et al. [23], Wongpatikaseree et al. [28]
Data HTTPS Khelifa et al. [11], Minh et al. [25]
Exchange
Access IP Authentication Nageswara Rao and Sridhar [15]
Control

User and Device
Management

Oliver et al. [21]
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Likewise [23], propose a smart farming system for data exchange
between the server, the gateway, and the nodes. The paper describes the
construction of the system but does not mention any user interaction or
remote control and does not demonstrate any security concerns. Because
it is a system for data exchange, the most critical attacks are those that
affect the network layer, such as DoS, signal disruption, data transit, and
routing.

Similarly [14], introduces an automated irrigation system. The paper
presents the step-by-step construction of the system, which monitors and
controls water flow remotely. Although the system controls and monitors
irrigation devices, there is no evidence of the addition of security capa-
bilities. Attacks on the perception layer, as well as attacks that cause a
denial of service, can damage correct system operation. Unauthorized
access, malicious scripts, and false data injection can deliberately
manipulate the system.

On the other hand, some solutions add a small level of security. The
[11] strategy, for instance, includes encryption in the communication
between cloud and user applications. This proposal intends to create a
smart irrigation system controlled remotely by the user. Farmers manage
the irrigation process from a mobile application. This strategy uses
HTTPS to encrypt the communication between the server and smart-
phone. The use of cryptography protects data in transit, preventing an
adversary from intercepting the communication, obtaining sensitive in-
formation, and impersonating the mobile application. However, there is
no information about other security features deployed by the system,
which exposes the system to other previously presented attacks.

Another proposal that uses HTTPS is that of [25], which has devel-
oped an intelligent system to manage and control mushroom and hybrid
maize farms. This system automatically controls the production envi-
ronments remotely. The webserver uses HTTPS for user communication,
protecting data in transit. However, this security feature is insufficient,
considering that the system automatically controls the water pumps, light
levels, and fans. Automated controls, especially for environmental con-
trol systems for crops as sensitive as mushrooms, demands accurate se-
curity features to avoid that Random Sensor Incident, Irregular
Measurement, and Sensor Weakening, Forged Measure Injection, or
Forged Controls for Actuators affect the system accuracy.

On the other hand [21], introduce a system called SEnviro. This
system is designed to remotely monitor vineyards and predicts some
diseases. The paper presents the developed platform and does not discuss
prediction. The system includes a user and device manager, which per-
mits to manage authorized users and devices to interact with the system.
Access control prevents unauthorized devices or users from gaining ac-
cess to the system and acting maliciously. Nevertheless, this resource is
insufficient to protect a platform designed to predict disease and
remotely monitor, as it does not prevent events that could interfere with
the accuracy of the data or that could take the system to an unreliable
state.

In the same way [15], proposes a remote crop-field and automatic
irritation monitoring system using IoT technologies. The system uses
collected data from sensors to estimate the quantity of water required for
irrigation. The system uses measurement data to estimate the volume of
water for irrigation. As well as the access control presented by Ref. [21],
the authentication scheme used by Ref. [15] avoids unauthorized access
to the service but does not protect the edge and other subsystems. Weak
protection of automatic control systems is critical, as incidents that affect
data accuracy or cause system malfunctions can result in significant
losses to the plantation.

Summarizing the related papers, from a security perspective, they use
sensors and actuators without any security features. Besides, there is no
security information on the gateway. Systems developed so far do not
present information about transmission privacy or device authentication.
Features such as access control, identity management, or encryption add
a bit of security to Internet communication. Table 3 shows that little
security in farming systems is limited to privacy and reliable data
transmission between the user and the cloud or between the gateway and
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Table 3
Security features added to Agriculture 4.0
Layer Security issues Security Resources Papers
Application ~ Data thefts HTTPS Khelifa et al. [11],
Minh et al. [25]
Sniffing HTTPS Khelifa et al. [11],

Minh et al. [25]
Nageswara Rao and
Sridhar [15]

Oliver et al. [21]

Access Control IP Authentication

User and Device

Management
Phishing attack Use not reported Open issue
Malicious scripts Use not reported Open issue
Deny of services Use not reported Open issue
Edge Man-in-the-middle Use not reported Open issue
Booting Use not reported Open issue
vulnerabilities
Unauthorized access Use not reported Open issue
Signature wrapping Use not reported Open issue
Flooding Use not reported Open issue
Forged control for Use not reported Open issue
actuators
Gateway-cloud Use not reported Open issue
request forgery
Forged measure Use not reported Open issue
injection
Network DoS/DDoS Use not reported Open issue
Data transit attacks Use not reported Open issue
Routing attacks Use not reported Open issue
Signal disruptions Use not reported Open issue
Perception Random sensor Use not reported Open issue
incidents
Autonomous system Use not reported Open issue
hijacking
Autonomous system Use not reported Open issue
disruption
Optical deformation Use not reported Open issue
Irregular Use not reported Open issue
measurement
Sensor weakening Use not reported Open issue
Node capture Use not reported Open issue
Fake node Use not reported Open issue
Sleep deprivation Use not reported Open issue
the cloud.

Many solutions for smart farming only include security mechanisms
in the application layer. While [12,13] use HTTPS for communication
between the cloud and the end-user application, most systems use the
HTTP, CoAP, and MQTT protocols without any integration with SSL or
TLS protocols. Similarly, many proposals do not implement access con-
trol or use it with limited resources. The absence of robust security fea-
tures for communication between the cloud and the end-user creates
several security breaches. There is no information about configuring
security features in database management systems or using secure data
search techniques in web applications. Thus, these features are probably
not included.

Currently, smart agriculture is an easy target for malicious agents.
Attacks may have several motivations, such as commercial, ideological,
or even terrorist reasons. For instance, terrorist groups can inflict eco-
nomic harm to a nation, economic opportunists may try to manipulate
markets, and an individual employee may proceed with an attack for a
variety of reasons [8]. Thus, it is urgent to add security as an essential
resource for smart farming, contributing to the development and popu-
larization of reliable and efficient systems.

5. Improvements and enhancements required for upcoming
applications

Devices from traditional Internet have many security features built
into them, like firewalls, authentication, and access control schemes, and
so on. However, these security shields are missing on Agriculture 4.0 or
limited in use. Sometimes this is due to smart farming is still emerging,
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sometimes because the resources are inadequate for this technology or
the absence of professionals to manage these resources. Also, a well-
defined framework and standard to guide an end-to-end application
development are not available yet. Usually, solutions are not standalone,
but it is an embedded product that integrates many individuals and in-
dustries and requires an architecture that can handle heterogeneity,
interoperability, and numerous devices. This architecture should allow
multiple access, in a secure and coordinated way, to avoid data loss and
compromise the system efficiency. Security resources presented in
Table 4 may improve smart farm security in different scenarios.

On the perception layer, devices could be resistant packaging to
prevent some sensor incidents and autonomous system disruption.
However, this can be very expensive to use for some low-cost systems or
those using many sensors. If it is not possible to avoid incidents, then it is
necessary to use techniques to prevent disrupted data from affecting
system accuracy and influencing decision-making. Therefore, it is
essential to develop security schemes to detect sensor or incidents and
avoid the use of corrupt or inconsistent data. On the other hand,
Autonomous Tractor is robust equipment that requires more precision
and reliability. The tractors have a structure to support the inclusion of
tamper-resistant boxes. Thus, it is possible to prevent a malicious
employee or a commercial competitor from modifying or damaging these
subsystems, for example.

GPS is an essential component of many autonomous systems, whether
tractors, drones, or UAVs, and requires security to prevent threats that
affect their accuracy [53,54]. Therefore, it is necessary to invest in
mechanisms to protect the GPS used by autonomous systems. Violations
of the GPS can result in significant physical damage to the Autonomous
System, the crop, or the farm. Similarly, manufacturers of these systems
must create strategies to protect the remote control system, including,
but not limiting to, features such as data encryption and access control.

Irregular measurement, sensor weakening, optical deformation, and
signal disruption could trigger inconsistent data resulting in incorrect
decision-making. Usually, it is not possible or quite difficult to avoid such
threats, but it is necessary to prevent inconsistent data from propagating

Table 4
Security resources to improve security in smart agriculture.

Security resources IoT Resource Security threats

IDS Cloud, gateway DoS/DDoS, autonomous system
hijacking, forged control for actuators,
gateway-cloud request forgery, forged
measure injection, flooding, XSS
attack, SQL injection, infiltration, port
scan, backdoors, worms, routing
attacks, and others cyberattacks
Random sensor incidents, autonomous
system disruption, optical
deformation, irregular measurement,
sensor weakening, gateway-cloud
request forgery, forged measure
injection, data transit attacks and
others cyberattacks

Forged measure injection, false data
injection, eavesdropping, traffic
interception, man-in-the-middle, data
capture

Forged control for actuators, gateway-
cloud request forgery, fake node,
forged measure injection, false data
injection, advanced persistent attack,
malicious scripts, unauthorized access
Unauthorized access

Anomaly
detection

Data, services

system

Cryptography Data,

communication link

Authentication Services, devices

Access Control Services, devices

Firewall Cloud, gateway Unauthorized access
Anti-virus/ Cloud Phishing, virus, worm
malware
Specialized Applications, Node capture, autonomous system
solutions services, protocols hijacking, routing attacks, sleep
deprivation, signature wrapping
Open Issue Booting
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through the system. Inconsistencies can be misinterpreted as attacks and
inadequately handled by security systems. Thus, it is essential to identify
both attacks to the system, Sensor Weakening, Irregular Measurement,
Optical Deformation, and Signal Disruption to prevent the system from
generating or using incorrect data that makes the system operate unre-
liably. Some solutions designed for errors, faults, and failures detection,
such as those proposed by Ref. [55,56], could be adapted for this
purpose.

Other preventive measures include the use of big data algorithms to
filter data [57], and Intrusion Detection Systems (IDS) to detect data
intruders. However, including IDS in smart farming can be challenging as
there is usually no IT department to manage the system, and the farmer
does not have the technical knowledge to maintain this resource.
Therefore, IDSs developed for Agriculture 4.0 need to be transparent, as
far as possible, and easy to manage. Besides, most IDSs analyze network
traffic patterns [58,59], which may be efficient in identifying DoS/DDoS,
forged control for actuators, gateway-cloud request forgery, forged
measure injection, and other network-bound attacks but is inefficient in
identifying failures, data noise, and false data injection. For these threats,
it is possible to use a set of strategies, such as anomaly detection,
encryption, and authentication.

Some attacks require additional preventive measures. For example,
integrity verification protocols [32] or schemes capable of identifying
malicious nodes [60,61] could identify or mitigate autonomous system
hijacking, node capture attacks. Systems designed for low power con-
sumption networks may detect sleep deprivation [62]. Artificial intelli-
gence algorithms and machine learning could discover forged control for
actuators, gateway-cloud request forgery, forged measure injection, and
false data injection [63]. Solutions like XPath and FastXPath can mitigate
signature wrapping attacks [48].

Authentication services applied to devices and services at all layers
can make it difficult or limit forged control for actuators, gateway-cloud
request forgery, forged measure injection, and prevent unauthorized
access. The edge is the middle element, and it becomes a critical security
point, which needs strict access controls, and schemes to avoid false data
injection. However, the current access control systems may not be effi-
cient in the context of smart agriculture. Access controls that require
human intervention are impractical in intelligent agriculture because of
the characteristics of the machines and users involved. For example, end-
user authentication may use user and password-based or biometric
schemes. Key-based access schemes could be feasible for systems that
include up to a hundred devices or services, as long as they do not require
periodic modification. However, some solutions may incorporate more
features or demand periodical key updating to achieve an adequate level
of security. The large number and variety of devices used by smart
farming require new authentication schemes to manage them by the user
[37,64], who usually does not have the technical knowledge to manage
authentication services. New authentication schemes must be trans-
parent to the user, lightweight to operating on constrained devices, and
efficient.

Gateways must have security features to prevent unauthorized remote
access and control by malicious agents. Barriers like firewalls, Intrusion
Prevention Systems (IPS), authentication, and access control schemes can
be useful, but gateways have restricted resources, requiring lightweight
and efficient controls [6,37]. Some gateways are more restricted, making
it impossible to use most security mechanisms, which makes this task
even more challenging. Others have more computational resources and
include a small operating system, limited processor, and little memory.
The software developed for these devices should be lightweight and easy
to manage to be operated by farmers. Once the gateway accesses many
resources and devices, and intermediates communication between the
perception and cloud layers, it is a critical element in the smart system
and compromising it may affect the whole system.

Traditional cryptographic schemes may be unsuitable in smart sys-
tems. The perception layer has constrained devices that do not have the
memory, processing power, and energy to compute traditional
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algorithms [64]. Encryption is an efficient tool to minimize attacks such
as traffic interception, data theft, and sniffing and may be used to hinder
attacks such as forged measure injection. This tool can provide reliable
data transfer between perception layer devices and the gateway. How-
ever, the use of cryptography in intelligent agriculture requires new
encryption schemes that are lighter and more efficient than those
currently in use.

DoS attacks may affect all services and devices in the system. The
perception layer does not have the computational power to run intrusion
detection systems. Therefore, firmware should prevent excessive requests
from draining system resources. Edge services must accept a limited
amount of connections to avoid delays and service disruption. Further-
more, IDSs or anomaly detectors designed for the edge may provide a
way to mitigate such attacks. These detectors may identify several threats
such as jamming and false data injection [65], malicious devices [66,671,
and several routing attacks [68-70]. The cloud could use robust security
schemes to mitigate DoS, such as traditional IDSs or anomaly detectors,
while configuring services to prevent them from being affected by an
excessive amount of requests, both from the system itself and the
Internet.

Communication between devices could use one or more technologies,
such as LoRa, LoRaWan, Sigfox, Zigbee, and LTE. Some standards allow
connecting devices over wide areas, simplifying management and
reducing installation and maintenance costs. However, only these fea-
tures are not enough to guarantee data transmission security. Technol-
ogies that support some level of encryption can maximize data
transmission security, reducing the risk of traffic interception.

Networks operating over TCP/IP, whether in the perception, edge or
cloud, could maximize communication security using protocols lighter
and more flexible than HTTP. The HTTP protocol used on the traditional
Internet is not suitable for systems such as smart farming because it is
computationally complex, incurs an enormous overhead, and is poten-
tially insecure [7]. There are several alternative protocols such as MQTT,
SMQTT, CoAP, XMPP, UPNP, AMQP, M3DA, DDS, JMS, and Jav-
ascriptloT. These protocols were developed for industrial communica-
tions or IoT and are more suitable for smart agriculture. Some of them
have cryptography support, appropriate for networks that have no se-
crecy in the communication layer. It is important to emphasize that, even
if the sensors’ data are not sensitive, the system usually exchange private
information over the network, such as identifiers and access credentials.
Any sensible data transmitted over the network requires secure
communication.

The application layer should have more security resources because of
the Internet connection. Robust and rigorous access control is essential to
prevent unauthorized access and remote control of services and appli-
cations. In the cloud, it is imperative to add features such as firewalls for
perimeter protection, antivirus, and antiphishing to reduce risks with
phishing, malicious scripts, and viruses/worms. Cloud services must
restrict connections to other services or users as much as possible to
prevent data leakage and denials of service. Using microservices favors
environment security if properly configured.

In summary, edge and gateway protection schemes should include
features such as compatibility, low resource consumption, and effec-
tiveness. The identity management system must be transparent to end-
user and able to work with numerous and different devices, protecting
the devices and services. Data must be protected at all stages to ensure
system reliability and efficiency. However, system constraints require
light and efficient algorithms. The cloud can use security schemes
developed for the traditional Internet since this layer has the necessary
computational resources for its execution.

6. Conclusion
The agricultural methods modernization is essential to increase pro-

duction rates and preserve natural resources. Smart agriculture can
enhance farming tasks by providing efficient control of actuators,
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optimizing utility and resource use, managing production, maximizing
profit, and minimizing costs. However, to achieve this goal, smart sys-
tems must include more computational capabilities, such as edge
computing, handling massive data, artificial intelligence resources, and
security features. Security requires special attention as constrained de-
vices generate a large volume of data and forward them to the gateway or
the cloud. The farming system must protect the data from the detection
through to decision-making and storage.

Although many security threats can affect agricultural systems, they
still incorporate a few security resources. Possibly this is because these
solutions are still in their early stages of development. Most times, there
are only automation resources implemented, and these have few
computational resources. Thus, security features are not yet on the list of
system requirements. However, reaching an additional level of smart
farming demands solutions with security mechanisms that give them
enough reliability and accuracy to implement these systems on a large
scale. As smart farming creates an extra set of challenges, it also presents
fresh research opportunities both in security and in other areas of com-
puter science.
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