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Modulo per la presentazione delle osservazioni per i piani/programmi/progetti 
sottoposti a procedimenti di valutazione ambientale di competenza statale 

 

Presentazione di osservazioni relative alla procedura di: 

❑ Valutazione Ambientale Strategica (VAS) – art.14 co.3 D.Lgs.152/2006 e s.m.i. 

X    Valutazione di Impatto Ambientale (VIA) – art.24 co.3 D.Lgs.152/2006 e s.m.i. 

❑ Verifica di Assoggettabilità alla VIA – art.19 co.4 D.Lgs.152/2006 e s.m.i. 

 

I Sottoscritti  
Prof. Ing. Davide Castagnetti 
Geom. Andrea Giglioli  
P.A. Livio Castagnetti 
P.I. Roberto Castagnetti 
P.A. Lorenzo Melioli 
Prof. Ing. Andrea Boni 
 

PRESENTANO 

 
ai sensi del D.Lgs.152/2006, le seguenti osservazioni al 

❑ Piano/Programma, sotto indicato 

X    Progetto, sotto indicato. 

 

Codice procedura (ID_VIP/ID_MATTM): 6269 

Razionalizzazione della rete elettrica nazionale a 132 kV nell'Area di Reggio Emilia 

Stato procedura: Istruttoria tecnica CTVIA 

 

OGGETTO DELLE OSSERVAZIONI 

❑ Aspetti di carattere generale (es. struttura e contenuti della documentazione, finalità, aspetti procedurali)  

❑ Aspetti programmatici (coerenza tra piano/programma/progetto e gli atti di pianificazione/programmazione 

territoriale/settoriale) 

X    Aspetti progettuali (proposte progettuali o proposte di azioni del Piano/Programma in funzione delle probabili 

ricadute ambientali) 

X    Aspetti ambientali (relazioni/impatti tra il piano/programma/progetto e fattori/componenti ambientali) 

X    Altro (specificare) Aspetti agronomici 

 

ASPETTI AMBIENTALI OGGETTO DELLE OSSERVAZIONI 

❑ Atmosfera 

❑ Ambiente idrico 

❑ Suolo e sottosuolo 

❑ Rumore, vibrazioni, radiazioni 

❑ Biodiversità (vegetazione, flora, fauna, ecosistemi) 

X    Salute pubblica 

X    Beni culturali e paesaggio 

❑ Monitoraggio ambientale 

❑ Altro (specificare) ______________________________________________________________________ 

m_amte.MiTE.REGISTRO UFFICIALE.INGRESSO.0098547.08-08-2022
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TESTO DELL’ OSSERVAZIONE 

- In qualità di membri del Comitato per l’ottimizzazione del progetto del nuovo elettrodotto di Terna a 

Villa Sesso, nonché Residenti nel Comune di Reggio Emilia in prossimità tracciato delle tratte CS2 

ed RE1 relative al progetto di Razionalizzazione della Rete Elettrica Nazionale a 132 kV nell'Area di Reggio 

Emilia, tratta individuata da Terna Spa in concerto con l’amministrazione comunale di Reggio E.,  

sottoponiamo alla Vostra attenzione un documento che risponde alle  

Controdeduzioni della Società Terna Rete Italia SPA, depositate in data 11/07/2022  

(MiTE-2022-0086038). 
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Sezione 2.1 

Controdeduzione A: Concertazione e Avviso al Pubblico 

 

Osservazione 1 

 

 

- Siamo assolutamente certi che Terna abbia seguito l’iter previsto dalla legislazione vigente relativamente 

alla Concertazione ed avviso al pubblico. 

- Osserviamo però che: 

▪ volantinaggio porta a porta: nessuno dei proprietari interessati dal tracciato dell’elettrodotto ha 

ricevuto alcun volantino 

▪ le giornate Terna Incontra si sono svolte nel centro storico del Comune di Reggio Emilia; 

▪ la frazione di villa Sesso (Comune di Reggio Emilia) pesantemente interessata dalla tratta aerea CS2 

ed RE1 avrebbe meritato una presentazione dedicata del progetto, sul territorio; 

▪ i comuni interessati al progetto sono 5, la partecipazione di 50 cittadini significa mediamente 10 

cittadini per ciascun comune: un dato di questo tipo dovrebbe fare riflettere sull’efficacia della 

procedura di coinvolgimento della Cittadinanza. 

▪ quante sono le mail ricevute sulla casella info.emilia@terna.it dal momento della sua attivazione? 

▪ a prova di tutto ciò: 

• le 770 firme raccolte in un solo giorno tra i residenti della frazione di Villa Sesso, a 

sostegno della Mozione Popolare per l’ottimizzazione del progetto (documentate nelle 

osservazioni già depositate). La raccolta firme è avvenuta dopo soli 5 giorni dall’Assemblea 

Pubblica in cui si è informata la cittadinanza del progetto. 

• le 55 osservazioni pervenute al Ministero, da singoli, da aziende, dalle Associazioni Agricole. 

• Il Consiglio Comunale del 13/12/2021 ha approvato all’unanimità la Mozione di Iniziativa 

popolare e due relativi Ordini del Giorno, dimostrando pieno sostegno politico a quanto 

chiesto dalla Cittadinanza (vedere osservazione MATTM-2021-0142358 del 20/12/2021) 

 

 

mailto:info.emilia@terna.it
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Osservazione 2 

 

 

Coldiretti Reggio Emilia è solo una delle Associazioni Agricole rappresentative del tessuto imprenditoriale 

locale. 

Oltre a questa (vedere le osservazioni presentate): 

- Confagricoltura 

- Cia Emilia Romagna 

- Cia Reggio Emilia 

- Associazione UGC CISL Reggio Emilia 

Vista la delicatezza del progetto in esame, come mai l’incontro non ha coinvolto tutte le Associazioni 

rappresentative degli Imprenditori Agricoli del territorio? 

La riunione in Coldiretti, si è svolta alla presenza delle Aziende associate o solo dei rappresentanti 

dell’Associazione? 
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Controdeduzione B: Aspetti paesaggistici 

 

Osservazione 3 

 

 

Occorre specificare che i nuovi tratti di linea aerea della tratta CS2 ed RE1 nel Comune di RE, vengono 

realizzati in zona vergine (quindi ha scarsa rilevanza fare un mero confronto tra il numero di tralicci tolti e 

quelli nuovi). 

Come scritto nell’elaborato Terna RU0000006B1937518 (SIA pag. 365) e riportato nelle osservazioni già 

inviate, l’impatto della tratta CS2, RE1 è alto e negativo. 

E’ proprio su questa problematica che si chiede di intervenire efficacemente attraverso l’ottimizzazione del 

progetto. 
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Osservazione 4 

 

 

Opportunità di costruire le nuove linee in aree lontane dai centri abitati: la linea CS2 all’interno del Comune 

di Reggio Emilia e la linea RE1 attraversano centri abitati, passano nell’adiacenza di numerose abitazioni, in 

certi casi nel corridoio tra abitazione e capannoni. 
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Osservazione 5 

 

 

Come già sottolineato nelle osservazioni inviate (MATTM-2021-0142292): 
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Controdeduzione C: Agricoltura 4.0 

 

Osservazione 6 

 

 

Il lavoro citato nella Controdeduzione di Terna per sostanziare la tesi della non interferenza è pubblicato su 

una rivista (ZFV - Zeitschrift fur Geodasie, Geoinformation und Landmanagement) non riconosciuta dalle 

banche dati internazionali di riferimento della comunità scientifica (Scopus e Web of Science): 

 

 

Si ritiene pertanto scarsamente attendibilile il risultato della ricerca scientifica presentato in tale 

pubblicazione. 

 

Al contrario si sottlinea come l’effetto dei campi elettromagnetici prodotti dalle linee di potenza sia un tema 

ancora aperto ed in corso di studio. Si riportano alcuni lavori, tratti da riviste internazionali indicizzate nelle 

banche dati di riferimento della comunitità scientifica. Tali articoli sono allegati in appendice. 

 

1) J. M. Silva, Senior Member, IEEE, and B. Whitney, Member, IEEE “Evaluation of the Potential for Power 

Line Carrier (PLC) to Interfere With Use of the Nationwide Differential GPS Network”, IEEE TRANSACTIONS 

ON POWER DELIVERY, VOL. 17, NO. 2, APRIL 2002 

“Power line carrier fields can have sufficient energy under or close to power lines to affect use of the 

DGPS signals.” 
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2) J. M. Silva, Senior Member, IEEE, and R. G. Olsen, Fellow, IEEE “Use of Global Positioning System (GPS) 

Receivers Under Power-Line Conductors”, IEEE TRANSACTIONS ON POWER DELIVERY, VOL. 17, NO. 4, 

OCTOBER 2002 

“Even if there were significant attenuation due to scattering for one satellite signal, it is unclear if this 

would cause a problem. This is because a GPS receiver relies on a dispersed constellation of satellites (at 

least four and often more). However, loss of lock on just one satellite could potentially affect accuracy 

due to an increase in dilution of position error caused by poor satellite constellation geometry.” 

“Further work might include an analysis of degraded performance due to steel lattice towers and signal 
scattering from bundled conductors in corona.” 

 

3) J.M. Silva, Senior Member, IEEE, “Evaluation of the Potential for Power Line Noise to Degrade Real Time 

Differential GPS Messages Broadcast at 283.5–325 kHz”, IEEE TRANSACTIONS ON POWER DELIVERY, VOL. 

17, NO. 2, APRIL 2002 

“The potential to degrade performance of DGPS receivers due to broadband corona and gap discharge 
noise was found for certain situations close to electric power facilities.” 

 

4) V.L. Chartier, Discussion of “Evaluation of the Potential for Power-Line Noise to Degrade Real-Time 

Differential GPS Messages Broadcast at 283.5–325 kHz”, IEEE TRANSACTIONS ON POWER DELIVERY, VOL. 

18, NO. 1, JANUARY 2003 

“The manufacturers of digital global positioning systems (DGPS) readily admit that power-line noise can 

cause interference. Therefore, they know that the use of DGPS is limited unless greater immunity is built 

into these instruments through hardware and/or software.” 

 

5) W. Aziz W. A. and Low, T.Y. “Interference Effects on the Global Positioning Satellite Signals”, Sensors, 

2003 281-287. 

“Electrical interference can result from electrical storms, power lines, 2-way radios, nearby elecmc 

motors, microwave towers, cellular phones, …” 

 

6) L.j. Fan, X.C. Pan, Z.X. Huang and X.D. Zu, “The mechanism and experimental study on the interference of 

high voltage lines to navigation system”, Latin American Applied Research 48:175-179 (2018) 

“Through the GPS signal obtained by UAV while flying below and above the high voltage lines respectively, 

it finds that the loss of GPS navigation date happens when the UAV flies below the lines and not when it 

flies over the limes. Through the measurement and comparison of the electromagnetic wave spectrum 

while the electromagnetic wave traveled through the corona plasma, the shielding and interference effect 

of corona plasma on electromagnetic wave is observed. This proves that the signal loss of UAV 

navigation system is because air is ionized under high voltage environment into corona plasma, which 

has strong shielding effect on the GPS signal sent by satellites.” 
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7) A. Rettore de Araujo Zanella, E. da Silva, L.C.P. Albini, “Security challenges to smart agriculture: Current 

state, key issues, and future directions”, Array 8 (2020) 100048 

In smart farming, the devices (sensors and actuators) and communication systems are exposed to 

climatic fluctuations (sun, rain, snow), natural events (lightning, hail), engines (used in agriculture), power 

line transmissions (common in some rural regions), wandering animals, people and agricultural 

machinery. These elements make smart farming vulnerable to problems that have not been addressed 

in other contexts so far. 
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Controdeduzione D: Deprezzamento e servitù 

 

Osservazione 7 

 

 

Per dare piena credibilità a queste affermazioni, sarebbe necessario documentarle con fonti oggettive ed 

inoppugnabili, quali ad esempio il testo della servitù perenne di elettrodotto che il proprietario dell’immobile 

attraversato dalla linea o su cui insisterebbe un traliccio si troverebbe a firmare e l’articolo di legge o 

disciplinare o regolamento regionale che stabilisce la possibilità di ottenere autorizzazione all’impianto di 

NUOVI vigneti o frutteti nella fascia di rispetto della servitù di elettrodotto. 
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Controdeduzione E: CEM 

 

Osservazione 8 

 

 

Al di la delle disposizioni di legge, si sottolinea come le attività lavorative nei vigneti e frutteti vedono una 

presenza continuativa di durata pari ad 8 ore nel caso di potatura, raccolta ed in particolare in caso di 

operazioni colturali svolte manualmente: queste attività, quando svolte nell’adiacenza del tracciato di 

elettrodotto aereo, comportano una esposizione rilevante per gli operatori. 

In particolare, la linea CS2 ed RE1 all’interno del Comune di RE sorvolano vigneti e frutteti per una lunghezza 

di 2.2 km, come documentato nelle osservazioni inviate. 
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Controdeduzione F: Mitigazioni degli impatti di cantiere 

 

Osservazione 9 

 

 

Gli impatti di cantiere sono comunque elevati ed inevitabili, in relazione al passaggio di mezzi pesanti su 

suolo agricolo, indipendentemente dalle condizioni climatiche ed ambientali, con conseguente 

compattamento del suolo e perdita di fertilità per elevato periodo di tempo. 
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Controdeduzione G: Scelta del tracciato dell’elettrodotto aereo 

 

Osservazione 10 

 

 

Non è chiaro perché l’alternativa (linea gialla) esaminata nell’elaborato RU0000006B1937518 e qui sotto 

riportata (Figura 2.4 a pagina 22), sia stata valutata peggiorativa: andrebbe a percorrere un tracciato ben al di 

fuori di centri abitati e per larga parte in adiacenza di un canale, evitando tutte le problematiche messe in 

evidenza nelle osservazioni. 

Dall’immagine sottostante, si nota infatti come il tracciato in rosso (progetto proposto), per buona parte della 

sua estensione, si sviluppa fuori dal corridoio dell’attuale elettrodotto (linea azzurra), interferendo tra l’altro 

con centri abitati ed un territorio che non vede infrastrutture di questo genere, caratterizzato da agricoltura 

specializzata (vedere osservazioni già presentate, MATTM-2021-0142292). 

Pertanto la motivazione a pagina 25: 

 

e’ scarsamente giustificabile. 

Inoltre, non è chiarito nello SIA quali siano le sei aree definite come “Territori comperti da foreste e boschi” 

con cui la soluzione B andrebbe ad interferire. 
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Si sottolinea, infine, che la soluzione A (linea rossa) sarebbe pienamente giustificata nel caso in cui si 

sfruttasse per l’intera lunghezza il corridoio dell’elettrodotto esistente, fino a raggiungere l’asse 

autostradale, per poi costeggiarlo in cavo interrato ed infine risalire alla CP Mancasale (Tracciato verde in 

figura sottostante) 

Ciò eliminerebbe ogni attraversamento in linea aerea ed in cavo interrato (CS2 ed RE1) nella frazione di Villa 

Sesso, nonché renderebbe il percorso molto più rettilineo e razionale (tracciato grigio in figura sottostante). La 

presenza di più linee in cavo interrato che corrono parallelamente è un problema tecnico sicuramente 

superabile, considerando la presenza di una zona di rispetto in fregio all’asse autostradale, ed altrettanto per 

quanto riguarda la tangenziale lungo cui si colloca la linea RE2. 
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Controdeduzione H: Richiesta di alternative in cavo interrato nell’area di Villa Sesso 

 

Osservazione 11 

 

 

Minore affidabilità nel tempo rispetto alle linee aeree:  

- perché non vengono forniti dati tecnici oggettivi a supporto di questa tesi? 

- secondo lo stato dell’arte attuale, le linee in media tensione sono quasi sempre realizzate in cavo 

interrato 

- si sottolinea, inoltre, che nel tratto iniziale la linea CS2 è già prevista in cavo interrato per circa 1 km 

 

Tempi più lunghi per la riparazione in caso di guasto: 

- esistono dati tecnici oggettivi a supporto di questa tesi? 

 

Perché non considerare in questo bilancio anche: 

- i costi e tempi di manutenzione associati alle linee aere? 

- La probabilità di guasto di una linea aerea vs in cavo interrato? 

 

Si riporta infine quanto già espresso nella osservazione MATTM-2021-0142015 dell’ing. Tiziano Toschi in 

merito alla tecnologia del cavo interrato XLPE ed alle realizzazioni già effettuate da Terna, peraltro in territori 

di montagna. 
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Controdeduzione: Integrazione e chiarimenti richiesti dalla Regione ER 

 

Osservazione 12 

 

 

 

1. I corridoi esistenti vengono sfruttati solo in piccola parte, in quanto il tracciato proposto per più di 

metà lunghezza va ad impattare su territorio vergine relativamente a queste infrastrutture, nonché 

caratterizzato dalla presenza di numerose abitazioni ed agricoltura specializzata (vedere Osservazione 

5 e 10). 

 

4. Non è assolutamente chiaro quale alternativa è stata confrontata con quella di progetto: 

l’alternativa individuata nella SIA, oppure quelle proposte nelle osservazioni? 

Non è fornita alcuna valutazione oggettiva dei costi di realizzazione e manutenzione: si ritiene 

assolutamente necessario un confronto delle alternative anche da questo punto di vista, adottando 

protocolli riconosciuti in ambito internazionale che permettano una corretta quantificazione della 

totalità dei costi costituiti da: 

• costi interni/industriali a carico del soggetto realizzatore dell’opera; 

• costi esterni che ricadono solo sulla comunità (patrimoniale, paesaggistico, ambientale, immobiliare, 

agronomico, ecc.).; 
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Una corretta valutazione del costo totale permetterà di individuare e ottimizzare il tracciato o la 

tecnologia più adeguata per realizzare l’opera prendendo in considerazione il vantaggio per il 

realizzatore e la minimizzazione del danno alla comunità secondo il principio di una equa ripartizione 

degli oneri. 

 

5. I principi che hanno guidato la progettazione dell’opera non considerano in misura adeguata 

l’impatto alto e negativo che la linea CS2 ed RE1 all’interno del Comune di RE avrebbero, in termini 

di lacerazione ambientale e danno all’economia del territorio. 

Il tracciato che segue il canale di bonifica ha ricevuto parere positivo di fattibilità da parte del 

Consorzio di Bonifica dell’Emilia Centrale, come depositato sulla pagina MiTE del progetto in data 

30/03/2022 (MiTE-2022-0040601): ciò significa che non esistono impedimenti tecnici legati alle fasce 

di rispetto, ne limitazioni nell’esercizio e manutenzione del cavo interrato, tutto ciò anche in relazione 

al fatto che il canale è in corso di tombamento. 

Il canale stesso, avendo due lati permette una naturale separazione dei cavi. 

In aggiunta a questo, non sono state analizzate le altre due alternative proposte nelle osservazioni 

del Comitato (MATTM-2021-0142292), altrettanto migliorative rispetto alla soluzione dell’attuale 

progetto. Le si riporta qui sotto. 

 

Alternativa 2 

È quella già discussa in Osservazione 10. 
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Alternativa 3 

E’ simile alla 2 ma segue il corso della statale SS3 e della tangenziale (Via Bice Bertani Davoli), in cavo 

interrato, per raggiungere l’asse autostradale. 
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Il/La Sottoscritto/a dichiara di essere consapevole che, ai sensi dell’art. 24, comma 7 e dell’art.19 comma 13, 
del D.Lgs. 152/2006 e s.m.i., le presenti osservazioni e gli eventuali allegati tecnici saranno pubblicati sul 
Portale delle valutazioni ambientali VAS-VIA del Ministero dell’Ambiente e della Tutela del Territorio e del 
Mare (www.va.minambiente.it). 
 

Tutti i campi del presente modulo devono essere debitamente compilati. In assenza di completa compilazione 
del modulo l’Amministrazione si riserva la facoltà di verificare se i dati forniti risultano sufficienti al fine di dare 
seguito alle successive azioni di competenza. 

 

ELENCO ALLEGATI 

Allegato 1 - Dati personali del soggetto che presenta l’osservazione 

Allegato 2 - Copia del documento di riconoscimento in corso 

Allegato 3 – Articoli scientifici 

 

 

Luogo e data 

Reggio Emilia, 06/08/2022 

 

I dichiaranti 

 

Prof. Ing. Davide Castagnetti 

______________________ 

 (Firma) 

 
Geom. Andrea Giglioli 

______________________ 

 (Firma) 

 
P.A. Livio Castagnetti 

______________________ 

 (Firma) 

 
P.I. Roberto Castagnetti 

______________________ 

 (Firma) 

 
P.A. Lorenzo Melioli 

______________________ 

 (Firma) 

 

Prof. Ing. Andrea Boni 

______________________ 

 (Firma) 
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Evaluation of the Potential for Power Line Carrier
(PLC) to Interfere With Use of the Nationwide

Differential GPS Network
J. Michael Silva, Senior Member, IEEE,and Bruce Whitney, Member, IEEE

Abstract—Power line carrier (PLC) is an important technique
used extensively on electric power lines for communication and
telemetry. PLC uses signals in the 40–490 kHz range that couple to
and propagate over power line conductors. Applications of PLC in-
clude protective relaying, telemetering, voice communications, su-
pervisory control, etc. The new Nationwide Differential Global Po-
sitioning System (NDGPS) network uses the 283.5–325 kHz band
to broadcast GPS correction messages throughout the world, and
some PLC transmitters may operate in this band. Limited work
has been done to either measure or model the electromagnetic fields
associated with PLC operation and some of these studies demon-
strate the potential for PLC fields close to power lines to degrade
navigation signal receiver performance. This paper presents PLC
field strength measurements, describes NDGPS signal structure,
and recommends frequency separation as the best approach to mit-
igation for potential PLC interference to NDGPS receivers oper-
ated near to power lines.

Index Terms—Communications systems, global positioning
system (GPS), interference, power transmission lines.

I. INTRODUCTION

T HE electric utility industry and others make extensive use
of power line carrier (PLC) for a variety of applications.

The PLC transmitters are operated in a frequency range of ap-
proximately 40–490 kHz. The frequencies used for PLC include
the 283.5–325 kHz broadcast band used by the new Nationwide
Differential Global Positioning System (NDGPS) network. This
frequency overlap has raised questions about the potential for
PLC fields to affect use of the NDGPS close to power lines.
Previously, some limited work was done to evaluate the poten-
tial for PLC to interfere with navigational radiobeacon systems
in various low frequency bands of about 90–505 kHz. This work
(often done above the ground for aircraft) demonstrated the po-
tential for PLC fields close to power lines to degrade the per-
formance of navigation signal receivers. Limited published data
indicate that the PLC field strength close to power lines, even
when the PLC is operated at only 1 W, can significantly exceed
typical NDGPS broadcast signal strengths. This paper provides
measurement data of PLC fields at ground level, a description
of the NDGPS network, signal structure, and broadcast signal
strengths, and mitigation recommendations.
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TABLE I
PLC TRANSMITTER SUMMARY (MARCH 1999)

II. POWER LINE CARRIER

PLC is an important technique used extensively on electric
power lines for quick and reliable communication and telemetry.
PLC uses low-medium frequency signals that are coupled to
and propagate over power line conductors. PLC equipment has
been used on electric power systems since the early 1920s [1].
Applications of PLC include protective relaying, telemetering,
voice communications, supervisory control, etc., [1]–[3]. A
PLC system consists of terminal assemblies (transmitters,
receivers, and relays), coupling and tuning equipment, and the
power line conductors between terminals. Sometimes the same
PLC system is used for multiple purposes. Coupling of the
radio frequency (RF) carrier is done with coupling capacitors
attached to the power line conductors. Removal or blocking
of the carrier signal is achieved with line traps i.e., a parallel
resonant circuit tuned to offer high impedance at the carrier
frequency but not to 50/60-Hz power currents [1], [3]. Many
PLC systems use some form of discrete frequency shifting to
transmit digital information in the 40–490 Hz frequency range
[4]. Table I provides a summary of installed PLC transmitters
in the United States. [5].

Power lines can have multiple PLC frequencies used for dif-
ferent functions or redundancy [1], [3]. PLC used in protective
relaying can be operated in different modes with variable power
levels depending on losses for a particular line. Based on the
application, the PLC may be either ON (at low power) or OFF
(no power) and switch to ON or jump to a higher power level
to convey information. Sometimes a shift in frequency is also
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TABLE II
PLC FIELD STRENGTH NEAR GROUND LEVEL IN DECIBEL MICROVOLTS PER METER

employed. PLC generally operates at low power levels (typi-
cally 1–10 W), but some applications can reach 100 watts. Typ-
ical bandwidths, i.e., the range of frequencies over which the
receiver responds and usually defined within 3 dB of the peak
response, for these systems are generally less than 3.4 kHz. In
some older systems bandwidths of up to 10 kHz have been used.

The PLC transmitter is often coupled to only one phase con-
ductor of a transmission line using coupling capacitor potential
devices (CCPD). In some applications the PLC signal is coupled
across two phase conductors. The PLC signal propagates along
the line conductors in three general modes. In the first mode,
PLC current is flowing away from the transmitter on two outside
conductors and returning in the center conductor. This mode has
the least attenuation with distance. In the second mode, PLC
current is flowing away on one outer conductor and returning
on the other. This mode has greater attenuation than the pre-
vious mode and is more frequency dependent. In the last mode,
PLC current is equal on all three phases with an earth return.
This mode has the highest attenuation. Beyond a few kilome-
ters from the transmitter, the PLC signal is present on all the
phase conductors regardless of the form of coupling [6].

PLC signals can also be induced in the conductors of trans-
mission and distribution lines that parallel the PLC-equipped
line for long distances [7]. These other lines radiate the induced
PLC signals and may cause PLC RF fields on a multiple line
corridor to be higher than those from the source line alone. Dis-
tribution lines can cause up to a 20 dB field strength variation
up to 200 m away. PLC signal strength away from the trans-
mitter (longitudinally along the line) typically decreases about
0.10–0.42 dB/km depending on frequency, line geometry, con-
ductor size, etc. [7]. Longitudinal attenuation of the PLC signal
is one reason measurements may not compare for different lo-
cations along the length of a power line. Lateral measurements
of PLC fields on opposite sides of a power line can differ by as
much as 20–25 dB at distances of 100 m or less from the line,
but tend to converge beyond about 200 m. Ambient electromag-
netic noise can mask PLC fields beyond about 1–1.5 km from a
power line.

The significance of PLC with respect to this paper is that
the DGPS band of 283.5–325 kHz is within the range of fre-
quencies used for PLC applications. Some work has been done
to either measure or model the electromagnetic fields associ-
ated with PLC operation on an electric power line [6]–[13]. In
general, this work was done to evaluate the potential for PLC
to interfere with navigational radiobeacon systems in various

Fig. 1. Vehicle with spectrum analyzer, active loop antenna, and printer.

low frequency bands of about 90–505 kHz [9], [10]. Some of
these studies demonstrate the potential for PLC fields close to
power lines to degrade the performance of navigation signal
receivers. Limited published data indicate that the PLC field
strength close to power lines, even when the PLC is operated
at only one watt, can significantly exceed typical DGPS broad-
cast signal strengths. Table II summarizes some of the data on
PLC field strength measured or modeled near power lines. Vari-
ation is due to lack of symmetry from each line side, antenna
orientation, line design, etc. Most measurements were for 1-W
PLC transmitters.

III. PLC MEASUREMENTS

This evaluation of PLC involved some practical field mea-
surements. This included measurement of typical DGPS signal
strengths and some measurements of PLC generated field
strength. The field measurements used a radio frequency mea-
surement system (broadband antenna and spectrum analyzer)
and a digital GPS/DGPS unit equipped to receive and process
differential corrections. In addition to this instrumentation, a
portable printer and laptop computer were used to facilitate
data collection. The instrumentation vehicle is shown in Fig. 1
and the primary equipment used for this study of PLC is
summarized in Table III.

Measurements of PLC field strength were made near trans-
mission lines using the HP Spectrum Analyzer and 0.6 m
diameter active loop antenna system. Measurements of PLC
signals vs. distance from power lines were made near ground
level with this test equipment. All measurements revealed
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TABLE III
SUMMARY OF INSTRUMENTATION USED IN GPS/DGPS FIELD MEASUREMENTS

Fig. 2. Multiple line easement with double circuit 120-kV, 345-kV, and
345-kV transmission lines.

Fig. 3. PLC signal strength versus frequency displayed on the spectrum
analyzer.

significant PLC signals that attenuate rapidly with increasing
distance from the power line. PLC measurements are reported
for a 120 kV/345 kV/345 kV multiple transmission line ease-
ment with clear access for lateral measurements (see Fig. 2).
Real-time PLC signals can be displayed on the Spectrum
Analyzer as presented in Fig. 3. The PLC measurements were
taken at discrete locations starting about 150 m away from the
120-kV line and extending onto the easement and directly under
each of the transmission lines. Representative measurement
results are provided for three different PLC frequencies found
at this location in Table IV (there were more than three PLC

frequencies observed at this site). The measured PLC field
strength for 1-W transmitters in the region near power lines can
be comparable to or larger than the amplitude of DGPS signals.
These measurement data compare well with previous data and
modeling of Table II. PLC measurement results can vary due
to distance along line from the PLC transmitters, line design,
ground conductivity, and induced signals from parallel circuits.

IV. NATIONWIDE DIFFERENTIAL GPS NETWORK

The Global Positioning System (GPS) is a satellite-based
radionavagation system developed by the U.S. Department
of Defense to provide worldwide coverage and year-round
navigation and positioning data. Many civilian and commercial
GPS applications require greater dynamic positioning accuracy
than provided by standard code-based GPS positioning. For
example, many transportation applications such as harbor
navigation, positive train control, and precision agriculture
need accuracies of 5–10 m or better [14]. Fortunately, methods
have been developed to augment GPS and increase accuracy
for the operations of a single, autonomous GPS receiver. One
method to improve accuracy involves using ground stations
that compare a GPS-derived position with its known location
to compute a correction that can be used to remove errors (i.e.,
satellite clock and orbit errors, atmospheric delay errors). This
correction information can be broadcast to nearby users for
real time position adjustments or stored for post-processing
the raw data at some convenient time. This approach, known
as Differential GPS positioning (DGPS), can significantly
increase accuracy. Users with mobile GPS receivers that are
equipped to receive and process these corrections in real time
can enjoy significant accuracy improvements; e.g., accuracy
to within 5–10 m, and in some cases in the 1–3 m range or
better [14].

The NDGPS differential corrections are broadcast at frequent
intervals in the band allocated for maritime radionavigation bea-
cons: 283.5–325 kHz (in many other countries this band is de-
scribed as 285–325 kHz). The DGPS messages are modulated
onto the low-medium frequency carrier wave by minimum shift
keying (MSK). At present, the selected transmission rates for
the NDGPS signals are 100 and 200 bits per second. These data
transmission rates are low, but are more immune to message loss
caused by Gaussian noise and therefore achieve higher message
throughput under impulse noise conditions[15]. The 99% power
containment bandwidth of the MSK modulated DGPS signal is
equal to 1.17 times the transmission rate, and the half power
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TABLE IV
PLC FIELD STRENGTH (IN DECIBEL MICROVOLTS PER METER) MEASUREMENTSACROSS120/345/345KV EASEMENT

Fig. 4. DGPS broadcast spectrum at center frequency (transmission rates: 100
and 200 b/s).

bandwidth is given by 0.59 times the transmission rate [16]. This
means that the DGPS broadcast information is contained in a
relatively small bandwidth as shown in the conceptual sketch
of Fig. 4 (i.e., 117 or 234 Hz wide). The very narrow DGPS
signal bandwidth can be an important consideration when con-
cern arises about possible interference due to other radio signals
at a nearby frequency.

During normal operations the USCG specified minimum field
strength for coverage of the DGPS broadcast signal is usually
75 V/m, or 37.5 dB referenced to 1 mV/m [16]. Terrain and
atmospheric conditions can significantly affect the “advertised”
coverage range [17]. In any event, the specified minimum cov-
erages are provided primarily as a guideline for radiobeacon se-
lection purposes. Adequate reception and decoding of the DGPS
correction message is possible at signal field strengths below
the specified “minimum” signal strength, depending on factors
such as the level and nature of local noise sources, multipath, re-
ceiver design, receiver antenna type and placement. At present,
34 countries have installed DGPS radiobeacon networks and
more are considering adoption of this standard. Electric utilities

TABLE V
PLC TRANSMITTERSINSTALLED AS OF MARCH 1999

should become familiar with NDGPS plans, operational charac-
teristics, and assets within their service territory.

V. DISCUSSION

In the region close to power lines the PLC signal (when
present, even at 1 W) is strong enough to potentially affect
DGPS receiver performance if it is close to the DGPS signal
frequency. There has previously been reported interference
to aeronautical and maritime nondirectional beacons due to
radiated emissions of HVDC converter stations or connected ac
or dc transmission lines [18]. The potential for interference will
depend on the emissions within the beacon band and the SNR.
At present only a small fraction of PLC transmitters operate at
frequencies within the DGPS band. Table V summarizes the
portion of PLC transmitters in the DGPS band [5].

The simple solution to potential DGPS problems with PLC
is frequency separation. The DGPS signal is contained within a
very narrow bandwidth about the center frequency: 99% power
containment is within a 117–234 Hz bandwidth. The PLC band-
width is variable but could be on the order of 300–2 200 Hz [3].
Only a relatively small fraction of existing PLC transmitters are
in the DGPS band and their frequencies could be changed to
provide adequate frequency separation between PLC and DGPS
signals. For new PLC transmitters, engineers should determine
DGPS beacon coverage in their area and avoid these regional
DGPS frequencies in the anticipated location for the new PLC
system. The authors did not learn of any reported instances of
PLC–DGPS interference. However, most DGPS stations were
not inland and this situation is rapidly changing with the advent
of the NDGPS network.
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VI. CONCLUSIONS

The future of GPS is bright and applications will grow as GPS
accuracy is improved with augmentations such as the Nation-
wide Differential GPS initiative. This paper reports on an eval-
uation of the possibility for PLC fields to affect DGPS receivers
near power lines. The following conclusions were reached.

• The use of GPS will increase and applications will diver-
sify as more accuracy is offered at no cost by the new
Nationwide DGPS network. This network is comprised
of low-medium frequency radio stations that continuously
broadcast differential corrections in a standard format. The
NDGPS network is presently expanding across the United
States. It is already in wide use and should be fully op-
erational in all 50 states within about two years. These
NDGPS stations operate at frequencies presently utilized
by some PLC transmitters.

• The NDGPS goals include strengthened national security,
integration of GPS into nonmilitary applications, encour-
aging private sector investment in GPS, and promotion
of safety and efficiency in transportation and other activ-
ities. It is anticipated that many people will rely on the
enhanced positioning accuracy provided by the NDGPS
network. Electric utilities should become familiar with
NDGPS plans, operational characteristics, and assets
within (or near) their service teritory.

• Power line carrier fields can have sufficient energy under
or close to power lines to affect use of the DGPS sig-
nals. However, for some implementations, PLC signals
are not always on and few PLC transmitters operate in
the DGPS band. Only about 1.5% of PLC transmitters
are in the 283.5–325 kHz DGPS band. Since DGPS sig-
nals have small bandwidth the simple solution is frequency
separation.
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Use of Global Positioning System (GPS) Receivers
Under Power-Line Conductors

J. Michael Silva, Senior Member, IEEE,and Robert G. Olsen, Fellow, IEEE

Abstract—The use of global positioning system (GPS) tech-
nology continues to grow and recent accuracy augmentations will
generate ever more innovative applications. The issue of GPS use
under or near electric power lines has been raised since some
GPS documents have vague warnings about such use. First, GPS
and the satellite microwave signals used to determine position,
velocity, and time are described. Then, the potential effects of elec-
tromagnetic interference and/or signal scattering from overhead
conductors are evaluated analytically and with some practical
measurements under transmission lines. This work demonstrates
that it is unlikely that power line conductors will interfere with
use of the GPS satellite signals.

Index Terms—Conductors, electromagnetic interference,
electromagnetic reflection, global positioning system, GPS, inter-
ference, noise, power transmission lines, scattering.

I. INTRODUCTION

T HE global positioning system (GPS) enables unique
capabilities, and the benefits are substantial. This satel-

lite-based radionavigation system has many new civilian
applications for the position, velocity, and time information it
can provide. As GPS use expands, it becomes more important
to evaluate any potential sources of interference. One issue that
is sometimes raised is the potential for degraded performance
of GPS receivers when they are used near electric power facil-
ities. Of specific interest is the use of the GPS satellite-based
microwave signals under or near power line conductors. At
the surface of the earth the satellite microwave signals are
weak and any reduction of signal intensity due to scattering by
conductors or noise due to corona and/or gap discharges could
degrade receiver performance or cause loss of signal lock.

II. GPS

The GPS is a satellite-based radionavigation system devel-
oped by the U.S. Department of Defense to provide worldwide
coverage and year-round navigation and positioning data pri-
marily for the U.S. military [1]. Since the only equipment
required by the user is a receiver/processor, the cost to the
user of the system can be relatively small. For this reason, the
personal and commercial market for GPS-based equipment,
applications, and services has grown exponentially and has
moved ahead of military use. GPS use is expanding internation-
ally and there is discussion of a competing GPS constellation
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of satellites and infrastructure funded and operated by the
European Community [2].

At present, 28 GPS satellites are in place [3], consisting of
six orbital planes of four satellites each and four active on-orbit
spares. On any given day, the number of operating satellites is
variable and could drop to 24 before additional replacements
are added. Each satellite, at an altitude of about 20 000 km, is
moving at about 4 km/s and completes an orbit of the earth in
approximately 12 h.

GPS satellites are equipped with highly accurate atomic
clocks that keep time to within 3 ns. This precision in time
measurement is at the heart of the GPS system function. Precise
determination of the transit time for a radio wave to travel
from a GPS satellite with a known position in space to the
user’s receiver on earth is the basis for all GPS applications.
The distance, or range is obtained by multiplying the apparent
transit time by the speed of light. The phrase “apparent transit
time” is used because this time and the ranges derived from
it will include propagation errors and other potential errors,
including dilution of position errors related to satellite con-
stelation geometry at time of use. In general, position and
velocity information are determined by trilateration, which
uses the ranges or distances to compute a three-dimensional
(3-D) position (a process called ranging). For 3-D navigation,
the GPS receiver requires range information from at least four
satellites; the fourth satellite is needed to adjust for receiver
clock errors. The position is given as latitude, longitude, and
elevation, usually with respect to a reference ellipsoid model of
the earth, such as the World Geodetic System [4], [5].

III. GPS SATELLITE SIGNAL DESCRIPTION

Each GPS satellite broadcasts very weak, uniquely iden-
tifiable signals, using spread spectrum technology [1], [2].
At present, each satellite transmits its carrier signals on two
different radio frequencies in the L-Band of the frequency
spectrum: Link 1 (L1) at 1575.42 MHz and Link 2 (L2) at
1227.60 MHz; each has a bandwidth of 20.46 MHz [1]. The
carrier waves are modulated with pseudo-random noise (PRN)
codes for each satellite [6]. GPS transmits two types of PRN
codes with significantly different structures: Coarse Acquisition
(C/A code) and Precise or Protected (P-code). The C/A code is
a sequence of 1,023 bi-phase modulations of the carrier signal.
Each period for a possible binary phase reversal is called a
chip. Since the C/A code is repeated 1000 times/s, the chip rate
is 1.023 MHz. The P-code has a very large sequence of chips
so that a complete sequence takes 267 days to complete [1].
The chip rate of the P-code is 10.23 MHz, significantly higher
than that of the C/A code.
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The GPS carrier signal power density at the surface of the
earth is far below the received noise density as shown in Fig. 1.
In fact, the signal normally cannot be detected by a spectrum
analyzer. The noise spectral density at a matched receiver
( ) is computed as the product of Boltzman’s constant
( ) and the “equivalent noise temperature” () in K. This
temperature is apportioned to various sources of noise such as
circuit and transmission line thermal noise. Thus

(1)

where is the equivalent temperature of theth noise source.
Above 300 MHz, most noise is generated by sources internal
to the receiving system [7]. However, some noise is generated
external to the receiver and is accounted for by a portion of the
equivalent noise temperature called the “antenna noise temper-
ature.” Of special interest in this paper is the contribution to the
antenna noise temperature from power line corona electromag-
netic interference (EMI).

The C/A and P-codes are to used to determine the transit time
of the radio wave as it travels from the satellite to the receiver.
The user’s GPS receiver does this by internally generating an
exact replica of the satellite’s PRN code at the same instant the
satellite generates and transmits its code sequence and uses this
code to extract the signal from background noise in a process
called correlation. In this process, the receiver essentially offsets
the internal replica code in time with respect to the (propagation
delayed) code received from the satellite and integrates over the
signal’s duration until the signal is extracted from the noise. The
amount of offset needed to do this is used to determine the time
lag or transit time of the signal.

Another signal, the navigation message, is also modulated
onto the L-band carriers. This message contains data on satellite
ephemerides (orbital location), system time, on-board clock
behavior, status messages, and C/A to P-code handover infor-
mation. In the future, GPS modernization may include more
satellites, additional frequencies, a more robust civilian code,
a new military code, and stronger signals- depending on gov-
ernment funding and policy decisions.

IV. GPS RECEIVER PERFORMANCECRITERIA

The GPS signal must have sufficient strength to be detected
by a correlation receiver. One measure used to quantify this
strength is the carrier to noise ratio ( ) defined as the signal
power of the unmodulated GPS carrier available to a matched
receiver divided by the noise power spectral density in the same
receiver [8]. It is useful to relate to the measure of signal
quality for the receiver used in this study. For this receiver, an
“amplitude measurement unit” (AMU) is used to estimate rela-
tive signal strength of the satellite and is related to by [9]

dB-Hz (2)

Since an AMU is a measure of signal strength, this relationship
holds only if the noise is a constant. This is reasonable if the
dominant source of noise is internal to the receiver. If however,
external noise is important, AMU cannot be directly related to

. It has been reported by the manufacturer that minimum
acceptable carrier signal strength for the receiver used in this

Fig. 1. Conceptual diagram of GPS signal spectrum.

study may range from 2 – 6 AMU [10]. Assuming that the dom-
inant source of noise is internal, this corresponds to carrier to
noise ratios per unit bandwidth of from 33 to 43 dB-Hz.

It is possible that a power line can interfere with the perfor-
mance of a GPS receiver in one of two ways. First, if the receiver
noise due to EMI from the power line is comparable to or greater
than the equivalent thermal noise, then the performance may be
degraded. Second, if the electromagnetic scattering of the signal
from overhead conductors is significant, then the received signal
may be reduced and receiver performance degraded.

Each of these possibilities will be considered in turn. Fol-
lowing this, the results of experiments to study the performance
of a GPS receiver near a power line will be reported.

V. POWER LINE EMI

This section is to evaluate the possibility that EMI from
power transmission lines will interfere with the operation of
GPS receivers. Two mechanisms by which this might occur are
1) corona along the length of the transmission line conductors
and 2) spark discharges on the transmission line hardware [11],
[12].

A. Corona Noise

EMI from power line conductors is important only on trans-
mission lines for which the 50/60-Hz conductor surface electric
fields are large enough to cause corona (i.e., local ionization
of the air) [11]. The corona caused by these large electric
fields at the conductor surface induces impulsive currents on
the transmission line. These induced currents, in turn, cause
wide band electric and magnetic “noise” fields that fill the
entire frequency spectrum from below 100 kHz to approx-
imately 1000 MHz, although they are usually too small to
be measured above 10 – 20 MHz [12], [13]. Weather has a
large influence on corona noise. In fact, the noise level can
be 15–25 dB higher during foul weather. Another factor that
affects corona is altitude. The usual rule of thumb is that
corona noise increases approximately 1 dB/300 m of altitude
above sea level [14].

It is commonly stated that electromagnetic interference from
transmission line corona is only a problem when the following
three conditions are satisfied.

1) The transmission line voltage is above 230 kV.
2) The frequency of interest is less than 30 MHz.
3) The distance between the transmission line and the

receiver is small (i.e., less than a few hundred feet).
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Since the second condition is not satisfied for microwave fre-
quency GPS receivers, it could be expected that there will not
be a problem. However, the signal strength from a GPS satel-
lite is so small that a more complete investigation is warranted.
Here, a noise calculation using a typical 500-kV transmission
line will be made to evaluate the possibility for degraded per-
formance. The computer program used for the calculation will
be WBNOISE that was developed for the EPRI and described
in [15].

The following (worst case) assumptions will be made for this
calculation.

1) The receiving antenna will be assumed to be directly
under the power line.

2) The polarization of the “noise” field will be assumed to
be matched to that of the receiving antenna. Thus, no po-
larization loss of the noise will occur.

3) Average stable foul weather conditions (i.e., practical
worst case) will be assumed.

Since WBNOISE calculates noise only up to 30 MHz, the
noise cannot be directly calculated at this frequency. Rather,
the calculation will be made at 10 MHz and then scaled to
1575 MHz using a conservative model for the corona noise
spectrum [16].

The 500-kV transmission line geometry of [15] was studied,
and it was assumed that the receiving antenna was 1 m above
the ground. The average stable foul weather (i.e., practical
worst case) noise in a 9-kHz bandwidth receiver with a CISPR
Quasi-Peak detector in dB relative to 1V m was obtained and
is shown in Fig. 4 of [15]. The largest value of “average stable
foul weather” noise in a CISPR standard quasipeak receiver at
10 MHz was 40 dB (V m). To apply these data to the problem
considered here, it is necessary to do the following.

1) Convert from a CISPR receiver to one with an RMS de-
tector and bandwidth appropriate for calculation of the
carrier to noise ratio.

2) Convert the noise frequency from 10 to 1575 MHz.
3) Calculate the incident noise power density in a 1-Hz band-

width at the antenna.
4) Calculate the incident power density at the receiver from

the GPS satellite carrier.
5) Calculate to determine if it is acceptable.
For frequencies below 30 MHz, the noise in a receiver with

9-kHz bandwidth and RMS detector can be obtained by sub-
tracting 8 dB from the noise in a CISPR receiver [13].

The noise in a 1-Hz bandwidth (since is reported per
unit bandwidth in decibel-Hertz) can be obtained by adding

Log dB (i.e., the received noise power
is proportional to bandwidth) [16]. The noise at a frequency of
1575 MHz can be computed by adding

dB (i.e., using Fig. 4 of [16], it is conservatively assumed
that the spectrum drops off as in the frequency range
from 10 to 2000 MHz). Finally, the effective electric field noise
level at 1575 MHz (assuming a receiver with an RMS detector
and after correcting to a bandwidth of 1 Hz) is

dB-Hz V m (3)

This is read as “the effective (i.e., RMS) electric field in deci-
bels with respect to 1V m within a 1-Hz bandwidth (BW).”

Since the power density of a plane wave in free space is
(where is the impedance of free

space), the effective electric field can be converted into an inci-
dent noise power density dB-Hz (W m ) by subtracting

Log dB to yield

dB-Hz W m (4)

Again, this is read as “the effective (i.e., RMS) incident noise
power density at 1575 MHz in decibels with respect to 1W m
within a 1-Hz bandwidth.”

GPS transmitters are located in satellites approximately
20 000 km above the earth’s surface. The transmitter output
for the civilian signal is about 25 W and the antenna gain is
13 dB , yielding an effective radiated power of approximately
500 W. [1]. Since the gain of the receiving antenna is not
known and the noise is assumed to be from a source external to
the receiver, the carrier-to-noise ratio will be determined from
a comparison of incident fields. It will thus be (conservatively)
estimated here that the receiving antenna responds identically
to the GPS signal and to the noise.

The incident power density at the earth’s surface of a carrier
signal from a transmitter that feeds a directional antenna is

dBw dB

dB W m (5)

where is the transmitter power delivered to the antenna,
is the antenna gain relative to an isotropic antenna, andis the
distance between the satellite and the receiver in meters. For this
case

dB W m or about V m (6)

Thus, the carrier-to-noise ratio for the incident field is
45.3 dB-Hz. This is above the minimum specified by the man-
ufacturer of the receiver used in this study (i.e., 43 dB). Given
the number of conservative assumptions used in this calcula-
tion (e.g., 500–kV transmission line, spectral decay of ,
noise polarization matched to the GPS antenna, etc.), it is un-
likely that the transmission line corona noise could degrade op-
eration of the GPS receiver. Nevertheless, since the ratio
is close to the minimum, it was decided that an experiment was
necessary to determine whether there was any interference of a
transmission line with the operation of the GPS receiver. This
experiment will be reported later.

B. Spark or Gap Discharge Noise

Spark discharges generally occur between parts of hardware
on a power line that are physically close but at different voltages
[11], [12]. If the voltage becomes high enough, a spark occurs
across the gap. Due to the nature of this discharge, the electric
and magnetic noise fields from these sparks tend to dominate
those from corona at frequencies above 10 – 20 MHz [12] and
can be detected at frequencies above 1000 MHz. As with corona,
weather has a large influence on gap discharges. However, the
effect is opposite. In fact, gap discharges generally occur only
during dry weather; wet conditions tend to equalize voltages be-
tween different parts of the hardware and hence suppress them.
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Fig. 2. Conceptual diagram of GPS carrier wave incident on single conductor.

Spark discharge fields are generally not calculated because
the discharges tend to be intermittent, models are crude and only
limited measured data are available [16]. Rather, if there is a
problem, the source of the discharge is located and repaired [17].
GPS receivers are typically operated near ground level at some
distance from spark gap sources. As a final comment, it can be
said that gap sources often occur on low voltage distribution
lines. Thus, they are more likely to be found on the distribution
lines than on transmission lines because the former are more
numerous [12]. Later, results of GPS measurements near spark
discharges will be reported.

VI. GPS MICROWAVE SIGNAL SCATTERING

A possible concern for use of GPS equipment under or very
close to power lines is whether an incident GPS satellite signal
can be significantly scattered by a power line with a resulting
adverse effect on the received signal. This possibility is consid-
ered next.

A number of simplifying assumptions will be made in the
calculations presented here. First, it will be assumed that
there are no towers either near the receiver or on a direct
line between the satellite and receiver. Although towers are
expected to be strong scatterers, they are too complex to
be included in the simple model considered here. It is more
appropriate that they be examined experimentally in a separate
study. Given this, towers have been eliminated from the model.
Second, the transmission line conductors are assumed to be
horizontal, and each phase is assumed to consist of only a single
conductor. Third, phase conductors are far enough apart that
they can be analyzed separately. Finally, reflection from the
earth will be neglected. While this effect can be important, its
inclusion would not change the conclusions of this report and
the additional mathematics may obscure the argument. Despite
these assumptions, the simple model analyzed here leads to
reasonable conclusions about whether power line conductors
can interfere with GPS signals.

Consider the single conductor shown in Fig. 2. Here, a GPS
signal is assumed incident upon a single power line conductor
at an angle , as shown. Since the signal is circularly polarized,
it can be decomposed into two plane waves: one polarized par-
allel to and the other perpendicular to the conductor. It is shown
in [18] that for a parallel polarized incident wave, the ratio of

scattered to incident field (component along the direction of the
conductor) for scattering from a cylindrical conductor model of
a power line conductor is

(7)

where 10 , is the frequency in Hertz, is the
radius of the cylindrical conductor, andis the distance between
the conductor and the receiver in meters. It is also shown in
[18] that the perpendicular polarized incident wave is scattered
much less than the parallel one. Thus, if scattering of the parallel
polarized wave is small enough, it is not necessary to consider
the perpendicular polarized component.

For an assumed 1.27-cm conductor radius, m,
and cm (at 1575.42 MHz), (7) yields a ratio of

scattered field/incident field of 0.032 or about a 3.2% reduction
in the field for normal orientation. Only for grazing angles of
incidence (i.e., values of near zero) does the scattered field
increase markedly from this result. In this case, however, the
calculation becones much more complex [19]. Given the very
small scattered field from a single conductor, it is clear that
a three-phase line with single conductors will also not signif-
icantly affect the GPS signal. It appears then that power line
conductors have little effect on the signal and that a GPS re-
ceiver/antenna can be used under power lines without bundled
conductors. Based on measurements to be reported later, it is
believed that this conclusion can also be applied to transmis-
sion lines with bundled conductors. It should be noted that even
if there were significant attenuation due to scattering for one
satellite signal it is unclear if this would cause a problem for a
GPS user. This is because a GPS receiver relies on a dispersed
constellation of satellites (at least four and often more ). How-
ever, loss of lock on just one satellite could cause a poorer (less
accurate) position solution due to an increase in dilution of po-
sition caused by poor satellite constellation geometry. Bundled
conductors in heavy corona may merit further analysis to con-
firm that receiver performance is not degraded by reducing the
number of satellites available to the receiver.

VII. GPS SIGNAL MEASUREMENTSUNDER 345-KV LINES

A series of measurements to evaluate GPS signal reception
quality under power lines was performed in both fair and foul
weather across the easements of two different double circuit,
twin-subconductor, 345-kV transmission lines. These measure-
ments were performed with a Trimble GPS receiver and a circu-
larly polarized cross-dipole antenna system. The purpose of the
measurements was to evaluate whether the GPS satellite signal
incident on metallic conductors can be significantly scattered
and adversely affect the signal received and/or whether power
line EMI can degrade receiver performance.

At one location (Site #1 in Fig. 3), measurements were per-
formed along a traverse under a double circuit 345 kV trans-
mission line. The satellite constellation geometry that existed
during the fair weather measurements at the site is shown in
Fig. 4. Measurements along a traverse were also made at another
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Fig. 3. Sketch of 345-kV transmission line at site # 1.

Fig. 4. GPS satellite constellation geometry at site # 1 during measurements.

location (Site #2 in Fig. 5) within an easement that included two
double-circuit 345-kV lines and a double-circuit 120-kV line.

For all of these measurements, several satellites were visible
to evaluate reception quality but not all are included in the pre-
sentation of results. More specifically, data from satellites with
an elevation above the horizon of less than about 20is not given
because it is more subject to multipath errors and shielding by
nearby objects such as trees. The impact of these factors changes
as orientation to the receiver changes when the easement was
traversed during measurements. This situation could result in a
change in reception quality that is not associated with conductor
scattering of the GPS carrier wave.

According to the results of Section V, the only condition
under which corona noise might cause a problem is during foul
weather since in this case corona noise is 15–25 dB higher than
in fair weather. In order, then, to isolate the possible effect of
scattering from power line conductors, the first measurements
were conducted in fair weather along the traverses described
above. The signal amplitude in AMU for GPS carrier L1
was logged for each satellite in view at one-second intervals

Fig. 5. Sketch of transmission line configurations at site # 2.

while driving across the 345-kV easements and directly under
the transmission lines. This quantity was output by the GPS
receiver in the standard NMEA format and then converted to

using (2) and the assumption that the noise is constant
and entirely internal to the receiving system [9], [20]. The
measured value of was then used to evaluate changes in
reception quality as the easement was traversed. The results
reveal no practical change in each satellite’s even when
directly under the 345-kV transmission lines (see Figs. 6 and
7). Thus, it does not apppear that scattering from power line
conductors leads to any significant change in signal strength.
This result is consistent with the earlier discussion of this
subject: the conductors are small compared to a carrier signal
wavelength and the receiver antenna is generally located at
ground level some tens of wavelengths away.

Note that no satellite signal measurements were made inside
a steel lattice tower within the area enclosed by the steel struc-
ture members and legs. However, it is anticipated that this could
cause a shielding problem because of the large metallic mem-
bers near a line between the satellite and the user.

The possible effect of corona noise was evaluated by re-
peating the measurements described above in foul weather
conditions. Since the signal amplitude available from the
receiver is not a measurement of noise, it cannot be used to
evaluate noise level. Instead, noise was indirectly measured
by noting the number of satellites on which the receiver was
locked as a function of position along the traverse. It was
hypothesized that excessive corona noise would cause loss
of lock on at least some satellite signals. For Sites #1 and
#2, the receiver maintained lock on eight and nine satellites,
respectively, over the entire traverse. Thus, no degradation in
receiver performance can be attributed to EMI from corona.

VIII. O THER SOURCES OFELECTRICAL INTERFERENCE

There are many nonpower system sources of potential
interference that can create noise within the GPS satellite signal
bandwidth. Out-of-band emissions by radio, TV, communi-
cations, and radar transmitters can cause an electromagnetic
interference problem. Other potential EMI sources include
gasoline engine ignition systems, TV and computer monitors,
electric motors, fluorescent lights, ac–dc converters, alternators,
and generators and switching power supplies. The broadband
noise of a gap discharge source can extend above 1 GHz and is
cited by GPS receiver manufacturers as a potential interference
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Fig. 6. Plot of GPS satellite C/N ratio versus distance across site #1 345-kV easement.

Fig. 7. Plot of GPS satellite C/N rato versus distance across site #2 120 kV/345-kV easement.

source (e.g., proximity to spark plugs on an all-terrain vehicle).
During the course of the measurements reported in this paper,
the GPS receiver was operated close to a number of gap dis-
charge sources on distribution lines with no effect on receiver
performance. The distance to the source is most likely the main
factor in the lack of an observed influence on GPS receivers. Of
course, the design characteristics of the GPS receiver/antenna
system is always important in overall performance.

IX. GPS SATELLITE ANOMALIES

There is another type of GPS receiver problem not caused
by scattering of incomming signals or noise in the GPS
carrier bandwidth. GPS receivers may experience problems
when a GPS satellite exhibits operational anomalies, such
as low power, PRN code generation error, or outages. These
events are rare but do happen. It is important to be aware of
these events because the resulting loss of signal lock could
erroneously be attributed to any nearby power lines. In one
3-mo period in 1998, a total of 107 anomalies, an average of
1.2 per day, were observed for satellites that could be seen
over the continental United States [21]. The satellite anomalies
included brief generation and transmission of nonstandard C/A
or P-codes, maintenance problems, and short-term disruptions
in the navigation message. The average duration of outages was
about 6 s, ranging from a few seconds to 93 s. These satellite
anomalies can cause positioning errors outside of specified

accuracy and loss of lock. The period of time affecting the
user includes the outage duration plus the time to reacquire
the satellite signal and is receiver dependent. For example,
on November 26, 1998, a triple outage sequence ocurred on
the L1 signal of satellite PRN# 15. These outages occurred in
succession, seperated by variable lengths of time and spread
over a period of about 3–4 min (44 s for the first signal outage,
8 s for the second, and 16 s for the third). Receivers of different
designs took from several seconds to over 2 min to reacquire
the satellite signal after the outages [21]. Research has been
done on algorithms for GPS receivers to perform on-board
interference detection and monitoring to improve performance
[22]. The design and performance of GPS receivers can be
variable, but changes in hardware and software continue to
improve receiver performance.

X. CONCLUSIONS

This paper reports on an evaluation of the possibility for
power line conductors to affect GPS receivers used near power
lines. The following conclusions were reached.

• A simple model has been used to show that electromag-
netic scattering of GPS signals by power line conductors
is unlikely to cause significant signal degradation. Car-
rier-to-noise ratio measurements under transmission lines
in foul weather support this conclusion for practical sit-
uations. Even if there were significant attenuation due
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to scattering for one satellite signal, it is unclear if this
would cause a problem. This is because a GPS receiver
relies on a dispersed constellation of satellites (at least
four and often more). However, loss of lock on just
one satellite could potentially affect accuracy due to an
increase in dilution of position error caused by poor
satellite constellation geometry.

• A theoretical evaluation of transmission line corona noise
at the GPS carrier frequency did not indicate that corona
noise could affect GPS receiver performance. Measure-
ments made in foul weather confirm this conclusion.
Specifically, it was noted that there was no loss of lock
of satellite signals as a GPS receiver was moved across
a power line easement.

• The GPS receiver was operated close to a number of gap
discharge sources on distribution lines with no effect on re-
ceiver performance. GPS receivers may experience prob-
lems when a GPS satellite exhibits operational anomalies,
such as low power, PRN code generation error, or outages.
These events are rare but do happen. It is important to be
aware of these events because the resulting loss of signal
lock could erroneously be attributed to any nearby power
lines.

• Further work might include an analysis of degraded per-
formance due to steel lattice towers and signal scattering
from bundled conductors in corona.
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Evaluation of the Potential for Power Line Noise
to Degrade Real Time Differential GPS Messages

Broadcast at 283.5–325 kHz
J. Michael Silva, Senior Member, IEEE

Abstract—The new Nationwide Differential Global Positioning
System network uses the 283.5–325 kHz band to broadcast dif-
ferential GPS (DGPS) correction messages. Concern has been ex-
pressed that power line corona and gap discharge noise could de-
grade the performance of DGPS receivers using this band. Pre-
vious work on power lines and the AM broadcast band identi-
fied corona and gap discharges as broadband noise sources in the
LF/MF bands. The potential to locally degrade performance of
DGPS receivers relatively close to some power facilities appears
possible for certain situations. The extent of any DGPS interfer-
ence problem will depend on receiver/antenna design and place-
ment, signal strength, power line design, weather conditions, and
characteristics of the noise source. Also affecting DGPS receiver
performance can be the presence of any nearby nonpower line RF
noise sources such as electronic devices or equipment internal to
the user’s vehicle.

Index Terms—Corona, electromagnetic interference, global
positioning system (GPS), interference, noise, power transmission
lines.

I. INTRODUCTION

T HE CIVILIAN use of the global positioning system
(GPS) is growing at an increasing rate. GPS accuracy is

being improved with augmentations such as differential GPS
(DGPS). With DGPS, corrections are provided to users to im-
prove accuracy by compensating for some of the errors inherent
in autonomous GPS use. The DGPS correction messages can
be made available by various methods, but the focus of this
paper is the network of LF/MF broadcast stations operated by
the United States and other governments. The potential for
interference is well known to power engineers due to experi-
ence with the AM radio broadcast band. Anecdotal reports by
agricultural users of coastal DGPS stations indicate that power
line RF noise, under certain conditions, can be a problem for
DGPS receivers. Some GPS receiver manuals also mention the
potential for noise/interference problems near to electric power
lines. However, there is little or no engineering information
on the potential for electric power line noise due to corona or
gap discharges to affect DGPS use. The importance of this
issue is underscored by the implementation of the Nationwide
Differential GPS network of DGPS stations planned to cover
the entire United States by 2002. This paper will describe GPS,
DGPS, and provide measurement data to evaluate the potential
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for electric power line corona or gap discharge noise to affect
DGPS broadcasts in the 283.5–325 kHz band.

II. GPS OVERVIEW

The Global Positioning System (GPS) is a satellite-based ra-
dionavagation system developed by the U.S. Department of De-
fense to provide worldwide coverage and year-round navigation
and positioning data primarily for the U.S. military [1]. Over the
past decade or so, GPS has evolved beyond its original use to
become a dual-use technology with extensive civilian use in a
expanding variety of applications. At present, 28 GPS satellites
are in place [2] at an altitude of about 20 200 km above the earth,
located within six orbital planes of four satellites with active
on-orbit spares. Each satellite travels at about 4 km/s and com-
pletes an orbit of the earth in approximately 12 h [3]. GPS satel-
lites are equipped with highly accurate atomic frequency stan-
dards that keep time to within 3 ns. This precision in time mea-
surement is at the heart of the GPS system function. In general,
position and velocity information is determined by trilateration,
which uses the ranges or distances derived by measuring the
radio wave travel time of each satellite’s special signal to com-
pute a three-dimensional position (a process called ranging). For
three-dimensional (3-D) navigation, the GPS receiver requires
range information from at least four satellites; the fourth satel-
lite is needed to adjust for receiver clock errors. There are a
number of error sources for autonomous receiver operation, in-
cluding: satellite clock and orbit errors, ionosphere and tropo-
sphere delay, multipath, receiver noise, and errors due to satellite
constellation geometry. Positioning error is a dynamic concept,
changing over time. Methods have been developed to remove or
minimize these errors.

III. D IFFERENTIAL GPS

Many civilian and commercial GPS applications now require
greater accuracy than provided by the civilian standard posi-
tioning service (SPS). For example, many transportation appli-
cations such as harbor navigation, positive train control, and pre-
cision agriculture need accuracies of 5–10 m or better [3]. For-
tunately, methods have been developed to augment SPS and in-
crease accuracy for the operations of a single, autonomous GPS
receiver [1], [3]–[6]. One method to improve accuracy involves
using ground stations that compare a GPS-derived position with
a known location to compute a correction that can be used to re-
move clock, orbit, and atmospheric delay errors. This correction
information can then be broadcast to nearby users for real time
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Fig. 1. Conceptual diagram of differential GPS (DGPS) station.

position adjustments or stored for post-processing the raw data
at some convenient time. This approach, known as Differential
GPS (DGPS), can significantly increase accuracy. With DGPS,
two GPS receivers are used: a reference unit and a mobile or
rover unit. The reference receiver is placed at a stationary loca-
tion with a position previously determined to a high degree of
accuracy by surveying. This reference receiver determines its
position using GPS signals and a computer derives the position
error and calculates differential corrections that can be applied
by the rover to yield a more accurate position. A range rate cor-
rection term is also broadcast and it can be used in the event
that subsequent correction messages may not be received. The
range rate message allows the computation of a current correc-
tion from an older range correction using the range rate correc-
tion and time of the older range correction.

The differential corrections can be broadcast at frequent in-
tervals in a specified format by a low–medium frequency radio
station. Other differential correction broadcast methods exist
(commercial satellites and FM radio) but are not covered here.
Users with mobile GPS receivers that are equipped to receive
and process these corrections in real time can enjoy significant
accuracy improvements; e.g., to within 5–10 m, and in some
cases in the 1-3 m range or better [1], [3]. A conceptual DGPS
station is depicted in Fig. 1.

DGPS removes common errors (satellite clock and orbit er-
rors, atmospheric delay errors) from mobile receivers using the
same satellites as the reference station and enhances real-time
accuracy. However, the accuracy of the differential correction
decreases with significant distances away from the reference
station, e.g., beyond about 150–250 miles, when the errors may
no longer be spatially correlated between the reference station
and mobile receiver [1], [3], [7]. The differential correction data
are also stored at selected sites called continuously operational
reference stations (CORS) and other reference sites such as the
DGPS network operated by private organizations and govern-
ment agencies. This stored differential correction data can be
accessed via the Internet to post-process uncorrected data for
situations where real-time DGPS is not required. DGPS is an
accuracy-augmentation of GPS that has been successfully used
for many applications. In the future more DGPS ground sta-
tions will be established and will facilitate new commercial and
public safety applications of GPS technology [8]. At present, 34

Fig. 2. Proposed NDGPS reference station locations.

countries [9] have installed DGPS radiobeacon networks and
more are considering adoption of this standard method devel-
oped in the United States.

IV. NATIONWIDE DIFFERENTIAL GPS NETWORK

In 1996, a Presidential Directive, based on a report by the Na-
tional Science and Technology Committee, set specific goals for
a Nationwide Differential Global Positioning System (NDGPS).
These goals include: strengthened national security, integration
of GPS into nonmilitary applications, encouraging private sector
investment in GPS, and promoting safety and efficiency in trans-
portation and other disciplines [8], [10], [11]. Subsequently, the
Department of Transportation (DOT) formed an interagency Ex-
ecutive Steering Group that produced a report on NDGPS iden-
tifying many public safety applications, including saving lives
on the railroads and highways. In 1997 the U.S. Congress autho-
rized the Department of Transportation to establish, operate, and
maintain a Nationwide Differential Global Positioning System
as soon as practicable.

The baseline architecture for the NDGPS is the existing
United States Coast Guard (USCG) maritime local area DGPS
stations [8]. In March 1999, DOT announced the expansion
of the existing USCG DGPS network to service the interior
portions of the contiguous United States, Hawaii, and Alaska.
Key applications of NDGPS presented to Congress were pos-
itive train control (preventing collisions, avoiding over-speed
derailments, and other safety and economic benefits), public
safety and traffic management, control functions for vehicles,
notification of emergency conditions, and natural resource
and emergency infrastructure mapping. Under NDGPS, the
existing network of 54 USCG maritime radiobeacons would
be increased with the addition of about 67 new DGPS stations
over a three to four year period (Fig. 2). The NDGPS network
is presently expanding across the United States and new DGPS
stations were installed in 1999 and 2000 [3], [8]. NDGPS
provides free DGPS service and it is already in wide use and
should be fully operational in all 50 states within about two
years (depending on funding). Electric utilities should become
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Fig. 3. NDGPS 287 kHz station at Pigeon Point, CA.

familiar with NDGPS plans, operational characteristics, and
assets within and near to their service territory.

A typical NDGPS station (Fig. 3) is an unmanned facility that
continuously broadcasts a radio signal in the 283.5–325 kHz
band. The primary mode of propagation for these low–medium
frequency radio signals is by groundwave [12],[13]. Each
NDGPS station has a pair of GPS reference antennas (one
for standby) mounted on 30-ft tall masts, a control building,
ancillary equipment, power supply, communications links,
and a broadcast antenna. There are two general designs for
the broadcast antenna [8]. The original network of USCG
stations have approximately 90–120 ft tall broadcast antennas
and the newer stations have 299-ft tall antennas. Most of the
new NDGPS stations utilize existing Ground Wave Emergency
Network (GWEN) relay-node facilities that have been decom-
missioned by the U.S. Air Force.

The DGPS messages are modulated onto the low–medium
frequency carrier wave by minimum shift keying (MSK). With
MSK, a binary zero is represented by a linear 90phase re-
tard relative to the carrier phase in one bit duration and a bi-
nary one is represented by a linear 90phase advance relative
to the phase of the carrier in one bit duration [14]. The selected
NDGPS transmission rates are presently 100 and 200 bits per
second [8]. The DGPS data rates are low, but are more immune
to message loss caused by Gaussian noise and achieve higher
message throughput under impulse noise conditions. The 99%
power containment bandwidth of the MSK modulated signal is
equal to 1.17 times the transmission rate [14]. This means the
DGPS broadcast information is contained in a relatively small
bandwidth (i.e., 117 or 234 Hz).

The USCG specified minimum field strength for cov-
erage of the DGPS broadcast signal is usually 75V/m, or
37.5 dB V/m. Many DGPS sites with a 200 bit/s transmission
rate have a specified minimum field strength of 100V/m
(or 40 dB V/m). Terrain and atmospheric conditions can
significantly affect the specified coverage range. The specified
minimum coverages are provided primarily as a guideline for
radiobeacon selection purposes. Adequate DGPS reception
and correction message decoding is possible at signal strengths
below the specified “minimum” strength, depending on factors

Fig. 4. Signal strength versus distance for Detroit DGPS 319 kHz Beacon.

Fig. 5. Signal strength versus frequency: measurements in DGPS band taken
in rural area of California.

TABLE I
MEASUREDFAIR WEATHER DGPS SIGNAL STRENGTH(dB�V/m)

such as the level and nature of local noise sources, multipath,
receiver design, antenna type, and placement. A plot of DGPS
signal strength vs distance is provided in Fig. 4 for the Detroit
319 kHz beacon. A wideband Fast Fourier Transform (FFT)
plot in the DGPS band is shown in Fig. 5 for a low noise rural
location (central California). The DGPS signal is normalized to
the strongest signal within 44.5 kHz of the center frequency
(303.8 kHz). The measured DGPS signal, station ID, and
distance is provided in Table I for the stations identified in
Fig. 5 plot.
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V. CORONA AND GAP DISCHARGENOISE

Corona is a partial electrical discharge occurring in air near
the surface of an energized conductor. It occurs when the elec-
tric field at the surface of a conductor exceeds the breakdown
strength of the surrounding air [15]. Any conductor surface flaw
or irregularity such as a scratch, dust particle, insect, or water
drop can concentrate and increase the electric field at this point
to the critical level at which a corona discharge occurs. Corona
on a high voltage conductor can occur during either the pos-
itive or negative half-cycle or at both polarities. Corona dis-
charges can generate visible light, audible noise, and broad-
band radio frequency (RF) noise. Corona is most often observed
on transmission lines in the extra-high-voltage or EHV range
(345–765 kV). Radio noise due to corona activity can be present
in fair weather due to conductor surface scratches, or noncon-
ductive material on the conductors such as dust, vegetation, or
bird droppings. The noise level is higher in foul weather condi-
tions, but also depends on other factors such as the line design,
condition of conductor surface, and altitude [16]. During foul
weather conditions (rain, fog, sleet, snow), radio noise can sig-
nificantly increase by as much as 15–25 dB above fair weather
levels for the same transmission line [15]–[18]. Radio noise due
to corona decreases with frequency, extending from a peak in the
low–medium frequency band to low levels at about 10–20 MHz
[15], [18]. Corona-generated radio noise is typically measured
and calculated in either a 5 kHz (ANSI) or 9 kHz (CISPR) band-
width with a standardized quasipeak detector; peak and average
detector circuits are sometimes used [15]. An important obser-
vation is that corona-generated radio noise levels can exceed
DGPS broadcast signal strengths, especially in foul weather for
lines with high conductor surface gradients.

A gap discharge occurs when two surfaces are very close and
at different potentials. Gap discharge sources can be damaged
insulators and broken or loose fitting hardware and are generally
active only during dry weather. Wet conditions tend to equalize
voltages between different parts of the hardware and hence sup-
press gap discharges [19]–[21]. When a gap discharge is active,
the result is a small, intermittent electric arc (spark) between
the two surfaces that produces pulses of high frequency elec-
tromagnetic waves. These waves can radiate away from the gap
source and also propagate along conductors that, in turn, can ra-
diate high frequency noise. Unlike corona, gap discharge noise
is characterized by relatively long periods between successive
pulses of electromagnetic energy. The RF noise from gap dis-
charges tends to be broadband and spark discharge noise ex-
tends over a larger frequency spectrum than corona. RF noise
from these sparks tend to dominate those from corona, espe-
cially at frequencies above 10–20 MHz and can extend beyond
1000 MHz [19]–[21]. The potential significance of gap dis-
charge RF noise is that its can exceed DGPS broadcast band
signal strengths and its broadband spectral content can extend
above 1 GHz into the GPS satellite signal band.

VI. OPERATION OFDGPS RECEIVERSNEAR CORONA AND

GAP DISCHARGESOURCES

This paper reports on practical field measurements with typ-
ical DGPS receivers near distribution lines, transmission lines,

Fig. 6. Signal strength versus frequency in DGPS band: Measurements in
shopping center parking lot-steady rain.

and substations. Of special interest was EHV transmission lines
in fair and foul weather and distribution lines with gap discharge
sources. At the time of these measurements, the U.S. Depart-
ment of Defense had implemented dithering of the GPS satel-
lite clock and orbit information to intentionally degrade civilian
GPS accuracy by introducing rather large errors. This scheme,
called selective availability (S/A), was removed on May 1, 2000.

The primary equipment used for the field measurements is
summarized as follows: spectrum analyzer (Hewlett Packard
Model HP8568B, 100 Hz–1.5 GHz), broadband antenna
(EMCO Model 6502 active loop antenna, 10 kHz–30 MHz.
60 cm dia.), frequency selective voltmeter (Rycom Model
6020, 0–1500 kHz), Digital GPS receiver (Trimble Navigation,
12 channel/carrier phase filtered with DGPS H-field antenna),
and an analog GPS receiver (Garmin, 12 channel and DGPS
with either E- or H-field antenna). The analog GPS receiver
had an accuracy of about 5–10 m with DGPS augmentation
and the digital GPS receiver achieved submeter accuracy in
the DGPS mode. GPS parameters and positioning data were
recorded using the National Marine Electronics Association
(NMEA) data format protocol [22].

A. DGPS Receiver Operation Near Lines in Corona

As described earlier, transmission line corona activity gen-
erates broadband radio frequency noise that encompasses the
DGPS broadcast band. The potential for corona noise to af-
fect DGPS receiver performance was evaluated by recording
signal strength vs frequency plots and logging GPS/DGPS posi-
tion data near transmission lines in corona. The frequency spec-
trum plots of Figs. 6 and 7 were made during a steady rain but
at locations a few miles apart. Fig. 6 was recorded in a shop-
ping center parking lot, far from power lines. As can be seen
in Fig. 6, the ambient noise floor during rain is relatively low
(except during lightning discharges when it very briefly jumps
up to a high level). In Fig. 7, measurements under a 345 kV
transmission line during steady rain reveal an elevated noise
floor due to corona activity. The two frequency spectrum plots
of Figs. 6 and 7 clearly indicate that corona-generated radio
noise can substantially raise the noise floor in the low–medium
frequency DGPS band. An elevated noise floor (not shown)
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Fig. 7. Signal strength versus frequency in DGPS band: Under 345 kV trans-
mission line during rainy weather (site #2).

Fig. 8. Plot of positions logged using digital GPS unit (augmented with
DGPS)—Taken while driving across 120/345/345 kV easement during fair
weather (S/A-ON).

was also observed for fair weather corona under a twin bundle
500 kV transmission line during a different set of measurements
in another state. Elevated in-band noise without an increase in
signal strength will result in a lower signal-to-noise ratio (SNR)
for a DGPS receiver. Therefore, DGPS receivers operated close
to 345–765 kV transmission lines in corona, especially during
foul weather, could experience a decreased SNR that may or
may not degrade receiver performance. As ambient RF noise in
the bandwidth increases, the SNR for the DGPS receiver is fur-
ther reduced and may approach suboptimal values for receiver
performance. This will depend on factors such as the level of
corona noise, distance to the line, other ambient or atmospheric
noise sources, DGPS signal strength, and receiver/antenna
design.

The practical consequences of poor DGPS signal reception
are demonstrated in Figs. 8 and 9 for fair weather and rain, re-
spectively. An evaluation of the potential impact of transmis-
sion line corona on DGPS receiver performance was conducted
at a multiple transmission line easement (double circuit 120
and 345 kV transmission lines). A GPS-equipped vehicle was
slowly driven across the easement so that its position, as re-
ported by a digital GPS receiver augmented with DGPS, was
logged at one-second intervals. The GPS receiver used a high
quality roof-mounted shielded H-field antenna for both GPS and
DGPS signal detection. The data were taken on two different
days while driving along the same route under the transmission

Fig. 9. Plot of positions logged using digital GPS unit (augmented with
DGPS)—Taken driving across 120/345/345 kV transmission line easement
during rainy weather (S/A-ON).

lines (at midspan) for fair weather and in rain. The data col-
lection route across the easement started about 100 m south of
the 120 kV line and proceeded laterally to traverse the ease-
ment by crossing first under the 120 kV line and then, in suc-
cession, under each of the two double circuit 345 kV transmis-
sion lines. The plot of positions approximates a straight line in
Fig. 8 during fair weather. The vehicle was not driven perfectly
straight and position accuracy is within about 1 m or less. In
Fig. 9, the same route across the easement is traversed but on
a different day during a steady, light rain. As Fig. 9 indicates,
the SNR was reduced until it went below the minimum required
to maintain lock on the DGPS beacon. The DGPS receiver ex-
perienced a loss of the DGPS differential correction messages
and suddenly reverted to the standard positioning service with
the associated lack of accuracy. Without DGPS the reported po-
sition suddenly jumped to a different position with significant
error. The magnitude of error for non-DGPS positioning as de-
picted in Fig. 9 is now much less due to the recent removal of se-
lective availability. As the measurement vehicle continues to tra-
verse the easement DGPS operation is intermittently resumed,
albeit with some aging of corrections which is representative of
marginal or suboptimum receiver performance. Near the edge of
the easement, DGPS corrections are again received on a timely
basis and the final few positions shown in Fig. 9 are close to the
correct values.

These measurements demonstrate that, even with a very
high quality digital GPS/DGPS receiver and antenna, corona
noise can degrade DGPS receiver performance in the region
near transmission lines. There was no apparent effect on the
GPS microwave signal reception quality. However, the DGPS
low–medium frequency signals could not be used at some
locations close to the 345 kV lines, even with the closest DGPS
broadcast beacon only about 20 miles away. Based on limited
data for these and for other (unreported measurements) it is
estimated that corona-generated RF noise under EHV lines
during foul weather has the potential to raise the ambient noise
floor by about 20–40 dB in the DGPS band. This is dependent
on line design, weather, and ambient noise.

B. DGPS Receiver Operation Near Gap Discharge Sources

Gap discharge sources on power lines can generate radio fre-
quency noise in the DGPS band as previously described. These
potential RF noise sources are most commonly associated with
ubiquitous distribution lines but can be found on transmission
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TABLE II
DGPS RECEIVER PERFORMANCE(dB�V/m) NEAR VARIOUS DISTRIBUTION

LINE GAP DISCHARGESOURCES

lines as well. Gap discharge sources (for the measurements re-
ported here) were located either by guidance from a local utility
familiar with location and repair of gap sources or by driving
and listening to an AM radio tuned off station at 530 kHz. It
can be difficult to identify the exact location of a gap source
since the electromagnetic energy due to the sparking can be ra-
diated at the source and also propagated along the power line
conductors which radiate as well. No attempt was made to find
the exact source(s) of gap discharge noise for these measure-
ments. Practical evaluations were performed near a number of
gap discharge sources to document the potential for gap noise
to affect use of DGPS. Table II summarizes the performance of
a high quality GPS/DGPS receiver with a shielded H-field ac-
tive antenna and advanced multipath rejection features operated
near several distribution line gap discharge sources.

Gap discharge RF noise can significantly raise the noise floor
in the DGPS band. A frequency spectrum plot of gap-generated
RF noise taken near the base of a pole for the DGPS band re-
veals an elevated noise floor (Fig. 10). It is possible that under
certain conditions DGPS receiver performance may be degraded
to suboptimal levels by gap discharge noise sources. Of course
this will depend on many factors such as DGPS receiver and an-
tenna design, signal strength, noise level, distance from source,
and weather (gap sources are often quiet during wet weather).

An evaluation of the potential impact of gap discharge noise
on DGPS receiver performance was conducted at a location
where power line gap discharge noise was known to exist. A
method similar to the corona evaluation of the previous section
was used to document DGPS receiver performance. A GPS-
equipped vehicle was slowly driven along the shoulder of a
road that was parallel to a distribution line with a gap noise
source(s). During measurements the vehicle position reported
by the digital GPS receiver, augmented with DGPS, was logged
at one-second intervals. The GPS receiver used a high quality
roof-mounted shielded H-field antenna for both GPS and DGPS
signal detection. The measurements were taken driving close to
several distribution line poles in fair weather. The SNR of the
DGPS receiver began to decrease and increase as the distribu-
tion line poles were approached and passed by the vehicle (not
shown). This noise was also monitored on the vehicle’s AM
radio. The plot of vehicle positions while driving close to the
distribution line is presented in Fig. 11. The sudden changes in
position are due to receiver loss of corrections (caused by poor
SNR) and subsequent reacquiring of DGPS accuracy as gap

Fig. 10. Frequency spectrum in DGPS band near 13 kV distribution line with
gap discharge source(s).

Fig. 11. Plot of positions logged using digital GPS unit (augmented with
DGPS)—Driving parallel to distribution line with one or more gap discharge
sources (S/A-ON).

noise subsides and SNR improves. The magnitude non-DGPS
positioning error is now much less due to the removal of S/A in
May, 2000. Not all gap noise sources resulted in this degree of
degraded performance. Usually the DGPS receiver was success-
fully operated close to gap discharge sources on poles (this was
not true for the analog receiver, especially when equipped with
its rod antenna). Based on limited data and assuming constant
signal strength it is estimated that the SNR for a DGPS receiver
close to gap sources on poles could be reduced by an average
of about 11 dB (a range of about 7–25 dB SNR decrease was
observed).

VII. D ISCUSSION

In this paper, performance of LF/MF DGPS receivers is
evaluated near to corona and gap discharge sources. During
many of the measurements near transmission and distribution
lines DGPS receivers were successfully operated. However,
locations were found and are reported here where foul weather
corona or gap discharge sources have the potential to degrade
receiver performance. Not all of these situations resulted in
loss of DGPS lock. The incidence, duration, spatial extent, and
equipment characteristics of degraded receiver performance
due to electric power facilities was not extensively evaluated.
Factors such as signal strength, noise level, receiver design,
antenna type/placement can affect the performance of DGPS
receivers. As a generalization, a low cost, entry level analog
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DGPS receiver with a vertical (whip) antenna might expe-
rience loss of DGPS within about 20–40 m of a robust gap
discharge noise source, while a high quality digital receiver
with a shielded H-field antenna, advanced multipath rejection
features, low internal noise, and carrier-phase smoothing may
be able to adequately receive and process the DGPS signal to
within 10 m or closer to the gap source, or not loose DGPS
at all. Most of the power system sources with the potential to
degrade DGPS receiver performance appear to be limited to
within perhaps about 25–75 m of the source; or approximately
within the bounds of a typical utility easement. The situation
with the potential for the largest spatial coverage may be foul
weather corona for some EHV transmission lines.

Power line corona and gap discharge noise has the potential to
affect DGPS receiver operation by reducing the SNR. This could
lead to either a total loss of the DGPS signal or sporadic mes-
sage decoding errors that result in an age of corrections problem
causing the receiver to use dated correction information. Use
of old correction messages is allowed by many receivers for as
long as 30 s (or longer). The consequence of using old correction
messages is not as serious with the removal of selective avail-
ability because S/A was by far the fastest changing and largest
source of error.

A general estimate for minimum SNR thresholds for DGPS
receivers is about 10 dB for analog-based receivers and 7 dB
for DSP designs [23]. These levels (and occasionally a bit
lower) were verified in the measurements reported in this paper.
However, it should be remembered that receiver design can
be highly variable across manufacturers. GPS/DGPS receiver
manufacturers should be aware of the electromagnetic environ-
ments in which their products are used and should incorporate
current technology into receiver design for unimpeded receiver
use under typical situations. It is important to recall that receiver
design has evolved rapidly and that innovations in technology
for both hardware and software will continue to be applied to
new receiver designs as GPS/DGPS applications grow.

Finally, the removal of selective availability opens the possi-
bility of extending the signal range of individual NDGPS sta-
tions while maintaining existing power levels. If a NDGPS sta-
tion used a slower rate to transmit its messages then the signal
will have a narrower bandwidth (99% of DGPS signal power is
contained in a bandwidth of 1.17 times the baud rate). There-
fore, there will be less broadband noise in the smaller signal
bandwidth and overall SNR will improve for the same power
to the antenna, thereby increasing station range and coverage. It
remains to be seen what actions, if any, are taken by the NDGPS
network to take advantage of this opportunity.

VIII. C ONCLUSION

The future of GPS is bright and applications will grow as GPS
accuracy is improved with augmentations such as the Nation-
wide Differential GPS initiative. This paper reports on an eval-
uation of the possibility for power line corona and gap discharge
sources to affect DGPS receivers operated close to power lines.
The following conclusions were reached.

• The use of GPS will increase and applications will diver-
sify as more accuracy is offered at no cost by the new Na-

tionwide DGPS network. This network is comprised of
low–medium frequency radio stations that continuously
broadcast differential corrections in a standard format. The
NDGPS network is presently expanding across the United
States. It is already in wide use and should be fully op-
erational in all 50 states within about two years. Electric
utilities should become familiar with NDGPS plans, oper-
ational characteristics, and assets within and near to their
service territory.

• Basic GPS use appears to be unaffected by power fa-
cilities. The potential to degrade performance of DGPS
receivers due to broadband corona and gap discharge
noise was found for certain situations close to electric
power facilities. However, this is dependent on the DGPS
receiver/antenna design and placement, DGPS signal
strength, power line design parameters, weather condi-
tions, characteristics of electromagnetic energy emitted
by the power system source, and the presence of other
nearby RF noise sources such as electronic devices or
equipment internal to a vehicle.

• The potential for degraded DGPS receiver performance is
dependent on specific local conditions and appears to be
limited to areas relatively close to some power facilities,
perhaps within a typical easement.

• The impact on positioning accuracy due to temporary loss
of DGPS signals may now be less for some applications
due to the recent removal of the large errors caused by
selective availability.
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Discussion of “Evaluation of the Potential for Power-Line
Noise to Degrade Real-Time Differential GPS Messages

Broadcast at 283.5–325 kHz”

Vernon L. Chartier

After reading this paper1 a couple of times, I wondered how it made
it through the IEEE peer review since the paper has several errors and
other problems. Here are the most obvious ones. First, Figs. 6 and 7 are
mislabeled. These plots are not signal strength versus frequency. The
units for signal strength are decibels microvolts per meter and not deci-
bels microvolts. Also, in reporting electromagnetic-interference (EMI)
measurements, the detector that was used to measure field strength
must be specified, such as peak, quasipeak, average, root mean square
(rms), as well as the bandwidth. Second, thex-axes of Figs. 6, 7, and
10 are not frequency. I am not sure what you call an axis that is�

a center frequency, but it definitely is not frequency since radio noise
meters and spectrum analyzers are not capable of measuring EMI at a
negative frequency. Third, the author says that the ambient noise floor
in Fig. 6 is relatively low. What is the author defining as ambient noise,
and how does a reader of this paper determine if the ambient noise
is low when the author does not report the measurements in the cor-
rect units? There are number of manmade signals and noise sources in
the middle-frequency (MF) and high-frequency (HF) bands, and many
of those sources can be found in shopping center parking lots. Also,
depending upon the region, the time of the year, and the time of day,
atmospheric noise can be very high or very low in these bands. The
voltage seen on a spectrum analyzer is also a function of the sensitivity
of the receiver and the antenna. Fourth, a bidirectional loop antenna
was used to make the measurements, but the author does not say how it
was oriented. Fifth, the units and bandwidth for signal-to-noise ratios
must also be specified, or they have very little meaning.

There are other problems with this paper. The author says “corona-
generated radio noise is typically measured and calculated in either a
5-kHz (ANSI) or 9-kHz (CISPR) bandwidth with a standardized quasi-
peak detector.” ANSI standard C63.2-1996 specifies the same QP de-
tector as IEC/CISPR 16.

The author says, “corona is most often observed on transmission
lines in the extra-high-voltage (EHV) range (345–765 kV).” If the state-
ment is taken at face value, it means that corona from lines operating
above 765 kV are not a problem, and it means that the 230-kV lines
in the U.S. that are noisier than some 345- and 500-kV lines are not a
problem. Even 138- and 115-kV lines have corona, especially in foul
weather. The magnitude of the corona is largely dependent on electric
field at the surface of the conductor, which depends on the voltage and
the geometry of the line.

Why did the author focus on foul-weather noise when that is not
the predominant weather pattern? It is well known that there are 500-
and 765-kV lines in the U.S. that are noisier in fair weather than many
345-kV lines are in foul weather. Readers of this paper cannot deter-
mine the noise level of this particular 345-kV line because not only does
the author not report the measurements in the correct field-strength
units, but he also does not provide the geometry of the line.
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The author is a Power System EMC Consultant residing at 13095 SW Glenn

Court, Beaverton, OR 97008-5664 USA (e-mail: vlchartier@ieee.org).
Digital Object Identifier 10.1109/TPWRD.2002.805035

1J. M. Silva,IEEE Trans. Power Delivery, vol. 17, pp. 326–333, Apr. 2002

Finally, I wonder why did the Electric Power Research Institute
spend research funds on these measurements. The manufacturers
of digital global positioning systems (DGPS) readily admit that
power-line noise can cause interference. Therefore, they know that
the use of DGPS is limited unless greater immunity is built into these
instruments through hardware and/or software. There are regions of
the U.S. where atmospheric noise in the summer months is much
higher than corona noise from power lines in the MF and HF band,
which would indicate that the use of DGPS during those periods is
difficult.

In summary, it appears that the only thing this effort proved was
that corona and gap-type noise have the potential to degrade the per-
formance of DGPS receivers, a fact already known by these receiver
manufacturers.

Closure to “Evaluation of the Potential for Power-Line
Noise to Degrade Real-Time Differential GPS Messages

Broadcast at 283.5 to 325 kHz”

J. Michael Silva

The author would like to thank Mr. Chartier for his discussion and
is pleased to provide this closure. The discusser initially raises the
question of peer review. The IEEE peer reviewers all commented that
the paper was “well written” and “timely,” and one reviewer com-
mented that this work allows readers “to achieve an extraordinary un-
derstanding in a short time of the potential and real problems of GPS in-
terference issues.” The author also submitted this work to independent
technical review by several engineers who have experience in electro-
magnetic interference (EMI) and who did not have the difficulty ex-
pressed by the discusser.

In the above paper,1 one of the main purposes of Figs. 6 and 7 is to
graphically depict a low signal-to-noise ratio for the reader. This is done
by presenting fast Fourier transform (FFT) plots within the differential
GPS (DGPS) band of 283.5–325 kHz at locations far from and close
to a double-circuit 345-kV transmission-line corridor during rain. The
reader can clearly see the effect of broadband corona noise for a DGPS
receiver. The discusser is concerned over the statement that Fig. 6 de-
picts a “relatively low ambient noise floor.” A number of ambient mea-
surements away from the transmission-line corridor were made in ad-
dition to Fig. 6 and all showed a similar magnitude noise floor. Rela-
tive to the transmission-line location, the noise floor was low and the
signal-to-noise ratio was high. As stated in the paper, occasional distant
lightning discharges significantly raised the noise floor, but only tem-
porarily. This atmospheric noise is characterized as impulse noise, and
the DGPS signal format is designed to resist temporary atmospheric
noise impulses. The DGPS broadcast format used in the nationwide
DGPS (NDGPS) network features a number of message types. The ac-
tual differential corrections are broadcast in what is called a Type-9
message, which is a partial correction set for up to three satellites (e.g.,
if the receiver is using eight GPS satellites, it will take three Type-9
messages to receive the full set of corrections). Therefore, occasional

Manuscript received January 29, 2001.
The author is with Enertech Consultants, Campbell, CA 95008 USA.
Digital Object Identifier 10.1109/TPWRD.2002.805033
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Abstract Nowadays, the Global Positioning System (GPS) has emerged as a 

universal comerrmne for much of o w  rcchnologkal infraruucturc. GPS is a 
space-based radio navigtion satellite service that provides universal access to 
position, velodty, and time information. Thus, the worldwide avdibiliq of GPS 
signal coverage has been responsible for many exciting dsvelopmcnn in thc 6dd 
of positioning for geosdentific applications. However, The GPS signals can be 
carmpted, either intentionally or uninmtionally by strong interfedng sources. 

The interference soumcs such *I micmwsw transmission towerr, radar 

ftequency and mdtipath (caused by cxtrancous refkcdons fmm nearby m e d i c  
objuts, ground or wztm s d a c c s  reaching the mtenna) c m  affect GPS 
applications particularly in geodetic field work. This paper therefore highlights 
the inrdezence effects on GPS signals. Some aperimcntal rc~ulrr are presented 
and discussed. 

1. Introduction cellular radiotelephone base station time 
base. Fault event locationl and Survevine 

The NAVSTAR Global Positioning System 
(GPS) is a space-based radio navigation 
satellite service that has revolutionized 
nmigation. It is an ingenious combination 
of applied science and technology for 
providing worldwide and round-the-clock 
information. on navigation and position 
determination. Therefore, for the past ten 
years, we have witnessed a dramatic increase 
in the use of the GPS technology for many 
types of scientific applications. For 
examples, the Maritime and Watetways 
(Search and rescue, harbour approach 
navigation), Railroad (Vessel traffic services, 
Railroad fleet monitoring ), Public 
Transportation (Accident location reporting 
Tracking and recovering stolen vehicles, Bus 
fleet on-the-road management), 
Telecommunication (Border SuNdanCC, 
Precise timing for messages) Elecmc Power 
(Synchronization of frequency/phase, 

. I  

(Nahonal spatial data ‘ infrastructure, 
Hazardous and structural monitorin& 

Like most surveying technologies, 
GPS surveying techniques are not 
infallible. For all of its technological 
splendour, GPS has its weaknesses. The 
principal of these is the low power level 
radiated by the satellites, which introduces 
VSIerahility to interference. As new 
widess applications and technologies 
continue to develop, conflicts in s p e c ”  
use and system incompatibility are inevitable, 
for example the ultra wideband (UWB) 
signals and electrical interference: UWB 
signals are characterized by modulation 
methods that vav pulse timing and position 
rather than carrier-frequency, amplitude, or 
phase. Electrical interference can result from 
electrical storms, power lines, 2-way radios, 
nearby elecmc motors, microwave towers, 
cellular phones, vehicular elecmcd 
equipment such as dtemators and ignition 
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systems on spark-ignition engines, and 
pulsed interference from airport 
communication radar signals. Several 
authors reported already GPS interference in 
different countries [l]. None of these is 
believed to be a real problem to GPS, but 
we should be aware of them, nonetheless. 
Some of these have at times produced 
interference to GPS receivers. The objective 
of this study was to measure the degree of 
interference to GPS signals in positioning 
task, particular investigations will be 
concentrated in biases and e n o n  in 
observed coordinates. 

2. Review on the GPS and Signal 
Interferences 

The main goal of thc GPS is to provide 
worldwide, all weather, continuous radio 
navigation support to users to determine 
position, velocity and time throughout the 
world. The technical and operational 
characteristics of the GPS are organized into 
three distinct segments: the space segment, 
the opcrationai control segment, and the 
user segment - see Figure: 1. The 
operational GPS constellation uses 24 
satellites, of which 3 _e spares. orbiting in 
precise 12-hour orbits. The satellites are 
controlled via a worldwide network of 
tracking stations, with the Master Control 

'situated at Falcon AFB in Colorado. The 
Master Control station measures signals 
from the satellites to incorporate into precise 
orbital mathematical models, which are then 
used to compu<e corrections for the clocks 
on each satellite. These corrections and 

F i r e  1 The GPS Segments 

c 

orbital (ephemeris) data a e  then uploaded to 
the satellites, which then transmit them to 
GPS user's receivers. 

Bach GPS satellite transmits data on 
two L-band modulate frequencies, L1 and 
L2. The L1 signal (transmitted at 1575.42 
MHz) ca~des two codes, a 

CoarseIAcquisition (CIA) code and a 
Precision (F) code. The L2 signal 
(transmitted at 1227.60 MHz) carnies only 
the P code, which is encrypted so only the 
military and other "authorized" receivers can 
interpret it. Both L1 and L2 signals are use 

to determine distance between satellite and 
the' receiver by measuring the radio travel 
time of the signals. Details df the GPS 
signals can be found in [2]. 

The following information provides an 
overview on electromagnetic radiation. This 
has been included to aid understanding of 
test results and is not meant to be definitive. 
No background information is provided on 
multipath since it is assumed readers will 

have an understanding of this phenomenon. 
Electromagnetic radiation as it relates to 
electncal noise arises in two forms. One, 
i n h ' m i  noirc, is the res& of the random 
movement of electrons within the circuit 
elements of the electrical device itself. The 
second form is intofmnce, which occurs as a 
result of signals being emitted from other 
circuits or systems. This is known as 
intrfmnce., [4]. This electrical noise corrupts 
the signal of interest and introduces an 
uncertainty into the information that it 
contains. It was expected that 
electromagnetic radiation emitted from the 
high voltage transmission lines would be the 
most Likely cause of any inconsistency with 
GPS positioning mode. ' Ib is  interference 
could be arriving at the GPS receiver 
through any element of the receiver acting as 

an antenna. The effects that the electrical 
noise has on the GPS system will be 
dependent on the circuitry used.. The 
electrical noise could cause errors in either, 
or both, the measurement of the signal 
timing and the phase of the signal. .The 
electrical noise will manifest itself in the 
form of an electric field and a magnetic field 
around the high voltage wires. 
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FiguIe 2 The Electrical Field produced 
from Transmission Line 

Figure 2 displays the strength of the 
electrical 'field produced from a 250 kV 
transmission line in relation to a ground 
distance i t  right angles to the lines away 
from a point directly beneath the centre of 
the transmission lines. It indicates that at 
approximately 30 metres from the centre 
line most of the electrical field influences are 
minimal. 

The carrier wave propagates along a 

rhoight line (not quite, there arc small 
bending effects due to the presence of the 
atmosphere). Multipath is caused by 
extraneous reflections from nearby metallic 
objects, ground or water surfaces reaching 
the antenna - see Figure: 3. In other words, 
the GPS signals can sometimes "bounce" off 
of objects in their path and cause the signal 
to reach the receiver on a different path. 
lhis has a number of effects: it may cause 

signal interference between the direct and 
reflected signal (see Figure 3) leading to 
"oilier measurement, or it may confuse the 
tracking electronics of the hardware resulting 
in a hissed measurement that is the s u m  of 
the satellite-to-reflector distance and the 
reflector-to-antenna distance. The multipath 
can affect each satellite-receiver combination 
indedendently, and hereby it is not reduced 
in the double differencing. Thus, .&the main 
problem when handling multipath is that 
there is no general model to correct for it. It 
behaves differently for difference 
frequencies, geometries and receiver 
locations, and there are no mathematical 
correlations among them. 

Figure 3 The Multipath Effects 

3. Experimental 

In our experiments, four test sites have been 
chosen, and they are noted as Test Site I, 11, 
Ill and N, respectively. 

Test site I represented 'ideal' site known 
as Bukit Komenwel (la) and 'interference 
site of high voltage' known as Salak Selatan 
(rb) - see Figure. 3 . Both Jest sites are in in 
Kuala Lumpur and it is configured by five 
GPS stations. Since no multipath was 
expected at this site, and there were no 
obstructions to the satellite window, it was 
expected that very few incorrect 
initializations would be recorded at  this site. 
The Geo-Explorer 3 GPS receiver has been 
used for this experiment. To evaluate the 
integrity of this receiver a large amount of 
data was collected and statistically analyzed. 
The data was collected with a minimum of 
human intervention. 

P 

Figure 4 The Test Site I 

283 

Authorized licensed use limited to: UNIVERSITA MODENA. Downloaded on August 05,2022 at 20:27:01 UTC from IEEE Xplore.  Restrictions apply. 



ASSENSE SENSOR 

, Test Site Il located in Johore Bahru 
was also chosen to determine the effect of 
High Voltage power lines on the system’s 
ability. The first test station (Stn. I) at this 
site was marked directly beneath power h e r  
and the other station (Stn. 2) is 
approximately 30 metres away from a 

transmission tower structure - see Figure: 5. 
The Trimble 4800 Series GPS receiver has 
been used to perform this task. 

Figure 5 the Test Site II 

Test Site 111 was located in Bayan 
+as International Auport, Pulau Pinang . 
The survey is consisted of one based point 
ahout 300 m from the air-traffic control 
towers (DCAOZ) in Imgth, and the other 
point was about 10 km baseline from the 
airport (p314). The method of GPS 
observation was in relative mode using the 
L*ca 300 Series GPS receivers. Two 
relative stations about 20m apart, (namely 
Stn. 1 and Stn. 2) were also established with 
respect to these based (control) points - see 
Figure: 6. Their corresponding relative 
distance is about Zkm and 8 km away from 
P314 and DCA02, respectively. As a matter 
of fact, this experiment has been carded out 
in conjunction with the monitoring survey 
of the KOMTAR building, the highest 
building in the nortbern region - see 161 for 
details. The sky view at the based stations 
and relative stations is very good, i.e. no 
satdlite passed obstruction. 

Figure 6 The Test Site 111 

Test Site N was in the UTM Campus 
to study the effect of multipath in GPS 
observations. The Ttimble 4800 Series GPS 
receiver is used to collect the data within 2 
days of observations. For the Day1 
observations, the ‘normal GPS antenna’ is 
used and for the Day2 observations, the 

‘ground-plane GPS antenna’ is used. The 
ground- plane antenna is specifically 
designed for multipath error reduction 
(although is quite heavy). One station 
(namely Sm. 1) is established near the 
building (mosque) and the static GPS I 

observation is carded out with respect to the 
bise sations G1 and G11. T h e  
corresponding distance of Stn. 1 with 
respect to GI and G11 is about 1.5km and 
loom, respectively. 

4. Results and Analysis 

The standard deviation of the horizontal 
coordinates (X, Y) for both test site I(a) and 
I(b) is summarized in Table: 1. The Root 
Mean square (RMS) value is also illustrated 
in Figure: 7. In generally, it can be seen from 
Table: 1 that the standard deviation of the 
Observation for the object points is quite 
significant for the test site I (b), i.e. the area 
of Salak Selatan as this site is exposed to the 

high voltage transmission power lines. 
Similarly, the RMS value is much lqwer for 
the test site I(=) compared with test site I@) 
in Salak Selatan. 
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TABLE 1 

The Standard Deviation for Test Site I 

r 1 

Observed Station L ~~ 

Figure 7The RMS values for the Test Site I 

One of the station at the Test Site I (i.e. 
station 1) has been computed for its 2D- 
coordinate position during the expetiment, 
and the corresponding results is graphically 
shown in Figure: 8. In general, it can be 
seen that the accuracy in X and Y 
coordinates for Bvkit Komenwel site is less 
than 1 m compared with the one at Salak 
Selatin site. The scattered X, Y cootdinates 
for t h i s  test site is between t1 to +5 m. 

I 
Station 1 

Bukil Komanweli 

- 
I 
id B 

r 
x 
- _  

Y (METER) 

K 
w 

f ...- 
xu 

Y ( METER ) 

Figure 8 The Scattered X, Y Coordinate 
Values for Test Site I - Station 1 

The result for the test site II is illustrated in 
Fwre: 9. T h e  residual distances shown in 
this figure indicates that the value is rather 
significant at test site II Stn. 1 because th is  

station is located directly beneath the high 
voltage power lines (see dashed lines). The 
corresponding value is between -0.01 m to 
0.04 m compared with the one from the test 
site Sm. 2 (which is about 30 meter away 
from the high voltage power line). The 
overall value at this station is ahout k 0.01 
meter only. 

Figure 9 The Residual Distance for 
Test Site I1 - Sm.1 and Stn.2 

The experiment for the Test Site I11 was 
also processed with respect to both based 
(Fued) stations P314 and DCAOZ, and it's 
result is shown in Figure: 10. From this 
figure, it is clearly shown that the coordinate 
values differences from the mcan value 
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G11 Stn. 1 0.011 
0.009 

during the observation is rather significant use of ground-plane GPS antenna is 
for the based station DCAOZ (near the subsequently provides superior multipath 
airport) compared to based station P314, reduction compared to normal antenna and it 
although the sky view and also the Dilution is vely useful in Real Time Kinematic (RTK) 

GPS mode. 

4.28 
4.73 

- 
of Position (the satellite-receiver geomeuy) 
at these stations is less than 3. 

B s x d  P 3  I4 

BStn 1 

OStn 2 U 
0 - 30 

I 10 * 
8 0  

Figure 10 The Coordinate Difference 
between P314 and DCA02 for Test 
Site 111 

Table: 2 -?he Results from Test Site N 

Da 2 Da 2 
Stn. 1 0.018 

5. Conclusions 

GPS is a powerful enabling technology 
that has created new industties and new 
indusmal practices fully dependent upon 
GPS signal reception. Up to now we have 
been treating the calculations that go into 
GPS very abstractly, as if the whole thing 
were happening in a vacuum. But in the real 
wodd there are lots of things chat can 
happen to a GPS signal. For example, the 
presences of electromagnetic interference, 
ulttawideband and multipath have been 
shown to significantly impair the process of 
integer ambiguity resolution. The 
conclusions wiU be of value to individuals 

For the Test site N. the multipath who are to the GPS 
effect is summarized in Table: 2. From this 
table, the ratio hetween DaYl and "ay2 
observation is clearly shown that the Sound 
Plane antenna is significantly reduce the 
multipath errors compared with the normal nol in a suicdy 
GPS antenna. The ratio is defined as the 
relationship between two variances in the 
integer ambiguity resolution (for fixed solution not he definitive, 
only). The higher ratio value will show the 

better GPS solutions. Similarly, it also can be 
seen from this table that the RMS value for 
Day2 observations is much better than (lesser Butsch, F. ,1997 : " GPS herference 
values) the Day1 observation for both GPS Problems in . ION 
haselnes. The difference in the RMS value is Albu¶uer¶ue, N.'., 
behveen 0.001m to 0.003m for the 
observations. This experiment shown that the 

meaSurementS beneath high voltage power 
liner, or other areas in which significant 
signal interference may be present. However, 
it must be recognized that since the data was 

environment, the results quoted in this paper 
should be used as a guide only and should 
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Abstract— This essay conducts the mechanism 

analysis and experimental study on the 

interference of high voltage lines to the navigation 

system of UAV and shows that the essence of the 

interference is that air becomes corona plasma 

after the ionization under high voltage. In addition, 

when GPS signals pass through this area, some 

frequency channel will be absorbed. Therefore, the 

propagation of electromagnetic waves is prevented. 

The UAV tries to get GPS positioning signal by 

flying through high voltage area in a low height, 

resulting in the loss of GPS signal received by the 

navigation system. Through the measurement and 

comparison of the electromagnetic wave spectrum 

traveled through corona plasma, the corona 

plasma’s absorbing of electromagnetic wave is 

observed. 

 

Keywords—high voltage line; corona plasma; 

electromagnetic wave; refraction resonance; 

absorption prevention. 

I. INTRODUCTION 

The altitude of ultralow altitude UAV is between 0 and 

100m and such UAV is widely used in agricultural 

plant protection, power line patrol and other fields. 

There exists a large number of lines whose high 

voltage range, from several to hundreds of kVs, may 

cause serious interference to the navigation system of 

UAV. This can lead to the loss of GPS data of the 

navigation system and accidents and it might even hit 

the transmission lines and insulated terminals causing 

a serious electric accident (Liu et al., 2011; Chen et al., 

2008; Yin et al., 2009). 

The interference of high voltage line to the GPS 

system of UAV draws the attention of many scholar 

and technological personnel and they focus on the 

study on the mechanism of interference and the 

protection. At present, the commonly accepted 

explanation is that the high voltage lines generate 

strong electromagnetic radiation field and the radiated 

electromagnetic field interacts with the UAV 

navigation system through coupling, which leads to 

the error of navigation system (Zhang et al., 2011; Wu 

et al., 2009). However, such explanation does not 

explain the phenomenon that UAV does not interfered 

while flying above the electrical lines higher than the 

high voltage line. 

Theoretically, the frequency of electromagnetic 

radiation is very long and it is difficult to slot coupling 

(Liu et al., 2000; Liu et al., 2008; Xiao et al., 2007) 

with the navigation system of UAV. Through the 

generation and diffusion of corona plasma, this essay 

believes that the essence of high voltage line’s 

interference to UAV is that air is ionized under high 

voltage to form a plasma. The plasma has a strong 

shielding effect on the GPS signal transmitted by the 

satellite causing the loss of signal of the navigation 

system (Das, 2017). Meanwhile, through the 

experiment of receiving GPS navigation data while 

the UAV flies through high voltage line area in low 

attitude and the measurement and comparison of the 

electromagnetic wave absorption spectrum while 

electromagnetic wave through the corona plasma, it 

proves the absorption of electromagnetic wave by 

corona plasma. 

 

II. THE GENERATION AND DIFFUSION OF 

CORONA PLASMA 

Due to the high voltage electric field, the air is ionized 

and generates corona plasma. Because the mass of the 

positive charge in the corona plasma is larger, the 

motion is slow, and the range of motion is much 

smaller than that of the electron. Therefore, the 

charged particles in this paper mainly refer to the 

electron (Dey, 2017). 

When the charged particle is generated, it will 

move under the action of electric field and magnetic 

field, and its motion is very complicated. Considering 

the effect of magnetic field is much smaller than that 

of electric field, which is: 

E v B             (1) 

Where 𝐸⃗ ,  𝑣⃗⃗⃗⃗ , 𝐵⃗  respectively refer to electric 

field intensity, charged particle velocity and magnetic 

field intensity and the effect of magnetic field on the 

motion of charged particles can be ignored. Therefore 

the problem can be simplified to the motion of charged 

particles in an electric field. Then the corona induced 

by this motion is discussed. 

It is assumed that the electric field on the surface 

of the conducting wire is constant and equal to Ec
 

0

0

2
ln

c

U
E

h
r

r


          (2) 

Where h   refers to the lead height, U   the 
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voltage of the lead and 0r  the semi-diameter of the 

lead. h   is much greater than the semi-diameter of 

lead 0r , therefore the electric field intensity E in the 

space near the conductor is similar to the electric field 

of coaxial cylindrical capacitor，so: 

0

ln

U
E

R
r

r


         (3) 

Where R refers to the inner radius of coaxial 

cylindrical capacitor. So: 

0

ln

U
Er

R

r


          (4) 

This is constant, then: 

0cEr E r            (5) 

Therefore the ion speed is: 

0
c

dr r
v kE kE

dt r
       (6) 

The formula above can be rewritten as follows:  

0c

rdr
dt

kE r
          (7) 

Integrating on half cycle and considering 

max 0r r , the formula above can be rewritten a  

max 0cr kTE r          （8） 

put 0.02T s ， 0 1.25r cm ，
/

1.8
/

cm s
k

V cm
 ,

3 /cE MV cm   into the formula above, so 

max =2.2mr . 

As it is seen, the effective diffusion distance of 

charged particles is very large. After the charged 

particles are generated, diffusion escape and 

compound disappearance happen, meanwhile a new 

plasma is formed by the ionization of the air in the 

electric field, and the dynamic equilibrium is reached 

forming stable distribution of plasma corona region. 

 

III.SCATTERING OF ELECTROMAGNETIC 

WAVE BY CHARGED PARTICLES 

The plasma corona region will obviously produce 

refraction and reflection of electromagnetic wave, 

which will affect the propagation of electromagnetic 

wave. The propagation of electromagnetic wave in 

charged particles can be analogous to the propagation 

of electromagnetic wave in a conducting medium and 

the propagation constant of electromagnetic wave in 

conductive medium is 

= ( )j j         (9) 

where    refers to angular frequency, 


 

permeability,    dielectric constant and   

conductivity. The development of the formula above 

concludes an attenuation constant 

2

2 2
= ( 1+ 1)

2

 
 

 
   (10) 

and a phase shift constant 

2

2 2
= ( 1+ +1)

2

 
 

 
  (11) 

As it is seen, the amplitude attenuation and phase 

shift will occur when the electromagnetic wave 

propagates in the charged particles and , so that the 

amplitude of the GPS signal is weakened or the error 

occurs. 

 

 

IV. EXPERIMENTAL VERIFICATION 

A. Experimental arrangement 

The experiment can be divided into two parts, which 

respectively test the corona plasma shielding effect to 

GPS navigation signal from satellite and the 

absorption spectrum to electromagnetic wave causing 

by corona plasma. The framework of the control 

system of UAV is: 

 

 

 

 

 

 
Figure 1. The framework of the control system of UAV. 
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Table 1. The statics of data losing of 10 flights. 

 

Time 

 

 

12:35:5

8 

 

12:35:5

9 

 

12:35:

60 

 

12:36:0

1 

 

12:36:0

2 

 

12:36:03 

Nº. of valid read data 4 3 3 0 4 8 

Nº. of data lost 4 5 5 8 4 0 

 

 
 

Figure 2. Emission-absorption spectrum text experiment. 

 
 

After the GPS signal from navigation satellite is 

accepted by UAV and receiving antenna, it is sent to 

executive system by signal processing system and then 

the cruise mission in various locations is completed. 

Therefore the receiving of GPS signal by navigation 

satellite is a key point. Once this signal is lost, the UAV 

will not complete given cruise mission. 

①Shielding of high voltage transmission line to 

GPS data of UAV  

Made the UAV flied in a low attitude. To ensure 

safety, make UAV respectively fly below and above the 

220kV industrial transmission line. Moreover, made 

the UAV flied at a vertical distance of 5m and 10m 

respectively with a GPS signal frequency of 1268MHz. 

The result was: 

While flying below the line, the UAV lost control 

for 8 times. The GPS date in the black box showed that 

the data during the losing-control period was lost. The 

part of the data when the UAV flied below the lines 

from 12:35:58 to 12:36:03 were shown in following 

form. The data were read 8 times per second in the 

experiment: 

Meanwhile, it was also found that the time of 

missing data was continuous. 

The out-of-control situation was not found in the 

experiment while flying over the lines and there was 

not losing of GPS data in the black box. 

②Absorption of electromagnetic wave by plasma 

The GPS signal comes from positioning satellite 

and it travels in the form of electromagnetic wave. The 

plasma has the effect of attenuation and phase shift on 

the electromagnetic wave. Therefore, through 

observing the incident electromagnetic wave 

absorption spectrum, it proves the interference and 

shielding of GPS signal produced by corona plasma 

generated by high voltage line. The experimental 

arrangement was like: 

Electric pulses from a pulsed source were 

transmitted through a broadband antenna and then 

electromagnetic wave were transmitted, the 

electromagnetic wave traveled through the corona 

plasma generated by electrode loaded 200kV direct 

current high voltage, and the received signal was 

measured at the receiving end by the same broadband 

receiving antenna. Through the comparison of 

emission spectra and receiving spectra, the absorbing 

of electromagnetic wave by corona plasma was 

observed. In order to obtain enough wide frequency 

range bandwidth, the electric pulses wave in time 

domain is double exponential wave, the experimental 

principle is shown in Fig. 2. 

Assume that in Fig. 2 the corona plasma area is 

nearly circular, keeping the Link Lines of emission-

reception parallel to ground. Obviously, changing the 

height H between the transmitting end and the ground 

can change the distance D that electromagnetic wave 

travel in corona plasma, because it is related to the 

distance for  electromagnetic wave attenuation when 

it travels through corona plasma, and if plasma have 

shielding and interference on the electromagnetic wave, 

the receiving spectrum will be different. In the 

experiment, the minimum height H is about 1.5m, the 

receiving spectrum was read when height H was raised 

per 15cm, Fig. 3 is the emission spectrum. The Fig. 4 

to Fig. 7 are respectively the receiving spectrum when 

the heights are1.65m,1.8m,1.95m,and 2.1m.The same 

attenuator is used in various heights 

It can be seen from Fig. 3 and 7 that the plasma has 

obvious shielding for electromagnetic wave within the 

frequency between 320MHz and 900MHz. Meanwhile, 

the receiving spectrum is obviously different at 

different distance. 
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 Figure 3. Emission spectrum.
 

 

 Figure 4. Receiving spectrum at H=2.1m.
 

 

 
Figure 5. Receiving spectrum at H=1.95m. 

 

 Figure 6. Receiving spectrum at H=1.8m. 

 

 
Figure 7. Receiving spectrum at H=1.65m.

 

B. Experimental analysis 

It can be seen from the receiving experiment on GPS 

receiving data, the loss of receiving data happens when 

UAV flies below high voltage line area and there is not 

such situation when it flies above the high voltage line. 

Because the high voltage line can generate corona 

plasma, it proves that the loss of GPS navigation data 

is related to the shielding of electromagnetic waves by 

plasma. It is worth noting that, even when the UAV 

flies through the high voltage line, there is no 

interference of receiving data, which in turn confirms 

the statistical characteristics of the corona plasma 

fluctuations. 

To explain with the experiment of emission 

spectrum and receiving spectrum where within the 

frequency scope between 320MHz and 900MHZ, the 

plasma has obvious interference and shielding to 

electromagnetic wave and the phenomenon of 

interference and shielding from plasma can be 

explained on the attenuation of electromagnetic wave 

and phase shift. In the formula (10) and (11), it refers 

to attenuation and phase shift of electromagnetic wave 

propagating in plasma. Due to different incident angles, 

the plasma has different reflection and refraction on the 

electromagnetic wave. So the electromagnetic wave 

amplitude and phase in the plasma region are different. 

Meanwhile, due to different atmospheric conditions, 

altitude and air humidity, the physical characteristics 

such as plasma density and equilibrium distribution are 

different. Therefore, it is quite difficult to get the 

relationship between attenuation factor, phase shift 

factor and the incident angle accurately. However, it 

proves that the shielding and interference of 

electromagnetic wave by corona plasma exists. 

 

V. CONCLUSIONS 

This essay discusses the conditions where high voltage 

lines generate corona plasma and analyzes diffusion of 

plasma in the electrical field of high voltage line. 

Through the GPS signal obtained by UAV while flying 

below and above the high voltage lines respectively, it 

finds that the loss of GPS navigation date happens 

when the UAV flies below the lines and not when it 

flies over the limes. Through the measurement and 

comparison of the electromagnetic wave spectrum 

while the electromagnetic wave traveled through the 

corona plasma, the shielding and interference effect of 

corona plasma on electromagnetic wave is observed. 

This proves that the signal loss of UAV navigation 

system is because air is ionized under high voltage 

environment into corona plasma, which has strong 

shielding effect on the GPS signal sent by satellites. 
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A B S T R A C T

Smart agriculture integrates a set of technologies, devices, protocols, and computational paradigms to improve
agricultural processes. Big data, artificial intelligence, cloud, and edge computing provide capabilities and so-
lutions to keep, store, and analyze the massive data generated by components. However, smart agriculture is still
emerging and has a low level of security features. Future solutions will demand data availability and accuracy as
key points to help farmers, and security is crucial to building robust and efficient systems. Since smart agriculture
comprises a wide variety and quantity of resources, security addresses issues such as compatibility, constrained
resources, and massive data. Conventional protection schemes used in the traditional Internet or Internet of
Things may not be useful for agricultural systems, creating extra demands and opportunities. This paper aims at
reviewing the state-of-the art of smart agriculture security, particularly in open-field agriculture, discussing its
architecture, describing security issues, presenting the major challenges and future directions.

1. Introduction

Agriculture is the most important provider of food and plays an
essential role in economic growth. The Food and Agriculture Organiza-
tion of the United Nations (FAO) states that global demand for food must
grow to 70% by 2050 to meet demand. While current production suffices
to feed the entire world population, 500 million people still suffer from
malnutrition, and over 821 million go hungry. The United Nations esti-
mates that the world’s population will increase by over 2 billion people,
most living in urban areas. More than half of this increase will occur in
India, Nigeria, Pakistan, the Democratic Republic of Congo, Ethiopia, the
United Republic of Tanzania, Indonesia, Egypt, and the United States.
Projections show India and Nigeria to account for the increase of
approximately 473 million people between 2019 and 2050 [1]. This
population increase represents a challenge to reach the goal of zero
hunger defined in the text Sustainable Development Goals (SDGs) [2].
These expectations for the coming years influence the global demand for
food. It may be difficult to meet 40% of water demands by 2030, and the
degradation of 20% of arable land will reduce food supply. Therefore,
food production requires more resources than currently available and
more sustainable systems to increase cultivation rates and reduce the use

of natural resources [3].
Annual cereal production must increase by 3 billion tons, and meat

production has to grow over 200% by 2050 to meet the demand [4].
Cereal supplies will depend on the increase in yields. This increase re-
quires the improvement of cultivation practices, structural changes to-
wards larger farms, and the ability to adapt technologies [5]. Although it
may be possible to meet the growing demand, it is not clear how to
achieve it sustainably and inclusively. Then, there is a crucial need to
streamline the farming system transformation at extraordinary speed and
scale-up [4]. At the same time, the Fourth Industrial Revolution (Industry
4.0) and the Internet of Things (IoT) provide new technologies and in-
novations. These new technologies and innovations applied in agricul-
ture are called smart agriculture, smart farming, or Agriculture 4.0. These
terms are used interchangeably throughout this paper. Agriculture 4.0
can provide information on improving plantation productivity without
increasing the crop area, optimizing irrigation processes by consuming
less water and energy, or providing resources to control pests more
efficiently, for example. These will be possible by integrating technolo-
gies for environmental measurements, prediction, and automation tools.
New capabilities created by smart farming can optimize agricultural
processes, allowing production to escalate while using fewer natural
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resources.
Smart farming combines different technologies, devices, protocols,

and computing paradigms to enable the farmers to make the most out of
innovations. Innovations in agriculture are called the ‘‘digital agricultural
revolution’’ and will transform all aspects of agriculture, resulting in more
productive, efficient, sustainable, inclusive, transparent, and resilient
systems. Nevertheless, integrating technologies into the agricultural
sector depends on the complexity and maturity of technologies such as
mobile devices, precision agriculture, remote sensing, big data, cloud,
analytics, cybersecurity, and intelligent systems [4]. Although there are
several security issues related to the smart farming, such as compatibility,
heterogeneity, constrained devices, processing, and protection of
massive data, few resources have been incorporated in Agriculture 4.0 so
far. Therefore, this paper addresses the security challenges in these
systems.

To build robust and efficient systems, Agriculture 4.0 must ensure ðiÞ
the correct and complete generation, transfer, and processing of data, and
ðiiÞ that the system has adequate security features to prevent attacks. Data
integrity is essential to enable the proper operation of data-driven tech-
nologies, such as analytics and smart systems. Malfunctioning hardware
or attacks, whether directed to the system or using the system as an
intermediary for external attacks, can put security at risk. Heterogeneity
of resources raises a lot of security concerns, such as keeping privacy,
maintaining trust and reliability, which can be crucial to meet the de-
mand and potential of emerging applications [6,7].

Since smart agriculture integrates elements from the traditional
Internet, IoT, cellular, and wireless networks, it may incorporate all se-
curity problems these technologies present. It also deals with new special
security issues such as data and device integrity, data accuracy, and
availability. In smart farming, the devices (sensors and actuators) and
communication systems are exposed to climatic fluctuations (sun, rain,
snow), natural events (lightning, hail), engines (used in agriculture),
power line transmissions (common in some rural regions), wandering
animals, people and agricultural machinery. These elements make smart
farming vulnerable to problems that have not been addressed in other
contexts so far.

For instance, smart agriculture has devices installed in open areas and
exposed to external agents such as animals, humans, or agricultural
machinery. These agents can unintentionally remove the sensor from the
original location or damage them. Most times, the devices cannot use
protection boxes to prevent these external agents from approaching as in
other scenarios, such as in smart cities. The lack of protection leaves
devices vulnerable to security incidents and reveals a distinctive feature
concerning applications in agricultural systems.

Another threat is agroterrorism, which has been around since the 6th

century B.C [8]. This type of terrorism can have several objectives, such
as causing financial damage, fear, and social instability [9,10]. Through
crises in agriculture and the food industry, terrorists can stimulate social
unrest and loss of trust in government, which can serve a variety of in-
terests in the globalized world. For example, terrorists and governments
in trade disputes may want to cause economic damage to a nation, eco-
nomic opportunists may attempt to manipulate markets, and unbalanced
or disgruntled people may commit attacks with idiosyncratic or narcis-
sistic motivations [8]. New technologies, such as smart agriculture, can
contribute to the evolution of agroterrorism, creating cyberagroterrorism.
It might use computer systems in agricultural environments to damage
crops, livestock, and generate financial losses. Cyberagroterrorists can
act both locally, on farms, and online, operating the attacks through
cyber resources.

This article presents special security issues in Agriculture 4.0. The aim
is to highlight the main solutions in this area and discuss security threats.
Section 2 reviews smart agriculture and the architecture used by most
systems. Section 3 outlines the major security threats from a layered
perspective. Section 4 summarizes the current state of intelligent agri-
culture applications. The last section presents the key challenges in this
area and points to future directions.

2. Smart agriculture overview

Agriculture has undergone several revolutions, which improved the
sector’s efficiency and profitability. The plant domestication (10,000 BC)
led to the world’s first societies and civilization. In recent centuries,
agricultural mechanization (between 1900 and 1930) introduced ma-
chines and implements to mechanize work, increasing farmworker’s
productivity. The Green Revolution (about the 1960s) enabled farmers to
use new crop varieties and agrochemicals. In the late 20th century and
early 21st century (from 1990 to 2005), biotechnology allowed the cre-
ation of plants with pre-selected traits, such as increased yield and
resistance to pests, drought, and herbicide. Now, the digital revolution
could help humanity to survive and thrive long into the future [4]. Fig. 1
presents an overview of major agricultural revolutions, that preceded the
digital revolution.

The first steps toward the digital revolution focused on automation
techniques, including few computational functionalities [11,12]. Next,
smart agricultural systems had sensors to collect climate or environ-
mental data. Sensors connect to a constrained border device, named
gateway, linked to a local computer through a network connection,
frequently wireless. The local computer receives data from the gateway,
stores it in a database, and shows processed information on a web page.
Local systems did not integrate with external systems or the Internet.

In recent years, the scenario has changed, with researches in artificial
intelligence and machine learning focusing on agricultural contexts,
irrigation, animals, and farms. In the irrigation field, monitoring, con-
trolling, and decision-making solutions attempted to save water and
improve production [13–18]. Some studies focus on hydroponic [19],
horticulture [20], vineyards [21] and leaf disease detection [22].
General-purpose systems [23–25], just implement IoT technologies and
resources or design web-services [26], alert services [27], traceability
resources [28] and control on the cloud [12]. Although there are several
solutions in Agriculture 4.0, they are still immature and provide a low
level of intelligence. Many of these proposals are automation-restricted,
with sensors and actuators sending data to the gateway. In most cases,
there is no integration with the Internet, though in a few cases, local
systems store data in the cloud.

The above systems have been built up in architecture (see Fig. 2) that
consists of perception layer devices, network layer capabilities, edge
resources, and cloud-based applications and services [29,30]. The
perception layer includes sensors, GPS, tags RFID, cameras, actuators,
and any other devices responsible for collecting data from the farm
environment and acting to modify them. These devices do not have the
computational capacity to process or store data and perform at the edge
or the cloud. This layer connects to edge resources via network tech-
nologies, which is usually a Wireless Sensor Network (WSN).

The edge layer may contain a variety of resources such as security
features, data filters, decision-making capability, diversified processing,
in-out interface, and the gateway. Including one or more resources at the
edge depends on the features of the appliance. Some appliances support
only the retransmission of data, while others have the computational
capability to performmore tasks. More robust gateways can process data,
make decisions, send commands to actuators and data to the cloud. The
Internet Service Provider (ISP) connects the gateway to the cloud. The
cloud processes and stores data to provide end-users with information
and services. Data processing is a challenge, considering a large mass of
data produced by the perception devices reaching the Big Data world,
and the financial cost of processing in the cloud.

Processing everything in the cloud, as proposed by many solutions,
implies enormous bandwidth requirements and high financing costs. It
can be advantageous to use a robust gateway and perform part of the
processing at the edge. Moving part of the subsystems to the edge may
reduce the financial costs of smart farming. Data consumed or pre-
processed at the edge saves bandwidth and can reduce the computing
resources required from the cloud, protects privacy, and preserves the
battery life of some devices. Thus, the cloud could store and process
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massive data, make decisions, and interact with the user. Processing big
data to make decisions at the edge may require tools like artificial
intelligence.

The improvement of devices and communication technologies will
make it possible for more computational resources to be integrated into

systems. Such integration aims at meeting different demands of agri-
cultural automation, farm management, and precision farming [12,30].
Solutions must evolve to management systems rather than just moni-
toring, which can result in new challenges and possibilities. Another
issue is the security of data. From the detection up to the storage and
decision-making in the cloud, it is mandatory to provide data privacy,
reliability, and accuracy. Security issues in smart farming are a great
challenge and will be detailed in section 3.

3. Smart agriculture security threats

As discussed in Section 2, smart systems have four layers: (i)
perception layer; (ii) network layer; (iii) edge; (iv) application. Table 1
shows the resources responsible for collecting, transporting, processing,
and storing data at each layer. The set of devices, protocols, and tech-
nologies use the data to monitor environments and automate farming
activities [29]. Storage, management, and data processing combined
with Internet connectivity bring several issues and security threats. Fig. 3
summarizes attacks on smart agriculture in the layered perspective.

Security incidents may be accidental or intentional. Animals, farm
working, and machinery can easily access farming environments and
cause incidents. Additionally, smart systems comprise heterogeneous
devices and software from distinct manufacturers installed between
growth areas and the cloud. These specific features might make several
security breaches and could result in incidents that compromise the smart
system. Nevertheless, this topic has not been studied in most systems in
use so far.

The system design should consider compatibility with distinct de-
vices, protocols, subsystems, and multi-access methods. Smart Agricul-
ture uses machine-to-machine (M2M) communication and devices
manufactured by different vendors. However, most security mechanisms
were developed for the communication model used by TCP/IP networks.
These mechanisms usually ignore the existence of multiple heteroge-
neous devices communicating simultaneously. Security features created
for TCP/IP networks can divide the relationship between smart farming
devices, reducing their efficiency. Multi-access methods and heteroge-
neity hinder security, interoperability, and network coordination,
increasing security vulnerabilities [31].

Agriculture 4.0 is exposed to a vast spectrum of cyberattacks. Security
concern needs to be part of the system, maximizing their potential.
Among these issues, there is also access control, management, informa-
tion storage, data integrity, and reliability. Most of the security problems
are quite common in other systems, but some are present only in those

Fig. 1. Agricultural revolutions.

Fig. 2. Structure of smart agriculture components.
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that operate in open-field systems, such as smart agriculture. Although
privacy is unnecessary in most contexts, others might require it. This
work addresses all security requirements regardless of the context.
Therefore, the developer must select the features related to each system.
Here we introduce some of the current security issues in Agriculture 4.0,
describing the most relevant threats in each layer separately.

3.1. Security issues at perception layer

The perception layer mainly deals with physical devices, such as
sensors and actuators. They can be installed in small farm areas, such as
those found in Europe, or scattered along with large farms, current in the
USA, Australia, and Brazil. Physical devices may malfunction because of
accidental or intentional human action, viruses, malware, or cybercri-
minals. There are many kinds of sensors and technologies used by smart

farming applications, and this variety enables several security threats just
as follow:

Random sensor incidents - It is the unintentional physical modifi-
cation of a perception device that diverts it from the regular operation.
Smart systems developed for small or large farms may have devices
installed outdoors. In many cases, these devices do not have tamper-
resistant boxes, as this would make it expensive. The lack of tamper-
resistant boxes exposes the device to interactions with external agents
such as people, animals, or agricultural equipment. A farmworker or wild
animal may accidently collide with a sensor, moving or removing the
device from its original location, violating system integrity. Farm
equipment, such as a tractor, may hit the device causing temporary or
permanent physical damage, leading to data corruption, data unavail-
ability, or damage to the device. This threat is not exclusive to smart
farming but may be present in other contexts, such as smart cities.
However, it is a relevant issue because it can have a deep impact on the
reliability of the solution. In most cases, there is no way to avoid this
threat, though it is necessary to identify it to avoid its effects.

Autonomous system hijacking - It consists in hijacking autonomous
systems such as tractors, drones/UAV, and sowing robots. Several
farming activities use autonomous systems, such as drones and robots.
Drones could spray pesticides and fertilizers, and robots may perform
weeding and disease detection. If a malicious agent hijacks an autono-
mous system, the hijacker can remotely control and guide without
authorization. This type of attack could have several impacts, from the
unavailability of the system to perform a task to its complete damage or
crop damage.

Autonomous system disruption - It is an intentional modification of
autonomous system resources. Autonomous tractors, robots, and UAV
(Unmanned Aerial Vehicles) are technologies increasingly present in
precision agriculture, especially in large farms. These equipment have a
series of features that are essential to their operation, such as sensors,
cameras, GPS, maps, and remote-control systems. If an opponent mod-
ifies one or more components, the autonomous system may work
improperly or suffer/cause accidents. Malfunctions could result in severe
losses, resulting from incorrect soil or crop management, damage to
crops, buildings, equipment, and machinery, including the autonomous
tractor itself.

Optical deformation - It is the deformation of images from cameras
installed in robots or autonomous devices. Some autonomous systems
have cameras to capture images. The cameras usually have an essential
function in the system, and the captured images should have a minimum
quality. Cameras are usually vital to the system. Pictures must meet a
minimum quality standard in order to ensure the whole process to run
smoothly. Below standard pictures may mislead the harvesting system
into picking spoiled or unripe fruit or even damaging the fruit trees.

Irregular measurement - It consists of abnormal measurements or
readings caused by data corruption, energy depletion, electromagnetic

Table 1
Smart agriculture elements.

Layer Resource Description

Perception Sensor and
Camera

Small devices to collecting environment data,
such as humidity and temperature.

Actuator Devices or systems for changing the
environment state. Example: sprinkler,
ventilation, and irrigation systems.

Tag RFID Small devices to storing data, such as livestock
identification number.

GPS A System that provides geolocation of
agricultural machinery, farm resources and may
assist precision farming system.

Network Connection
Technologies

Devices and technologies to interconnecting
remote devices and transferring data. Example:
router, access points, protocols.

Edge Security features Security protocols and schemes for ensuring the
availability, integrity, and confidentiality of the
system and data.

In-out interface Software and hardware interface for
communication beyond the local area.

Diverse resources Software features applied to decision-making,
processing data and so on.

Gateway System located at the edge of the network,
connected with farm devices (perception layer)
and the cloud. This system can process data,
store small amount of data and communicate
with the cloud.

Application Database System for storing data produced by the smart
system.

Web tools Resources for exchanging data between the
remote application and provide access to the
end-user application on the Internet.

Decision-making System to making-decisions to change the state
of the environment.

End-user
application

Software for presenting information to the user.

Fig. 3. Smart agriculture main attacks.
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interference, interception of variable connectivity, severe weather, mal-
functions, or false inputs. In some regions, usually in large farms, high-
voltage grids pass over agricultural areas and can generate an electro-
magnetic field, causing distortions or data corruption. Power depletion of
battery-powered devices, variable connectivity, or malfunctioning of
some device components can cause irregular readings, compromising
data availability or integrity, which results in inaccurate data. Inaccurate
data can be dangerous for decision making, resulting in incorrect data
analysis, and reducing system’s accuracy.

Sensor weakening - This is the normal degeneration of sensors
because of processes such as corrosion, oxidation, dust accumulation, and
saturation. Some sensors used in smart farms can suffer gradual degra-
dation for exposure to environmental conditions and physical-chemical
or climatic phenomena. For example, wind speed sensors installed in
dusty environments can suffer from dust accumulation, which gradually
prevents the rods from moving. Humidity sensors can saturate when
exposed to high humidity levels. Sensors built with copper may suffer
oxidation. This way, the sensors register incorrect or irregular measure-
ments. The natural degradation of the sensors requires their periodic
replacement. However, some events may expect device degradation,
causing failures earlier than expected. It is still not possible to avoid the
natural degradation of the sensors. However, it is necessary to detect
sensor weakening, to prevent the use of inaccurate data by the system.

Traditional network and IoT attacks can affect the security of smart
farming applications, for example:

Node capture - It consists of the physical capture of a node or device.
This operation could be performed by entirely replacing the device or
modifying components of hardware or software [32,33]. Node capture
may not generate a significant impact if performed on a single node and
might not trigger other attacks. However, after capturing a device, the
opponent may modify the hardware or software, gain access to the sys-
tem, or inject false data. A node capture breaches the integrity of the
system and can potentially interfere with decision-making. It might also
damage the cultivation and cause financial loss. For example, a hostile
actuator in an irrigation system could never start irrigation or flood the
crop. A dissatisfied employee or commercial competitor who has physical
or logical access to the system could perform this attack for several
reasons.

Fake node - An adversary adds fake or malicious nodes to the system
to disrupt their operation [31]. A node capture could trigger this attack
and lead to node replication. This kind of attack usually aims at both to
manipulate data or to shutdown services and devices. In a system with
insufficient or fraudulent identity control, malicious sensors could send
wrong data interfering with decision-making, or inject multiple packets
into the network causing a denial of service, or sleep deprivation. Like-
wise, actuators may act maliciously, hostile gateways may send false
commands to legitimate actuators, or act as black holes to cause harm.

Sleep deprivation - This attack aims to drain the battery of the device
until depleting it. Smart farming sensors are energy-restricted and usu-
ally use power batteries. To reduce the power consumption and prolong
battery life, the nodes should enter in sleep mode when they are not
working [34,35]. Sleep deprivation attack sends sets of apparently
legitimate requests so that the devices remain awake as long as possible.
Therefore, the battery of the device will deplete, and the node shuts down
[34,35]. Once the sensors turn off, sensed data is no longer sent,
compromising decision-making, and system efficiency.

Since Agriculture 4.0 systems are open-field, they are susceptible to
environmental conditions, climate fluctuations, and human action. Weak
security measures could affect the reliability and trust of the system,
exposing them to accidental use of corrupted data, remote control, and
physical damage. Sensors do not have computational resources that allow
the adoption of traditional security methods, such as cryptography,
which makes security even more challenging. Therefore, adding inno-
vative security solutions to this layer is as challenging, as necessary.

3.2. Security issues at network layer

The network layer transmits data from the perception layer to the
most robust computational unit, usually the cloud. The transmission of a
large amount of data over a wide transmission area makes this layer
susceptible to attacks, which generally threaten confidentiality and
integrity [36]. Although the existing communication network has rela-
tively complete security protection measures, there are still some com-
mon threats that can compromise network resources [31,37]. Major
security issues in the network layer are as follow:

DoS/DDoS - It is a transversal attack that affects all layers. Denial of
Service (DoS) aims to prevent access to services or devices either by
overloading the network or by exploiting protocol vulnerabilities that
lead to the collapse of resources, such as CPU and memory [38]. There
are several ways to achieve this attack, such as flooding servers or routers
with numerous requests. Flooding attacks can cause network delays,
disable devices, and make the service unavailable. When the attacker
uses multiple sources to flood the target, then such an attack is termed as
a Distributed Denial of Service attack (DDoS). Although such attacks
were not designed specifically for smart systems, Internet connectivity,
pervasiveness, heterogeneity, and high vulnerability of these systems
make them prone to such attacks [39]. In farming systems, DoS attacks
could prevent measurements from reaching the edge or cloud on time,
delay commands to actuators, and make services unavailable.

Data Transit Attacks - Some attacks intend to intercept data
exchanged between network components to find sensitive information
[7]. Different connection technologies connecting distinct points on the
network and wireless networking carrying clear (unencrypted) data
make these systems susceptible to data breaches [7,40]. An opponent
could conduct traffic interception through malicious access points or by
man-in-the-middle attacks [40]. Traffic interception exposes sensitive
information such as unique identifiers, access credentials, or crypto-
graphic keys. Other transit attacks can corrupt network traffic, enabling
malicious control, or even compromising the entire system.

Routing Attacks - They intend to alter network routes to achieve
control of traffic. IoT networks may have malicious nodes that try to
redirect routing paths during the data transmission process. Attacks such
as sinkhole andwormhole could subvert the communication network and
get unauthorized access. The sinkhole is routing attacks where a rival
announces a shorter routing path and draws nodes to route traffic
through it. Malicious routes allow disrupting the traffic flow [7,41]. In a
wormhole, an opponent creates a tunnel between two nodes for fast
packet transferring to create a shortcut on the network and control traffic
[7,42]. During these attacks, the recipient may receive the information
late, receive partial or changed information, or not receive one data [41,
42].

Network layer resources on smart farming and IoT systems have some
common security vulnerabilities. However, smart farming can consist of
multiple systems and integrate technologies and subsystems from
different vendors. Therefore, integrating systems and technologies re-
quires caution to avoid incompatibilities. Likewise, the security features
of these systems and technologies cannot be fully trusted, as they may
contain vulnerabilities embedded in the system or generated by the
integration process.

3.3. Security issues at edge

The edge contains critical elements monitoring and controlling sub-
systems, communicating with all layers, and accessing strategic re-
sources. The processing of massive amounts of data generated by
perception layer can be local, instead of centralized in the cloud. This
would save energy, bandwidth and cloud-processing costs. Due to the
distributed architecture of edge computing, this layer might provide
services with faster response and higher quality, in contrast with cloud
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computing [33]. Direct connection to cloud and perception resources
make the edge a strategic point, making security a fundamental
requirement to ensure system reliability. Major edge security issues are
the following.

Forged controls for actuators - It is the injection of false measures/
data to manipulate the system. The perception devices are usually
resource constrained and do not support complex security features.
Typically, the gateway receives the data in plain text. The gateway may
receive data from the perception or cloud by Supervisory Control and
Data Acquisition (SCADA) systems or other control systems. An opponent
who knows the data patterns sent by the sensors to the gateway or cloud
can use a computational device to inject the same data pattern into the
system. If the control system receiving the data at the gateway does not
have sufficient security mechanisms, the data will be accepted and may
propagate through the system. False data will cause incorrect decision
making. For example, to manipulate a smart irrigation system, an
opponent could inject incorrect soil moisture measurements.

Gateway-cloud request forgery - Gateway and cloud are connected
through an Internet Service Provider or cellular network. Usually, the
cloud is connected to the Internet and therefore exposed to a wide variety
of attacks. An Internet adversary could impersonate a gateway and forge
requests for the cloud. From these requests, the adversary could modify
parameters in smart farming, control requests for vulnerable services, or
manipulate system resources. The gateway is usually a constrained
resource, but the cloud has the computational capability to incorporate
robust security mechanisms. These mechanisms must be incorporated
into the system to maximize system reliability.

Forged measure injection - It consists of the injection of false
measurements/readings to manipulate the system. Perception devices
generally are resource-constrained and do not support complex security
features. In general, data exchange with the gateway is done in plain text,
creating several vulnerabilities. An opponent who knows the patterns of
data sent by sensors to the gateway or the cloud can use a computational
device to inject the same data pattern into the system. Sending false data
could result in wrong decision-making. For instance, to manipulate an
intelligent irrigation system, an opponent may inject incorrect soil
moisture measurements.

Booting - IoT evolution has driven the development of low-cost and
resource-constrained devices. These devices are becoming smaller and
cheaper. However, innovations do not advance into the field of security
[43]. Smart agriculture uses resource-constrained artifacts in the
perception and edge layers. Usually, these artifacts have few security
features and rarely include boot protection. Lack of security processes on
booting, leaving devices vulnerable to attacks [44]. For instance,
SD-cards and USB sticks may contain malicious scripts that could run at
startup [43]. Malicious boot processes could trigger a series of attacks to
the edge with weak protection. Those processes could open back doors or
allow elevation of privileges. Insufficient computing resources and direct
connection to perception and the cloud make it imperative to protect the
start-up process.

Unauthorized access - Authentication and access control are crucial
elements of security. Access control is a technology that satisfies prop-
erties such as confidentiality, integrity, and availability [45]. Providing
adequate access control to the edge elements is essential as these can
usually communicate with perception and the cloud. In particular, the
gateway is a critical element as all data pass through it. Limited or
insufficient authentication and access control mechanisms allow an
opponent to access the gateway by cloud connection. For the large
number of things communicating with edge devices or services,
authentication methods need to be scalable, easily manageable, and
requiring minimal human intervention [33,45]. However, several agri-
cultural systems use gateways with weak or insufficient access controls.
Researchers developing projects to smart agriculture do not discuss the
use of access control resources, and existing commercial solutions rarely
change the credentials after deployment.

Man-in-the-middle - In this attack, an opponent intercepts a

communication to collect information or even replace it. Compromised
devices or malicious nodes can trigger several internal or external attacks
in systems with weak or missing security [46,47]. Many solutions use
communication protocols that use the publish-subscribe model with a
broker, which effectively acts as a proxy. These protocols allow decou-
pling the publishing and subscribing clients from each other, authorizing
messages to be sent to an unknown destination. An attacker who achieves
the broker control and becomes a man-in-the-middle may obtain full
control of communication without being noticed by the clients [7].

Signature wrapping - This attack modifies the original message by
injecting a fake element to perform an arbitrary Web Service request
while authenticating yourself as a legitimate user [48]. Web services for
edge to cloud communication usually use XML signatures. An adversary,
who breaks the signature algorithm, can perform operations or change
the heard message by exploiting protocol vulnerabilities, such as the step
[7]. An opponent may control the actuators or manipulate the
decision-making systems by using malicious messages.

Flooding - This is a DDoS attack where many packets are sent to a
system or network to overload it. In farming systems, infected devices
could start a flood attack toward the edge devices to compromise the
Quality-of-Service (QoS) or even to stop it. A hostile device at the
perception layer or a malicious portal in the cloud could send multiple
requests to service until their exhaustion. These attacks could impact
severely on the systems, overloading the edge and resulting in a denial of
service. Flooding could also be performed at the network layer and in the
cloud [6,7].

Edge resources provide computing services for clients or applications
and can connect to distinct features from all layers. Both locally and
externally processed data pass-through this layer. Protecting devices
from remote access and using appropriate cryptographic resources are
key security challenges. Therefore, it is imperative to achieve security
features to avoid compromising data and edge resources.

3.4. Security issues at application layer

The application layer aims at providing services to end-users, storing
data, andmaking decisions within the system. Security issues in this layer
focus on preventing data theft and ensuring privacy and are specific to
different applications. Some applications comprise a sub-layer, which
supports services, and helps intelligent resource allocation [7,33]. Each
application has distinct characteristics, and it is impossible to predict all
vulnerabilities which could affect them. Therefore, the security issues
listed below are some threats that might affect cloud-based applications
and services.

Phishing - It is a virtual pest that aims to fraudulently obtain confi-
dential user data, such as ID and password. Phishing usually achieves
end-user from fraudulent emails or websites [49,50]. An opponent who
accesses the system with administrative credentials may send fraudulent
commands to actuators and change system settings. In critical cases, the
attacker could interfere with decision-making processes or other internal
processes. It is impossible to avoid this type of attack, but secure access
control systems can mitigate it. However, the most efficient protection
would be to have the users themselves keep vigilant while surfing the net
[33].

Malicious scripts - The connectivity of agricultural solutions to the
Internet allows them to interact with other online services and users. This
interaction makes them targets for malicious scripts such as Java applets,
Active-X scripts, and cross-site scripting (XSS) [33,36]. Malicious scripts
can mislead customers, inject malicious information, access sensitive
information, and break security mechanisms. Cybercriminals often make
this attack by personal, financial, and political ends. From malicious
scripts, they can damage or disrupt the service operation, displaying
unwanted advertisements, and extorting money [51].

Denial of Services - This attack causes service interruptions by
overloading the network traffic or by flooding the service with multiple
requests [52]. Weak security configurations enable an adversary to start
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this attack from the Internet or a subsystem [7]. Such attacks deprive
legitimate users of using the services, prevent the proper processing or
storage of non-persistent information, reduce the efficiency of critical
systems (such as environmental controls in mushroom greenhouses), and
may even cause a complete system shutdown.

The application layer includes cloud-based applications and services,
so it has all cloud security issues. The cloud exposes applications and
resources to Internet-based attacks becoming urgent to take preventive
security measures. Usually, security focuses on privacy and access control
to protect the many sensitive data stored and processed in the cloud.
However, it is essential to consider more than just privacy and access
control, adopting security measures to ensure the availability and
integrity of the complete system.

Smart farming systems incorporate a set of devices, with greater or
lesser levels of limitations, that interact with each other. Many weak
points are because of the constraints of the devices, which make it
impossible to use existing tools and security techniques. Technologies
developed for other systems, such as IoT or Industry 4.0, support security,
but using them requires processing and memory resources that some
devices do not have. However, it is necessary to know the existing vul-
nerabilities and create mechanisms to mitigate the effects of incidents.
Then, security measures can be done at the highest layers and on devices
equipped with the necessary resources. Top-layer appliances with robust
computing capabilities could adopt more robust security mechanisms to
ensure efficient and reliable operation.

4. Current state of security in smart agriculture

In the past few years, there has been a growing effort to develop smart
systems to improve agricultural activity. Farmers usually conduct these
activities in open-field or greenhouses. This work focuses on open-field
agriculture, as it is an immature area with security features limited to
access control and web encryption. Therefore, it analyzes smart agri-
culture projects and explores information on the security features
implemented by them.

In this scope, most efforts focus on irrigation processes, disease
detection, crop management, and traceability. The control may be
automatic or manual. In both cases, the system uses sensors for moni-
toring and actuators for changing the environment. The decision about
actuators’ actions may be made automatically by the system or manually
by a user. Some projects only automate the farms, while others integrate
industry 4.0 or IoT technologies.

It is relevant to show that most current smart agriculture projects are
based on IoT technologies and may direct inherit its security flaws.
Others do not consider security at all. Protocols such as MQTT and CoAP
disable security features by default, and the developer must enable them
according to the requirements of each project. Since researchers do not
report security features enablement, they probably remain disabled.
Table 2 presents a taxonomy of current smart agriculture security
resources.

The paper of [13] presents a system to predict irrigation requirements
based on climate and environmental information. The system uses data
collected by sensors to predict soil moisture and provides irrigation

suggestions. End-user interacts with the system from a web page. The
authors do not show any security features, validation processes, or failure
checks in the collecting, transferring, or storing phases. The lack of se-
curity makes systems vulnerable to all attacks presented in Section 3, i.e.,
the system is highly insecure. Incidents leading to corruption or inaccu-
racy of data result in prediction errors and wrong decisions. Wrong de-
cisions can damage the cultivation and reduce the adoption of the system.

Similarly [17], develops a system to monitor fields through soil
moisture, temperature, humidity, and light levels. Irrigation control can
be manual or automatic through the web or mobile applications. The
system description does not contain information on any security features,
which exposes the system to the full range of attacks presented in the
previous section. Control of actuators driven by commands from a web
system without strict security features is an excellent opportunity for
malicious opponents, who may use malicious scripts and unauthorized
access to manipulate the system.

[18] propose a smart irrigation system to control irrigation devices.
These devices are remotely controlled by a server and managed from a
web application. There are no details about security resources, creating
the chance for opportunistic adversaries to gain improper access to the
system, inject forged measures, forge controls for actuators, or conduct
any previously reported attacks to deviate the system from its regular
operation.

[19] introduce a Hydroponic Farming Ecosystem (HFE) to monitor
the growing environment. The control is automatic, and the user may use
a web interface to monitor the farming. Automated systems require
rigorous protection to avoid or detect random sensor incidents, sensor
weakening, false data injection, and other threats that could corrupt data
and disturb the system’s reliability. However, HFE fails to provide
mechanisms to avoid the threats introduced in Section 3.

[22] have designed an intelligent solution for the detection of leaf
diseases. The system identifies leaf diseases based on data of sensors and
images from cameras. The end-user interacts with the system by a mobile
or web application. This paper does not discuss the implementation de-
tails or security. If this system is part of a disease control process and
receives corrupted or malicious data, the images suffer optical defor-
mation, or an opponent compromises system, then security incidents can
hinder disease detection and cause misuse of agricultural resources. In
critical cases, this may cause loss of the entire production.

[28] introduces NETPIE, a system that provides information about
agricultural products. Using a set of perception devices, NETPIE controls
and monitors the growing environment. The production information is
summarized and saved in a QR code and available to the customer. Just
like the other presented systems, NETPIE does not discuss security re-
sources. Any of the attacks that disrupts data accuracy may break the
reliability of the information summarized in the QR code.

[12] present a cloud-based Wireless Sensor and Actuator Network
(WSAN) communication system to monitor and control farm devices. The
system monitors environmental conditions, predicts the irrigation re-
quirements, and acts automatically on the environment. The paper de-
scribes the system architecture, including appliances and protocols,
allowing the WSAN to remain vulnerable to the attacks shown in Section
3.

Table 2
Taxonomy of security in smart agriculture.

Security
target

Security Resources Solutions

Not
considered

None Sales et al. [12], Goap et al. [13], Mahalakshmi [14], Rajalakshmi and Mahalakshmi [17], Zhao et al. [18], Ruengittinun et al. [19],
Thorat et al. [22], Yoon et al. [23], Wongpatikaseree et al. [28]

Data
Exchange

HTTPS Khelifa et al. [11], Minh et al. [25]

Access
Control

IP Authentication Nageswara Rao and Sridhar [15]

User and Device
Management

Oliver et al. [21]
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Likewise [23], propose a smart farming system for data exchange
between the server, the gateway, and the nodes. The paper describes the
construction of the system but does not mention any user interaction or
remote control and does not demonstrate any security concerns. Because
it is a system for data exchange, the most critical attacks are those that
affect the network layer, such as DoS, signal disruption, data transit, and
routing.

Similarly [14], introduces an automated irrigation system. The paper
presents the step-by-step construction of the system, which monitors and
controls water flow remotely. Although the system controls and monitors
irrigation devices, there is no evidence of the addition of security capa-
bilities. Attacks on the perception layer, as well as attacks that cause a
denial of service, can damage correct system operation. Unauthorized
access, malicious scripts, and false data injection can deliberately
manipulate the system.

On the other hand, some solutions add a small level of security. The
[11] strategy, for instance, includes encryption in the communication
between cloud and user applications. This proposal intends to create a
smart irrigation system controlled remotely by the user. Farmers manage
the irrigation process from a mobile application. This strategy uses
HTTPS to encrypt the communication between the server and smart-
phone. The use of cryptography protects data in transit, preventing an
adversary from intercepting the communication, obtaining sensitive in-
formation, and impersonating the mobile application. However, there is
no information about other security features deployed by the system,
which exposes the system to other previously presented attacks.

Another proposal that uses HTTPS is that of [25], which has devel-
oped an intelligent system to manage and control mushroom and hybrid
maize farms. This system automatically controls the production envi-
ronments remotely. The webserver uses HTTPS for user communication,
protecting data in transit. However, this security feature is insufficient,
considering that the system automatically controls the water pumps, light
levels, and fans. Automated controls, especially for environmental con-
trol systems for crops as sensitive as mushrooms, demands accurate se-
curity features to avoid that Random Sensor Incident, Irregular
Measurement, and Sensor Weakening, Forged Measure Injection, or
Forged Controls for Actuators affect the system accuracy.

On the other hand [21], introduce a system called SEnviro. This
system is designed to remotely monitor vineyards and predicts some
diseases. The paper presents the developed platform and does not discuss
prediction. The system includes a user and device manager, which per-
mits to manage authorized users and devices to interact with the system.
Access control prevents unauthorized devices or users from gaining ac-
cess to the system and acting maliciously. Nevertheless, this resource is
insufficient to protect a platform designed to predict disease and
remotely monitor, as it does not prevent events that could interfere with
the accuracy of the data or that could take the system to an unreliable
state.

In the same way [15], proposes a remote crop-field and automatic
irritation monitoring system using IoT technologies. The system uses
collected data from sensors to estimate the quantity of water required for
irrigation. The system uses measurement data to estimate the volume of
water for irrigation. As well as the access control presented by Ref. [21],
the authentication scheme used by Ref. [15] avoids unauthorized access
to the service but does not protect the edge and other subsystems. Weak
protection of automatic control systems is critical, as incidents that affect
data accuracy or cause system malfunctions can result in significant
losses to the plantation.

Summarizing the related papers, from a security perspective, they use
sensors and actuators without any security features. Besides, there is no
security information on the gateway. Systems developed so far do not
present information about transmission privacy or device authentication.
Features such as access control, identity management, or encryption add
a bit of security to Internet communication. Table 3 shows that little
security in farming systems is limited to privacy and reliable data
transmission between the user and the cloud or between the gateway and

the cloud.
Many solutions for smart farming only include security mechanisms

in the application layer. While [12,13] use HTTPS for communication
between the cloud and the end-user application, most systems use the
HTTP, CoAP, and MQTT protocols without any integration with SSL or
TLS protocols. Similarly, many proposals do not implement access con-
trol or use it with limited resources. The absence of robust security fea-
tures for communication between the cloud and the end-user creates
several security breaches. There is no information about configuring
security features in database management systems or using secure data
search techniques in web applications. Thus, these features are probably
not included.

Currently, smart agriculture is an easy target for malicious agents.
Attacks may have several motivations, such as commercial, ideological,
or even terrorist reasons. For instance, terrorist groups can inflict eco-
nomic harm to a nation, economic opportunists may try to manipulate
markets, and an individual employee may proceed with an attack for a
variety of reasons [8]. Thus, it is urgent to add security as an essential
resource for smart farming, contributing to the development and popu-
larization of reliable and efficient systems.

5. Improvements and enhancements required for upcoming
applications

Devices from traditional Internet have many security features built
into them, like firewalls, authentication, and access control schemes, and
so on. However, these security shields are missing on Agriculture 4.0 or
limited in use. Sometimes this is due to smart farming is still emerging,

Table 3
Security features added to Agriculture 4.0

Layer Security issues Security Resources Papers

Application Data thefts HTTPS Khelifa et al. [11],
Minh et al. [25]

Sniffing HTTPS Khelifa et al. [11],
Minh et al. [25]

Access Control IP Authentication Nageswara Rao and
Sridhar [15]

User and Device
Management

Oliver et al. [21]

Phishing attack Use not reported Open issue
Malicious scripts Use not reported Open issue
Deny of services Use not reported Open issue

Edge Man-in-the-middle Use not reported Open issue
Booting
vulnerabilities

Use not reported Open issue

Unauthorized access Use not reported Open issue
Signature wrapping Use not reported Open issue
Flooding Use not reported Open issue
Forged control for
actuators

Use not reported Open issue

Gateway-cloud
request forgery

Use not reported Open issue

Forged measure
injection

Use not reported Open issue

Network DoS/DDoS Use not reported Open issue
Data transit attacks Use not reported Open issue
Routing attacks Use not reported Open issue
Signal disruptions Use not reported Open issue

Perception Random sensor
incidents

Use not reported Open issue

Autonomous system
hijacking

Use not reported Open issue

Autonomous system
disruption

Use not reported Open issue

Optical deformation Use not reported Open issue
Irregular
measurement

Use not reported Open issue

Sensor weakening Use not reported Open issue
Node capture Use not reported Open issue
Fake node Use not reported Open issue
Sleep deprivation Use not reported Open issue
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sometimes because the resources are inadequate for this technology or
the absence of professionals to manage these resources. Also, a well-
defined framework and standard to guide an end-to-end application
development are not available yet. Usually, solutions are not standalone,
but it is an embedded product that integrates many individuals and in-
dustries and requires an architecture that can handle heterogeneity,
interoperability, and numerous devices. This architecture should allow
multiple access, in a secure and coordinated way, to avoid data loss and
compromise the system efficiency. Security resources presented in
Table 4 may improve smart farm security in different scenarios.

On the perception layer, devices could be resistant packaging to
prevent some sensor incidents and autonomous system disruption.
However, this can be very expensive to use for some low-cost systems or
those using many sensors. If it is not possible to avoid incidents, then it is
necessary to use techniques to prevent disrupted data from affecting
system accuracy and influencing decision-making. Therefore, it is
essential to develop security schemes to detect sensor or incidents and
avoid the use of corrupt or inconsistent data. On the other hand,
Autonomous Tractor is robust equipment that requires more precision
and reliability. The tractors have a structure to support the inclusion of
tamper-resistant boxes. Thus, it is possible to prevent a malicious
employee or a commercial competitor frommodifying or damaging these
subsystems, for example.

GPS is an essential component of many autonomous systems, whether
tractors, drones, or UAVs, and requires security to prevent threats that
affect their accuracy [53,54]. Therefore, it is necessary to invest in
mechanisms to protect the GPS used by autonomous systems. Violations
of the GPS can result in significant physical damage to the Autonomous
System, the crop, or the farm. Similarly, manufacturers of these systems
must create strategies to protect the remote control system, including,
but not limiting to, features such as data encryption and access control.

Irregular measurement, sensor weakening, optical deformation, and
signal disruption could trigger inconsistent data resulting in incorrect
decision-making. Usually, it is not possible or quite difficult to avoid such
threats, but it is necessary to prevent inconsistent data from propagating

through the system. Inconsistencies can be misinterpreted as attacks and
inadequately handled by security systems. Thus, it is essential to identify
both attacks to the system, Sensor Weakening, Irregular Measurement,
Optical Deformation, and Signal Disruption to prevent the system from
generating or using incorrect data that makes the system operate unre-
liably. Some solutions designed for errors, faults, and failures detection,
such as those proposed by Ref. [55,56], could be adapted for this
purpose.

Other preventive measures include the use of big data algorithms to
filter data [57], and Intrusion Detection Systems (IDS) to detect data
intruders. However, including IDS in smart farming can be challenging as
there is usually no IT department to manage the system, and the farmer
does not have the technical knowledge to maintain this resource.
Therefore, IDSs developed for Agriculture 4.0 need to be transparent, as
far as possible, and easy to manage. Besides, most IDSs analyze network
traffic patterns [58,59], which may be efficient in identifying DoS/DDoS,
forged control for actuators, gateway-cloud request forgery, forged
measure injection, and other network-bound attacks but is inefficient in
identifying failures, data noise, and false data injection. For these threats,
it is possible to use a set of strategies, such as anomaly detection,
encryption, and authentication.

Some attacks require additional preventive measures. For example,
integrity verification protocols [32] or schemes capable of identifying
malicious nodes [60,61] could identify or mitigate autonomous system
hijacking, node capture attacks. Systems designed for low power con-
sumption networks may detect sleep deprivation [62]. Artificial intelli-
gence algorithms and machine learning could discover forged control for
actuators, gateway-cloud request forgery, forged measure injection, and
false data injection [63]. Solutions like XPath and FastXPath can mitigate
signature wrapping attacks [48].

Authentication services applied to devices and services at all layers
can make it difficult or limit forged control for actuators, gateway-cloud
request forgery, forged measure injection, and prevent unauthorized
access. The edge is the middle element, and it becomes a critical security
point, which needs strict access controls, and schemes to avoid false data
injection. However, the current access control systems may not be effi-
cient in the context of smart agriculture. Access controls that require
human intervention are impractical in intelligent agriculture because of
the characteristics of the machines and users involved. For example, end-
user authentication may use user and password-based or biometric
schemes. Key-based access schemes could be feasible for systems that
include up to a hundred devices or services, as long as they do not require
periodic modification. However, some solutions may incorporate more
features or demand periodical key updating to achieve an adequate level
of security. The large number and variety of devices used by smart
farming require new authentication schemes to manage them by the user
[37,64], who usually does not have the technical knowledge to manage
authentication services. New authentication schemes must be trans-
parent to the user, lightweight to operating on constrained devices, and
efficient.

Gatewaysmust have security features to prevent unauthorized remote
access and control by malicious agents. Barriers like firewalls, Intrusion
Prevention Systems (IPS), authentication, and access control schemes can
be useful, but gateways have restricted resources, requiring lightweight
and efficient controls [6,37]. Some gateways are more restricted, making
it impossible to use most security mechanisms, which makes this task
even more challenging. Others have more computational resources and
include a small operating system, limited processor, and little memory.
The software developed for these devices should be lightweight and easy
to manage to be operated by farmers. Once the gateway accesses many
resources and devices, and intermediates communication between the
perception and cloud layers, it is a critical element in the smart system
and compromising it may affect the whole system.

Traditional cryptographic schemes may be unsuitable in smart sys-
tems. The perception layer has constrained devices that do not have the
memory, processing power, and energy to compute traditional

Table 4
Security resources to improve security in smart agriculture.

Security resources IoT Resource Security threats

IDS Cloud, gateway DoS/DDoS, autonomous system
hijacking, forged control for actuators,
gateway-cloud request forgery, forged
measure injection, flooding, XSS
attack, SQL injection, infiltration, port
scan, backdoors, worms, routing
attacks, and others cyberattacks

Anomaly
detection
system

Data, services Random sensor incidents, autonomous
system disruption, optical
deformation, irregular measurement,
sensor weakening, gateway-cloud
request forgery, forged measure
injection, data transit attacks and
others cyberattacks

Cryptography Data,
communication link

Forged measure injection, false data
injection, eavesdropping, traffic
interception, man-in-the-middle, data
capture

Authentication Services, devices Forged control for actuators, gateway-
cloud request forgery, fake node,
forged measure injection, false data
injection, advanced persistent attack,
malicious scripts, unauthorized access

Access Control Services, devices Unauthorized access
Firewall Cloud, gateway Unauthorized access
Anti-virus/
malware

Cloud Phishing, virus, worm

Specialized
solutions

Applications,
services, protocols

Node capture, autonomous system
hijacking, routing attacks, sleep
deprivation, signature wrapping

Open Issue Booting
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algorithms [64]. Encryption is an efficient tool to minimize attacks such
as traffic interception, data theft, and sniffing and may be used to hinder
attacks such as forged measure injection. This tool can provide reliable
data transfer between perception layer devices and the gateway. How-
ever, the use of cryptography in intelligent agriculture requires new
encryption schemes that are lighter and more efficient than those
currently in use.

DoS attacks may affect all services and devices in the system. The
perception layer does not have the computational power to run intrusion
detection systems. Therefore, firmware should prevent excessive requests
from draining system resources. Edge services must accept a limited
amount of connections to avoid delays and service disruption. Further-
more, IDSs or anomaly detectors designed for the edge may provide a
way to mitigate such attacks. These detectors may identify several threats
such as jamming and false data injection [65], malicious devices [66,67],
and several routing attacks [68–70]. The cloud could use robust security
schemes to mitigate DoS, such as traditional IDSs or anomaly detectors,
while configuring services to prevent them from being affected by an
excessive amount of requests, both from the system itself and the
Internet.

Communication between devices could use one or more technologies,
such as LoRa, LoRaWan, Sigfox, Zigbee, and LTE. Some standards allow
connecting devices over wide areas, simplifying management and
reducing installation and maintenance costs. However, only these fea-
tures are not enough to guarantee data transmission security. Technol-
ogies that support some level of encryption can maximize data
transmission security, reducing the risk of traffic interception.

Networks operating over TCP/IP, whether in the perception, edge or
cloud, could maximize communication security using protocols lighter
and more flexible than HTTP. The HTTP protocol used on the traditional
Internet is not suitable for systems such as smart farming because it is
computationally complex, incurs an enormous overhead, and is poten-
tially insecure [7]. There are several alternative protocols such as MQTT,
SMQTT, CoAP, XMPP, UPNP, AMQP, M3DA, DDS, JMS, and Jav-
ascriptIoT. These protocols were developed for industrial communica-
tions or IoT and are more suitable for smart agriculture. Some of them
have cryptography support, appropriate for networks that have no se-
crecy in the communication layer. It is important to emphasize that, even
if the sensors’ data are not sensitive, the system usually exchange private
information over the network, such as identifiers and access credentials.
Any sensible data transmitted over the network requires secure
communication.

The application layer should have more security resources because of
the Internet connection. Robust and rigorous access control is essential to
prevent unauthorized access and remote control of services and appli-
cations. In the cloud, it is imperative to add features such as firewalls for
perimeter protection, antivirus, and antiphishing to reduce risks with
phishing, malicious scripts, and viruses/worms. Cloud services must
restrict connections to other services or users as much as possible to
prevent data leakage and denials of service. Using microservices favors
environment security if properly configured.

In summary, edge and gateway protection schemes should include
features such as compatibility, low resource consumption, and effec-
tiveness. The identity management system must be transparent to end-
user and able to work with numerous and different devices, protecting
the devices and services. Data must be protected at all stages to ensure
system reliability and efficiency. However, system constraints require
light and efficient algorithms. The cloud can use security schemes
developed for the traditional Internet since this layer has the necessary
computational resources for its execution.

6. Conclusion

The agricultural methods modernization is essential to increase pro-
duction rates and preserve natural resources. Smart agriculture can
enhance farming tasks by providing efficient control of actuators,

optimizing utility and resource use, managing production, maximizing
profit, and minimizing costs. However, to achieve this goal, smart sys-
tems must include more computational capabilities, such as edge
computing, handling massive data, artificial intelligence resources, and
security features. Security requires special attention as constrained de-
vices generate a large volume of data and forward them to the gateway or
the cloud. The farming system must protect the data from the detection
through to decision-making and storage.

Although many security threats can affect agricultural systems, they
still incorporate a few security resources. Possibly this is because these
solutions are still in their early stages of development. Most times, there
are only automation resources implemented, and these have few
computational resources. Thus, security features are not yet on the list of
system requirements. However, reaching an additional level of smart
farming demands solutions with security mechanisms that give them
enough reliability and accuracy to implement these systems on a large
scale. As smart farming creates an extra set of challenges, it also presents
fresh research opportunities both in security and in other areas of com-
puter science.
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